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I. Purpose

Pursuant to policy 301.09 Key Control, this standard operating procedure describes the minimum acceptable standards for a system of key and lock accountability and control within the Department’s juvenile correctional facilities and juvenile community residential facilities (4-JCF-2A-23).

II. Applicability

This standard operating procedure applies to all employees of the Department of Youth Services as well as to anyone else who enters an ODYS correctional facility, to include but not be limited to, contractors, visitors, and volunteers.

III. Definitions 

Active Keys:  Keys currently in use by the institution.

Duty Keys:  Keys that are issued and or used on a regular basis that are kept in the Control Center or other issue point when not in use.

Emergency Keys:  Keys that are maintained on keys rings and kept separate from duty keys. Emergency keys permit ready access to any part of the institution.

Grand Master Key:  A key designed to operate two or more groups of locks where each group has its own distinct master key and each lock has its own distinct individual key.

Hot Box:  A special locking box, usually kept in the Control Center, and generally red in color. Contained within the box is a restricted key set, and only that employee authorized to access that set of keys is given the key that opens the lock to this box.

Inactive Keys:  Keys no longer used, but which are retained as spares and backups for unused locking devices.

Key Chit:  A metal tag, usually round, which contains an imprint of either the employee’s name, or identifying number, and is used by the employee to exchange with the Control Center Officer for a ring of keys.

Key Control Assessment Committee:  A minimum three-member security review team comprised of the Key Control Administrator, Locksmith (or the staff member serving in that capacity), and at least one other staff member designated by the Superintendent that conducts an annual assessment of all institutional key rings.

Master Key:  A key that is planned and constructed to provide a means for operating all locks in a series, or a group of locks from a single manufacturer.

Non-Security Keys:  Any institution key, as designated by the Key Control Administrator, which, if lost, would not jeopardize the security of the institution.

Pattern Keys:  Those blank keys from which all other keys for a particular lock or series of locks are cut. These keys are maintained separately from other spare or blank keys.

Restricted Keys:  Keys which allow access to sensitive areas of the institution and issue is limited to certain responsible employees as directed in writing by the Key Control Administrator.

Security Keys:  Any institution key, which, if lost or duplicated by youth or any unauthorized person, would jeopardize the security of the institution, institution property, employees, visitors, or youth. Security keys shall not be take home/permanently issued keys.

Sub-Master Key:  A key designed to operate a limited number of locks within a master key system.

Take Home Keys:  Also referred to as permanently assigned keys. These keys do not have to be returned to the Control Center, or other secure location, at the end of the employee’s shift, and are taken home with the specific employee to whom the keys have been assigned. These keys would include, but not be limited to, the Superintendent’s vehicle keys. 

Vehicle Keys:  Keys that typically activate motorized vehicles, including tractors and other specialized machines. 

IV. Procedure  

	A.
	General Procedures

	
	

	
	1.
	The Superintendent, Deputy Superintendent of Direct Services, Deputy Superintendent of Indirect Services or the Operations Administrator shall be assigned the overall responsibility for formulating, implementing, and monitoring key control procedures for the institution.  For purposes of this standard operating procedure the individual will be referred to as the Key Control Administrator.  Each site will designate this individual in local procedure.



	
	2.
	All active keys, which includes emergency keys,  will be placed on key rings which are fused, soldered, or sealed and includes a key tag or chit stamped with the a key ring identifier and the number of keys on the key ring. The key rings can be identified by a number, letter, or a combination of both. No two key rings can use the same identifying designation.

 

	
	3.
	All institution employees shall receive training in, be fully familiar with, and abide by this standard operating procedure.



	
	4.
	Only the Superintendent or designee can authorize the issuing of master keys. The Key Control Administrator shall have the authority to authorize any other change, addition or deletion of any key, ring of keys, or lock. Changes shall be requested on a standard work order form and authorization must be in writing and approved prior to any action or change.



	
	5.
	If a key ring or an individual key is lost or misplaced, the Operations Manager on duty must be informed immediately. This initial report will be verbal, indicating all known circumstances surrounding the lost or misplaced key ring. The person losing or misplacing a key ring will submit a written report to the Key Control Administrator with a copy to the Operations Manager prior to the end of the employee’s shift.



	
	6.
	The Operations Manager will immediately notify the Key Control Administrator and the Deputy of Direct Services during regular business hours. During non-business hours notification will occur as required by local policy.



	
	7.
	When security keys are lost or misplaced, proper security measures will be implemented immediately to ensure that the keys are not used for unauthorized access to restricted areas and/or escape from the institution. An immediate search of the area where the keys may have been lost or misplaced will be conducted and recorded in the written reports.



	
	8.
	If a key is broken, the same notification procedure will be followed as stated in paragraph 5, with the addition of the following:



	
	
	a.
	All pieces of broken keys will be turned into the Control Center.



	
	
	b.
	If a part of a key is lodged in the lock, the Locksmith or staff member designated to serve in that capacity, will retrieve it if possible.



	
	
	c.
	The lock shall be made operational as soon as possible. Depending upon the location of the lock, it may be necessary to replace the lock immediately and/or to restrict the area for security purposes.



	
	9.
	Damaged keys or improperly working keys shall be reported to the Operations Manager immediately and will be removed from service and handled as a broken key would be handled. Fully detailed reports are required to be submitted to the Operations Manager by the end of the employee’s shift.



	
	10.
	All duty keys, to include emergency keys, used to unlock building entry/exit doors that lead to the outside, to include sally port door systems, shall be individually identifiable by touch and sight. Furthermore, when a means of egress has multiple doors, the touch identification system will distinguish the corresponding keys. The application of sight and touch systems on keys and locks shall be systematic and consistent throughout the institution. Each institution shall develop their own method of touch and sight identification and this method shall be outlined in the institution specific policy.



	B.
	Emergency Keys

	
	
	

	
	1.
	An emergency key cabinet/safe shall be located outside the secure perimeter of the institution in a location designated in the institution’s local procedure. Personnel authorized access to this location will be listed in the local procedure by position title rather than by name.

 

	
	2.
	Any time the emergency key cabinet/safe is opened, a written report will be made to the Deputy of Direct Services and the Key Control Administrator. A log will be maintained of all emergency keys issued, returned, and inventoried. Both the written report and the log will include, but not be limited to, the name of the staff member opening the emergency key cabinet/safe, the reason it was opened, the date and time the keys were removed, the date and time the keys were returned, and the reason the keys were removed.

   

	
	3.
	The emergency key cabinet/safe shall contain key rings to permit ready access to any area on the institution grounds in an emergency, only.



	
	4.
	One key ring shall permit access to a designated area and to all adjacent areas. Emergency key rings are to be set up by specific areas and buildings. 



	
	5.
	At least quarterly, a staff member designated by the Key Control Administrator will make checks of the emergency keys. These checks must be done to ensure that the keys will work properly since emergency keys receive less wear than their lock counterparts.

 

	
	6.
	All emergency keys and corresponding locks shall be individually identifiable by sight and touch.



	C.
	Grand Master Keys:



	
	1. 
	There shall be no issuance of a grand master key. All grand master keys shall be inventoried and kept secured in the Lock Shop/Key Room.



	D.
	Master Keys and Sub-Master Keys:



	
	1.
	Any issuance of master keys and sub-master keys shall be kept to a minimum and based on need, not convenience. Only the Superintendent or designee can authorize the issuance of master keys.



	E.
	Lock Shop/Key Room Access:

	
	
	

	
	1.
	The Key Control Administrator shall have access to the Lock Shop/Key Room at all times.   



	
	2.
	In the event a distinct room is not available for the Lock Shop/Key Room, the lock/key supplies and equipment are to be maintained separate and apart from other maintenance equipment in a caged area or other comparable space.  



	
	3.
	Access to the Lock Shop/Key Room by persons other than the Locksmith, or staff member serving in that capacity, or his/her supervisor must be authorized by the Key Control Administrator or higher-level administrative employee as listed in the institution specific policy.



	
	4.
	All persons entering the Lock Shop/Key Room shall record their entry and exit on a logbook kept for that purpose. The logbook will contain the person’s name, date, time of entry, and the reason.

 

	F.
	Vehicle Keys:



	
	1.
	Vehicle keys for state cars and other moving equipment will be returned to the Control Center or other designated secure location at the end of each day. Vehicle keys will be issued by chit system, inventoried and counted daily (4-JCF-2A-24).



	
	2.
	All keys to vehicles brought into an institution for maintenance, repair, or refurbishing as part of routine vehicle maintenance, career tech or community service programs shall be secured and an inventory maintained. In addition, a temporary key tag will be attached to the key ring identifying how many keys are on the ring and to which vehicle the keys are assigned. This inventory shall be kept in the location where keys are secured when not in use and a copy shall be maintained in the Lock Shop/Key Room.   These keys and key rings will be inventoried at the beginning and end of each workday.



	G.
	Cross-Indexing Key File

	
	
	

	
	1.
	The Lock Smith, or staff member serving in that capacity, will maintain a number of cross-referenced index files on all keys and key rings located at the institution.  These files can be maintained in electronic or paper format.



	
	
	

	
	
	a. Cross-reference files will include:



	
	
	
	(i)
	Key number to lock and location

	
	
	
	(ii)
	Location of lock to key number

	
	
	
	(iii)
	Key number to key ring

	
	
	
	(iv)
	Key ring to assigned keys

	
	
	
	(v)
	Key ring listing total keys

	
	

	H.
	Inventory Requirements

	
	
	

	
	1.
	A current inventory of all keys, key blanks, inactive keys and pattern keys will be maintained by the Locksmith, or staff member serving in that capacity. In addition, all inactive keys, key blanks and pattern keys, as well as any key making devices, will be secured in the Lock Shop/Key Room.



	
	2. 
	Any and all changes effecting this inventory in any manner must be authorized by the Key Control Administrator or Deputy of Direct Services. The inventory of keys will include the key number, the trade name of each lock, the location of each lock, and the number of keys available for each lock.

 

	
	3.
	A current inventory of all keys in the institution shall be maintained by the Key Control Administrator and a copy of the current inventory will be maintained in the Control Room.  A site-specific key inventory will also be maintained at each location where keys are stored outside the Control Center. 



	
	4.
	The Key Control Administrator will assign an employee to conduct at least a quarterly inspection and inventory of all key rings not maintained in the Control Room or Lock Shop/Key Room. A written report detailing such inspection and inventory will be filed with the Key Control Administrator.



	
	5.
	Each institution will conduct an annual assessment and inventory of each key ring. This assessment and inventory will be conducted by the Key Control Assessment Committee and will determine whether or not keys on the designated key ring are necessary and/or appropriate for the staff member in the performance of their duties. The employee normally issued the key ring will be involved in the key assessment. All permanently issued key rings will be assessed as well.  The results of this assessment shall be kept on file with the Superintendent, Deputy Superintendent of Direct and the Key Control Administrator.

 

	
	6.
	The Locksmith, or staff member serving in that capacity, is responsible for maintaining a current inventory of all keys and key blanks. The Key Control Administrator must authorize any and all changes that effect the inventory in any manner.



	
	7.
	At least quarterly, an internal inventory of all locks, keys, and equipment maintained in the Lock Shop/Key Room will be conducted by a supervisor other than the Locksmith, or staff member assigned this responsibility.



	I.
	Control Center

	
	
	

	
	1. 
	The Control Center post orders shall clearly state the duties and responsibilities of the Juvenile Correctional Officers assigned to the Control Center regarding key issue, return, accountability, and control.



	
	2.
	The Control Center will have a key board or key tree of sufficient size to hold all key rings used for institution operation.  Institutions having electronic key control boxes shall refer to Section N of this SOP.



	
	3.
	Each key board or key tree will have vertical rows lettered (A, B, C, etc.) and horizontal rows numbered (1,2,3, etc.). Accordingly, the key ring in the upper-left lost corner of the key board would be designated A-1, the key ring to the immediate right would be designated A-2, and so on.

 

	
	4.
	Each key ring will have a chit included on the ring stamped with the corresponding vertical/horizontal location on the key board or key tree, and the number of keys on the ring.



	
	5.
	Every key board or key tree hook, will be filled at all times. The hook will either be holding a set of keys, an employee chit indicating which employee has drawn that set of keys, a chit numbered and stamped appropriately indicating that specific hook is not in use at the present time, or a general sign out chit. The Juvenile Correctional Officers assigned to the Control Center are responsible for and are required to check the key board/key tree as soon as possible after assuming the duties of the post.

 

	
	6.
	The Control Center Post Orders will direct that a complete inventory of all key rings issued/controlled by the Control Center be completed at least once per shift. This inventory shall be for the purpose of establishing the location of all Control Center issued/controlled key rings. Further, the keys on each ring issued/controlled by the Control Center shall be counted and verified with the tag or chit on the key ring no less than once per day. The Key Control Administrator at each institution shall establish procedures that describe the security and accountability for all non-security keys issued from locations other than the Lock Shop/Key Room or Control Center.



	
	7.
	The Control Center Officer shall report their findings of the inventory, in writing, to the Operations Manager and log the time of completion in the shift report.



	
	8.
	The Operations Manager shall report, in writing, any discrepancies to the Key Control Administrator. These reports must be forwarded to the Key Control Administrator’s office prior to the end of the shift.



	
	9.
	All key rings maintained in the Control Center shall be returned to the Control Center at the conclusion of each work day except those keys which are passed to a relieving employee, have been permanently issued or permitted to be maintained in another secure location as designated by the Key Control Administrator pursuant to this SOP.



	
	10.
	Each employee will be issued a sufficient number of chits as determined by the Key Control Administrator. Each chit will have the employee’s name stamped on it.



	
	11.
	Each employee is responsible for his/her chits and will file a written report to the Key Control Administrator on any loss of any chit, as soon as possible when that loss is discovered.



	
	12.
	When keys are to be turned over to a relieving officer, the relieving officer will give his/her chit to the Juvenile Correctional Officer in the Control Center to be placed on the hook for the key ring that he/she will be receiving on the post. The relieving officer will then be given the chit of the employee who he/she is relieving and will give that chit to the employee on the post in exchange for the keys.  Keys should be counted and inspected as outlined in Section O Handling of Keys, number 3.

  

	
	13.
	No single key ring used within the institution, whether assigned to the Control Center or to another secure location, will contain all keys necessary to exit the juvenile correctional facility.  This requirement is waived for community residential facilities.  Note: This does not apply to emergency keys which are stored separately from the operational keys and are for emergency use only.  



	
	14. 
	Employees are required to return keys to the Control Center or key issue point at the end of their tour of duty or any time they leave the facility unless the keys are passed on to a relieving employee or are permanently issued keys. Any time an employee inadvertently carries a set of keys home, he/she will be contacted and required to immediately return them to the institution. The employee is not eligible for “call back” pay under these circumstances.



	J.
	Take Home Keys

	
	
	

	
	1. 
	Take home or permanently issued keys shall not be issued except as authorized in writing by the Superintendent. 

 

	
	2.
	Employees assigned these keys will have an inventory and signed receipt for the keys on file in the Superintendent’s office, the Key Control Administrator’s office, and the Lock Shop/Key Room.



	
	3.
	The Locksmith, or staff member assigned that responsibility, or any other employee designated by the Key Control Administrator will conduct a quarterly inventory of all take home keys. Furthermore, these keys will conform to the requirements established in this policy and should be kept to a minimum.



	K.
	Youth Access to Keys



	
	1.
	Under no circumstances will a youth be allowed to handle keys.



	
	2.
	Youth will never be used to perform key or lock maintenance or be permitted to enter the Lock Shop/Key Room.



	L.
	Records



	
	1.
	Blueprints and/or maps showing the location of all permanent locks are to be located in the Lock Shop/Key Room.



	
	2.
	At least quarterly, an internal inventory of all locks, keys, and equipment maintained in the Lock Shop/Key Room will be conducted by a supervisor other than the Locksmith, or staff member assigned this responsibility.



	
	3.
	There will also be a floor plan of the institution maintained in the Lock Shop/Key Room. All doors and locks that are accessed using the emergency keys shall be identified on these documents. A copy of these documents will also be maintained with the emergency keys.



	M.
	Restricted Keys.



	
	1. 
	Restricted key issue is limited to specific responsible employees as directed in writing by the Key Control Administrator. The list of these specific employees will be stated in the institution local policy by position title rather than by name.



	
	2.
	The Key Control Administrator shall identify all areas where key issue is restricted. Those areas shall be listed in the institution local policy.



	
	3.
	An inventory of all restricted keys and who is authorized to receive them will be maintained in the office of the Key Control Administrator, Control Center, Lock Shop/Key Room, and other areas as designated by the Key Control Administrator.



	
	4.
	Restricted keys may also be kept in a “Hot Box” in the Control Center to further restrict their availability.



	
	5.
	When necessary, these keys may be retrieved from the hot box with the permission of the Superintendent, Deputy of Direct Services, Key Control Administrator, or Operations Manager. This must be documented in the shift report and an incident report written explaining why this was necessary. The Locksmith, or staff member assigned this responsibility, or the assigned maintenance person, shall make this hot box operational no later than the next business day.

 

	
	6.
	Medical keys, which access all pharmaceutical and medical records storage areas shall be secured by key, key code door, or other effective mechanism, so as to prevent access by non-medical personnel.



	
	
	a. Medical keys to all restricted areas shall be maintained separately     from all other institutional keys. The Health Service Administrator is the only person who will be issued a key to the medical/pharmacy key hot boxes.

b. Only health care professionals, who have approved access to all areas, may access areas where confidential medical records and pharmaceuticals are maintained.

c. Medically restricted keys may only be retrieved by forced entry into the hot box, key code door, etc., for emergency purposes, such as fire or hostage situation.  This access requires permission of the Superintendent or designee.  This action must be documented in the shift report and an incident report must be written explaining why this was necessary.  The Health Service Administrator shall be notified by telephone of such entry and shall receive a copy of the incident report. 

d. Failure to adhere to these procedures is a violation of state and federal laws regarding access to controlled substances and confidential medical information.

	
	
	

	N.
	Electronic Key Control Systems



	
	1.
	Institutions are authorized to install and maintain keys in an electronic key control system. Procedures for use of an electronic key control system must meet the following standards.



	
	
	a.
	The key control system must be located in a secure area of the institution.



	
	
	b.
	An electronic record of key release and return will replace the use of a chit.



	
	
	c.
	Each key security slot shall be identified by letters and/or numbers. Each key ring will be tagged with that slot indicator and the key ring will only be placed in that slot.



	
	
	d.
	A key inventory will be completed in the same manner as other keys under the control of the Control Center as outlined in this policy.



	
	
	e.
	The system shall allow for a key release override allowing access to all keys during a critical incident.



	O.
	Handling of Keys



	
	1.
	Keys should always be carried and used as inconspicuously as possible.



	
	2.
	Key rings will be securely fastened by chain to the belt, concealed in a pocket, secured to the belt with “key-safe” type key clips, concealed in a pouch secured to the belt, or otherwise secured by the staff member on his/her person. Employees shall practice key awareness and control their keys at all times. In addition, employees shall practice the same key control and awareness with any personal keys that they bring into the institution. 



	
	3.
	Any time an employee receives a set of keys, he/she must count the number of keys on the ring and compare that count with the number on the key ring chit to make sure that all keys are accounted for. Any discrepancies should be immediately reported to the Control Center. Further, the employee shall check the seal on the key ring to ensure that it has not been broken. If the key ring needs to be resealed, it should be reported immediately to the Control Center. 



	
	4.
	Referring to key/lock identification number or any other identifying information in the presence of youth should be avoided.



	
	5.
	Dropping key rings damages the keys and must be avoided. Keys shall be exchanged hand-to-hand and must not be tossed, thrown, or skidded across the floor or ground.



	
	6.
	Force is not to be used to operate any lock. When a door does not function easily or properly it must be immediately reported to the Operations Manager.

 

	
	7.
	Only the Locksmith, or staff member assigned this responsibility, will be trained in doing lock repair.



	
	8.
	Security locks and doors, when not in use, will be locked at all times. A padlock should never be left hanging without being locked and closed in a manner that it cannot be removed. 



	V.
	Attachments

	
	
	

	
	None

	
	
	

	VI.
	Monitoring



	
	This SOP shall be reviewed annually and updated as needed by the Deputy Director, acility Programs and Operations and the Bureau Chief of Facility Operations or designee.
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