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Project Background and Situation Overview
The Ohio Department of Health (ODH) desires to implement a dynamic and configurable workflow management solution to support the Environmental Health Data System Integration (EH DSI) statewide project.  The EH DSI must support multiple environmental programs in the solution to serve public health needs in the state of Ohio.
The EH DSI will fulfill the following objectives:
· Centralized statewide database of environmental health data for the State of Ohio - All Environmental Health data for ODH, Local Health Districts (LHDs) and other business partners will be entered and stored in one central database. By using a centralized solution, data access will be improved allowing for more complete, accurate and timely reporting which in turn creates benefits for all users such as knowledge of and quicker response time to critical issues and increased opportunities for process improvements.
· Collect information that is currently not available in an electronic format - Create a system for efficient, time‐saving methods of data collection to promote the use of an ODH application and related mobile products as the primary method for data entry. This will encourage business users to move away from the use of paper forms or other non-web-based database solutions.
· Standardize rules, policies and procedures regarding data - A centralized solution ensures that collection, storage, and sharing of data is standardized and utilized by all stakeholders in accordance with state and federal laws. Updates due to changes in rules and regulations would be automatically adopted statewide through use of central system.
· Improve data integrity - By using standard, online data entry forms across all business partners, availability of reliable, accurate, and timely environmental health data will be greatly improved.
· Facilitate public access to information for environmental health programs - Provide the public with an online website where data meant for public viewing must be made available in a searchable and meaningful format.
· Support State survey processes - Enables quick and efficient access to information needed to perform state survey processes of LHD by program. The time required to perform surveys should be greatly reduced.
· Share data with other State agencies - Develop a solution that includes data from other state agencies (and shares data with them), further expanding value of the information available via the EHDSI.
· Create efficient program management - Ensures ODH/LHDs have access to more accurate and impactful information to perform day‐to‐day operations more efficiently. The program benefits to include following:
· Better use of staff time
· Greater focus on program objectives
· Reduced risk of data loss
· Improved efficiency and fewer errors
· Clearly defined roles and responsibilities for managing program activity
· Reduced documentation and paper handling
· Promotion of a single system
· Reduced resources to manage various standalone systems
· Easier to identify and prioritize key issues
· More concise reporting structure
· More efficient system – remove duplicate data entry
· Helps with multi‐tasking
· Improve online application/payment opportunity

Lower operating costs for Environmental Health Programs - through reengineering, modernizing and standardizing practices and reduce or eliminate paperwork. 
	· Key Performance Indicator – Reduction of the number of steps and loopbacks
· Key Performance Indicator - Percentage adoption of new process
· Key Performance Indicator – Program forms use providing insight forms requiring review and adjustment 



Lower costs of goods, services and solutions for Environmental Health Programs – Lower the costs of goods, services and solutions by improving efficiencies and creating transparency of cost management and program analysis.  
	· Key Performance Indicator – Assignment of actual cost per program
· Key Performance Indicator – Identification of cost per programmatic functions



Shift talent investment from compliance to analysis and strategy – Shift the investment in talent through reallocation of effort from compliance to analysis and strategy.  
	· Key Performance Indicator – Increased analysis of programmatic data to drive performance improvement efforts (e.g. licensure, inspection data)
· Key Performance Indicator – Reduce and monitor number of steps in compliance tasks



Monitoring program-level self-service opportunities – Increase the volume of transactions by program functions 
	· Key Performance Indicator – Percentage of functional transactions by program



Take the hassle out of doing business with the State – Improve access for programs to compete for opportunities, embrace alternatives, streamline back-office costs by deploying common, modern, business-friendly practices and implement substantial self-service.  
	· Key Performance Indicator – Percentage of participation by function 
· Key Performance Indicator – Number of end to end tasks that must be completed online without human intervention 
· Key Performance Indicator – Number of paper forms eliminated or transitioned to web based forms



Greater share of programs resources– Subject a greater share of programs.
	· Key Performance Indicator – Percentage of resources
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The current environment is a Workflow Management Software Product EH DSI (Environmental Health Data System Integration solution) with seven (7) program modules servicing Food Safety; Public Pools/Spas; Campgrounds; Agricultural Labor Camps; Body Art; Resident Day Camps; and Rabies programs facilitating standard processes on supporting public health needs of Ohio.  The majority of these modules enable the activities of licensing, inspection, certification, time tracking, and plan reviews.  Rabies, on the other hand, performs only administration of incidents.
The EH DSI environment serves ODH and participating local health departments through a core IBM Lotus Notes Document management platform with minor use of a cloud based front-end, for direct user interaction.  Available import APIs, for external use, are available for extracting local health departments’ data within the existing program modules.
The IBM Lotus Notes client is a desktop application that organizes and displays databases on a user's local workstation. The physical database files must be stored either on the workstation itself or on a server. A typical Notes client "workspace" will have icons for a handful of local databases as well as several databases that reside on one or several Notes servers. 
The current databases have been highly customized to present data in a specific way. Currently, a Lotus Notes developer must design forms to display individual data records. In some cases, the data that is displayed does not only draw from Notes databases but also from multiple other non-Notes databases. Because the programming layer is built-in to the Notes databases, a developer must embed code throughout the database design to automate certain actions or reactions without having to install or configure external programs or processes. 
The built-in programming layer makes it possible to create workflow applications/modules which interact between both application databases. This is a mixture of platforms of IBM Lotus Notes and a web enabled cloud mixture based on HTML5, CSS3 and JavaScript to deliver an interface, front-end. In addition, the current environment is overlaid atop a relational database using Microsoft SQL Server and Java as underlying engine to drive data to and from database into a usable format for the front-end.
The current system has transactional inefficiency in the following ways:
· Complex processes
· Complexity of automated processes
· Less than optimal processing timing
Currently, only minimal reporting is available for analysis and communication in the current system.  This creates a sub-standard user experience for ODH and LHD users for the following reasons:
· Outdated technology
· Complex, cumbersome and not intuitive
· Multiple platforms adding to complexity
· Minimal reporting mechanisms does not support business users’ ability for performing analysis and information communications to stakeholders
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ODH is seeking a new solution to be implemented in a 24-month plan to support nine (9) programs servicing Food Safety; Public Pools/Spas; Campgrounds; Agricultural Labor Camps; Body Art; Resident Day Camps; Water; Sewage; and Rabies programs following software engineering practices associated with software configuration management (SCM or CM) and offer several opportunities to address requirements found in the International Standard, ISO 9001. The principles and practices of CM represent an accepted and understood foundation for implementing ISO-compliant processes in software engineering organizations. In addition, the growing number of tools for automating CM practices is a chance for improving the efficiency and effectiveness of these processes.  


IEEE Standard 828-1990 goes on to list specific activities associated with each of the four functions (the number of the paragraph containing the reference appears in parentheses):
· Identification: identify, name, and describe the documented physical and functional characteristics of the code, specifications, design, and data elements to be controlled for the project. 
· Control: request, evaluate, approve or disapprove, and implement changes 
· Status accounting: record and report the status of project configuration items [initial approved version. status of requested changes, implementation status of approved changes] 
· Audits and reviews: determine to what extent the actual configuration item reflects the required physical and functional characteristics 
[bookmark: FOOD_SAFETY][bookmark: electronicworkflow]Electronic Workflow – a configurable, role-based approval automation {electronic workflow}
· Activities for Food Safety program of Licensing, Inspections, Plan Reviews, Reports, Special Events, Transmittals, Certifications, Surveys, Food Recalls, Mass Communications, Cost Methodology, and Complaints.
· Activities for Public Pools/SPAs program for Licensing, Inspections, Surveys, Cost Methodology, Plan Reviews, Transmittals, Complaints, Mass Communications, and Complaints.
· Activities for Campgrounds program of Licensing, Inspections, Surveys, Cost Methodology, Plan Reviews, Transmittals, Mass Communications, Special Events, and Complaints.
· Activities for Agricultural Labor Camps program of Licensing, Inspections, Cost Methodology, Plan Reviews, Transmittals, Mass Communications, and Complaints.
· Activities for Body Art program of Licensing, Inspections, Cost Methodology, Plan Reviews, Mass Communications, Special Events, and Complaints.
· Activities for Resident Day Camps program of Licensing; Inspections, Cost Methodology, Plan Reviews, Mass Communications, and Complaints.
· Activities for Private Water program of Licensing/Registration, Inspections, Plan Reviews, Permits, Survey, Cost Methodology, Investigations, Transmittals, Reports, and Complaints.
· Activities for Sewage program of Licensing/Registration, Inspections, Plan Reviews, Permits, Survey, Cost Methodology, Investigations, Transmittals, Mass Communications, Reports, and Complaints.
· Activities for Rabies program of Incidents, Survey, Cost Methodology, and Reports.
Food Safety
The ODH Food Safety Program aids in all aspects of food safety to local health department staff, the food service industry and the public. Business Subject Matter Experts (BSME) are available to provide current information on food safety as it applies to licensable food service operations (e.g., restaurants, vending machine locations, mobile and temporary food service operations) and the Ohio Department of Agriculture (ODA) food safety program aids in aspects dealing with licensable retail food establishment (e.g. grocery stores, micro markets, mobile and temporary retail food establishments). 
· ODH provides business/technical assistance to local health department staff, food service industry and the public regarding issues related to:
· Ohio Uniform Food Safety Code Chapter 3717-1 of the Ohio Administrative Code.
· Chapter 3717 of the Ohio Revised Code.
· Chapter 3701-21 of the Ohio Administrative Code related to food service operations and Chapter 901:3 of the Ohio Administrative Code related to retail food establishments.2) Provides training programs to local health department staff and the food industry. These programs cover topics such as plan review, critical control point, process review, variance review and standard food inspections, mobile food service and retail food inspections, vending machine inspections and inspection report writing. 
· ODH provides training in food safety to new and prospective sanitarians through the Bureau of Environmental Health's Programs Course. Approves courses of study and certifies individuals in food protection certification. 
· Provides recall information regarding food products to local health departments and the public. 
· Acts as liaison with the Ohio Department of Health’s Epidemiology section and other agencies regarding foodborne disease outbreaks. 
· ODH evaluates the “food service operation program” of local health districts and ODA evaluates the “retail food establishment program”, using the current Survey Methodology, to determine if boards of health are qualified and have the capacity to administer and enforce the food service operation law and rules. 
· For complaints on food service operations and retail food establishment, contact your local health department.  The local health department is the agency who is responsible for licensing and inspecting the food service operations and retail food establishments in their jurisdiction.
The contracted solution must deliver expected referenced processing workflow mechanisms for users.  These activities for Food Safety program include but are not limited to Licensing, Inspections, Plan Reviews, Reports, Special Events, Transmittals, Certifications, Surveys, Food Recalls, Mass Communications, Cost Methodology, and Complaints.
Each program process activity must support the following functional attributes: 
· Worklists: These allow each worker to quickly identify their current tasks along with such things as due date, goal date, priority, etc. ODH is seeking a system delivered to support the anticipated workload. This solution will analyze where jobs are in the workflow and how long each step should take, and then estimate when various tasks will reach an individual’s desk.
· Task Automation: Computerized tasks must be automatically invoked. This might include such things as letter writing, email notices, or execution of program applications. Task automation often requires customization of basic workflow product.
· Event Notification: Staff and/or managers must be notified when certain milestones occur, when workload increases, etc.
· Distribution (Routing) Lists for Messages/Mail: Distribution lists must be created for sending directed reports and ad-hoc messages among staff.
· Process Monitoring: The system must provide valuable information on current workload, future workload, bottlenecks (current or potential), turn-around time, missed deadlines, etc.
· Secured Access to Information over the World Wide Web: Some systems provide Web interfacing modules to provide workflow information to directed remote customers, suppliers, collaborators, or staff.
· Tracking and Logging of Activities as required: Information about each step must be logged within.
· Amount of data must be managed within interests of State of Ohio and ODH’s data retention policies.
· Administration and Security: Functions must be provided to identify the participants and their respective privileges as well as to administer routines associated with any application (e.g., file back-ups, archiving of logs).
· Supervisor has ability to assign or reassign tasks to staff for performance via the automation capabilities of solution interacting with staff member’s calendar (MS Outlook)
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The Public Pools / SPAs program oversees operation and services to public swimming pools, spas and special use pools are regulated under the authority of Chapter 3749 of the Ohio Revised Code (ORC) and Chapter 3701-31 of the Ohio Administrative Code (OAC). 
These rules were created to establish minimum standards, applicable throughout Ohio, for the design, installation, operation, and maintenance of these facilities to protect the bathing public from injury, minimize the potential for disease transmission, and provide a safe and healthy aquatic recreational environment. These rules do not pertain to private residential pools.
A public swimming pool collectively means a Public Swimming Pool; Public Spa; Special Use Pool; Wading Pool; and Spray Ground;
Services provided by the ODH Public Swimming Pool program:
· Technical assistance and training on the construction, operation, maintenance, troubleshooting and evaluation of public swimming pools 
· Review and approval of engineered plans that have been designed to meet all of requirements found within 3701-31 of the OAC  
· Inspections during the construction process to ensure that the pool is installed per the rules and approved plans 
· Guidance to local health district staff for the implementation of the public swimming pool/spa/special use pool regulatory program 
· Periodic surveys of local health district licensing programs to assess their compliance with statutory and regulatory requirements 
· Resource for the public relative to aquatic recreation issues, protection from disease transmission, personal safety, and complaint investigations
These activities for Public Pools/Spas program include but are not limited to Plan Reviews, Licensing, inspections, transmittals, complaints, mass communications.
The contracted solution must deliver expected referenced processing workflow mechanisms for users.  These activities for Public Pools/SPAs program include but are not limited to Licensing, inspections, transmittals, complaints, mass communications, and plan reviews.
Each program process activity must support the following functional attributes:
· Worklists: These allow each worker to quickly identify their current tasks along with such things as due date, goal date, priority, etc. ODH seeking a system providing anticipated workload. These systems analyze where jobs are in the workflow and how long each step should take, and then estimate when various tasks will reach an individual’s desk.
· Task Automation: Computerized tasks must be automatically invoked. This might include such things as letter writing, email notices, or execution of program applications. Task automation often requires customization of basic workflow product.
· Event Notification: Staff and/or managers must be notified when certain milestones occur, when workload increases, etc.
· Distribution (Routing) Lists for Messages/Mail: Distribution lists must be created for sending directed reports and ad-hoc messages among staff.
· Process Monitoring: The system must provide valuable information on current workload, future workload, bottlenecks (current or potential), turn-around time, missed deadlines, etc.
· Secured Access to Information over the World Wide Web: Some systems provide Web interfacing modules to provide workflow information to directed remote customers, suppliers, collaborators, or staff.
· Tracking and Logging of Activities: Information about each step must be logged.
· Amount of data must be managed within interests of State of Ohio and ODH’s data retention policies.
· Administration and Security: Several functions are usually provided to identify the participants and their respective privileges as well as to administer routines associated with any application (e.g., file back-ups, archiving of logs).
· Supervisor has ability to assign or reassign tasks to staff for performance via the automation capabilities of solution interacting with staff member’s calendar (MS Outlook).
[bookmark: CAMPGROUNDS]Campgrounds
The Campgrounds program oversees operation and services in Ohio that are regulated under the authority of Chapter 3729. of the Ohio Revised Code (ORC) and Chapter 3701-26 of the Ohio Administrative Code (OAC).
These rules were created to establish minimum standards, applicable throughout Ohio, for the design, installation, operation, and maintenance of these facilities to protect the public from injury, minimize the potential for disease transmission, and provide a safe and healthy recreational environment.
Campground Types:
· Recreation Camp 
· Recreational Vehicle (RV) Park 
· Combined Park-Camp 
· Temporary Campground 
Services provided by the ODH Campground program:
· Technical assistance and training on the construction, operation, maintenance, and evaluation of campgrounds 
· Review and approval of engineered plans that have been designed to meet all the requirements found within 3701-26 of the OAC  
· Inspections performed to ensure that the campground is constructed per the rules and approved plans 
· Guidance to local health district staff for the implementation of the campground regulatory program 
· Periodic surveys of local health district licensing programs to assess their compliance with statutory and regulatory requirements 
· Resource for the public relative to recreation issues, protection from disease transmission, personal safety, and complaint investigations
These activities for Campgrounds program include but are not limited to Plan reviews, Licensing, inspection, transmittals, mass communications, special events and complaints.
The contracted solution must deliver expected referenced processing workflow mechanisms for users.  These activities for Campgrounds program include but are not limited to Licensing, inspection, transmittals, mass communications, special events and complaints ARE functional.  Plan reviews are PARTIALLY functional.  Surveys and cost methodology are NOT functional. 
Each program process activity must support the following functional attributes:
· Worklists: These allow each worker to quickly identify their current tasks along with such things as due date, goal date, priority, etc. ODH seeking a system providing anticipated workload. These systems analyze where jobs are in the workflow and how long each step should take, and then estimate when various tasks will reach an individual’s desk.
· Task Automation: Computerized tasks must be automatically invoked. This might include such things as letter writing, email notices, or execution of program applications. Task automation often requires customization of basic workflow product.
· Event Notification: Staff and/or managers must be notified when certain milestones occur, when workload increases, etc.
· Distribution (Routing) Lists for Messages/Mail: Distribution lists must be created for sending directed reports and ad-hoc messages among staff.
· Process Monitoring: The system must provide valuable information on current workload, future workload, bottlenecks (current or potential), turn-around time, missed deadlines, etc.
· Secured Access to Information over the World Wide Web: Some systems provide Web interfacing modules in order to provide workflow information to directed remote customers, suppliers, collaborators, or staff.
· Tracking and Logging of Activities: Information about each step must be logged.
· Amount of data must be managed within interests of State of Ohio and ODH’s data retention policies.
· Administration and Security: Several functions are usually provided to identify the participants and their respective privileges as well as to administer routines associated with any application (e.g., file back-ups, archiving of logs).
· Supervisor has ability to assign or reassign tasks to staff for performance via the automation capabilities of solution interacting with staff member’s calendar (MS Outlook)
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The Agricultural Labor Camps program oversees operation and services in Ohio that Agricultural labor camps are regulated by the Ohio Department of Health under the authority of Chapter 3733. of the Ohio, Revised Code and Chapter 3701-33 of the Ohio Administrative Code (OAC).
These rules were created to establish minimum standards, applicable throughout Ohio, for the design, installation, operation, and maintenance of these facilities to protect the occupants of the agricultural labor camp from injury, minimize the potential for disease transmission, and provide a safe and healthy environment.
An Agricultural labor camp is one (1) or more buildings, trailers, tents or vehicles, together with any land appertaining thereto, established, operated or used as temporary living quarters for two or more families or five or more persons intending to engage in or engaged in agriculture or related food processing, whether occupancy is by rent, lease or agreement.
Services provided by the Ohio Department of Health:
· Assist employers in the regulatory process of developing new agricultural labor camps 
· Plan review and approval of new or extensively altered agricultural labor camps 
· Licensure of agricultural labor camps 
· Inspection of agricultural labor camps to ensure compliance with regulatory requirements 
· Investigation of reported unlicensed agricultural labor camps 
· Investigation of reported rule violations in licensed agricultural labor camps 
· Establish criteria for voluntary standards for agricultural labor camps in cooperation with the agricultural labor camp advisory committee (assembled whenever voluntary standards review is required)
These activities for Agriculture Labor Camps program include but are not limited to Licensing, inspection, mass communications and complaints are functional.
The contracted solution must deliver expected referenced processing workflow mechanisms for users.  These activities for Agricultural Labor Camps program include but are not limited to Licensing, inspection, mass communications and complaints ARE functional.  Cost methodology and transmittals are NOT part of the module.
Each program process activity must support the following functional attributes:
· Worklists: These allow each worker to quickly identify their current tasks along with such things as due date, goal date, priority, etc. ODH seeking a system providing anticipated workload. These systems analyze where jobs are in the workflow and how long each step should take, and then estimate when various tasks will reach an individual’s desk.
· Task Automation: Computerized tasks must be automatically invoked. This might include such things as letter writing, email notices, or execution of program applications. Task automation often requires customization of basic workflow product.
· Event Notification: Staff and/or managers must be notified when certain milestones occur, when workload increases, etc.
· Distribution (Routing) Lists for Messages/Mail: Distribution lists must be created for sending directed reports and ad-hoc messages among staff.
· Process Monitoring: The system must provide valuable information on current workload, future workload, bottlenecks (current or potential), turn-around time, missed deadlines, etc.
· Secured Access to Information over the World Wide Web: Some systems provide Web interfacing modules to provide workflow information to directed remote customers, suppliers, collaborators, or staff.
· Tracking and Logging of Activities: Information about each step must be logged.
· Administration and Security: Several functions are usually provided to identify the participants and their respective privileges as well as to administer routines associated with any application (e.g., file back-ups, archiving of logs).
· Supervisor has ability to assign or reassign tasks to staff for performance via the automation capabilities of solution interacting with staff member’s calendar (MS Outlook)
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The Body Art program oversees operation and services in Ohio that Body Art establishments in Ohio are regulated under the authority of Chapter 3730.01 of the Ohio Revised Code (ORC) and Chapter 3701-9 of the Ohio Administrative Code (OAC).
These rules were created to establish minimum standards, applicable throughout Ohio, for the operation and maintenance of body art facilities to protect the public from injury, minimize the potential for disease transmission, and provide a safe and healthy environment.
These activities for Body Art program include but are not limited to Licensing; Inspections; Plan Reviews; Cost Methodology; Investigations; Special Events and Complaints through workflow mechanisms of EH Program Workflow Management Environment. 
The contracted solution must deliver expected referenced processing workflow mechanisms for users.  These activities for Body Art program include but are not limited to Licensing; Inspections; Cost Methodology; Plan Reviews; Mass Communications; Special Events; and Complaints.
Each program process activity must support the following functional attributes:
· Worklists: These allow each worker to quickly identify their current tasks along with such things as due date, goal date, priority, etc. ODH seeking a system providing anticipated workload. These systems analyze where jobs are in the workflow and how long each step should take, and then estimate when various tasks will reach an individual’s desk.
· Task Automation: Computerized tasks must be automatically invoked. This might include such things as letter writing, email notices, or execution of program applications. Task automation often requires customization of basic workflow product.
· Event Notification: Staff and/or managers must be notified when certain milestones occur, when workload increases, etc.
· Distribution (Routing) Lists for Messages/Mail: Distribution lists must be created for sending directed reports and ad-hoc messages among staff.
· Process Monitoring: The system must provide valuable information on current workload, future workload, bottlenecks (current or potential), turn-around time, missed deadlines, etc.
· Secured Access to Information over the World Wide Web: Some systems provide Web interfacing modules in order to provide workflow information to directed remote customers, suppliers, collaborators, or staff.
· Tracking and Logging of Activities: Information about each step must be logged.
· Administration and Security: Several functions are usually provided to identify the participants and their respective privileges as well as to administer routines associated with any application (e.g., file back-ups, archiving of logs).
· Supervisor has ability to assign or reassign tasks to staff for performance via the automation capabilities of solution interacting with staff member’s calendar (MS Outlook)
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The Resident Day Camps program oversees operation and services in Ohio that Resident Day Camps establishments in Ohio are regulated under the authority of Chapter 3701-25 of the Ohio Administrative Code (OAC).
These rules were created to establish minimum standards, applicable throughout Ohio, for the design, installation, operation, and maintenance of these facilities to protect the public from injury, minimize the potential for disease transmission, and provide a safe and healthy recreational environment.
"Resident camp" means a facility which is being primarily utilized for camping, that requires overnight residence, indoor or outdoor activities, and exists on any tract of land together with any buildings or other structures pertinent to its use. A resident camp does not include universities, colleges, or other educational facilities. It also does not include any use of a tract of land, or property determined by the local board of health as not being within the intent of 3701-25 OAC.
These activities for Resident Day Camps program include but are not limited to Licensing; Inspections; Plan Reviews; Cost Methodology; Investigations; Mass Communications; and Complaints through workflow mechanisms of EH Program Workflow Management Environment.
Contracted solution must deliver expected referenced processing workflow mechanisms for users.  These activities for Resident Day Camp program include but are not limited to Licensing; Inspections; Cost Methodology; Plan Reviews; Mass Communications; and Complaints.
Each program process activity must support the following functional attributes:
· Worklists: These allow each worker to quickly identify their current tasks along with such things as due date, goal date, priority, etc. ODH seeking a system providing anticipated workload. These systems analyze where jobs are in the workflow and how long each step should take, and then estimate when various tasks will reach an individual’s desk.
· Task Automation: Computerized tasks must be automatically invoked. This might include such things as letter writing, email notices, or execution of program applications. Task automation often requires customization of basic workflow product.
· Event Notification: Staff and/or managers must be notified when certain milestones occur, when workload increases, etc.
· Distribution (Routing) Lists for Messages/Mail: Distribution lists must be created for sending directed reports and ad-hoc messages among staff.
· Process Monitoring: The system must provide valuable information on current workload, future workload, bottlenecks (current or potential), turn-around time, missed deadlines, etc.
· Secured Access to Information over the World Wide Web: Some systems provide Web interfacing modules to provide workflow information to directed remote customers, suppliers, collaborators, or staff.
· Tracking and Logging of Activities: Information about each step must be logged.
· Administration and Security: Several functions are usually provided to identify the participants and their respective privileges as well as to administer routines associated with any application (e.g., file back-ups, archiving of logs).
· Supervisor has ability to assign or reassign tasks to staff for performance via the automation capabilities of solution interacting with staff member’s calendar (MS Outlook)
[bookmark: PRIVATE_WATER]Private Water
The Private Water program oversees operation in Ohio of Private waters systems regulated by Ohio Department of Health (ODH) and administered by both ODH and the Local Health Districts under Sections 3701.344 to 3701.347 of the Ohio Revised Code (ORC) and Chapter 3701-28 of the Ohio Administrative Code (OAC).
Private water systems are: 
· Wells 
· Springs 
· Ponds 
· Cisterns 
· Hauled water storage tank
These include: 
· 1, 2, and 3 family dwellings; 
· Multiple dwellings on the same or adjacent properties; 
· Buildings including barns, small businesses, churches, etc.; and 
· Small manufactured home parks and campgrounds. 
A private water system includes any auxiliary water supply for a structure to supplement toilet flushing or laundry.
Services Provided by the ODH PWS Program:
· Technical assistance and training on the construction, operation, and maintenance of private water systems; 
· Survey local health district’s private water systems programs to assess their compliance with statutory and regulatory requirements; 
· Registration of private water systems contractors; 
· Investigations and recommendations on bond claims against private water systems contractors; and Investigation of contamination of private water systems.
Contracted solution must deliver expected referenced processing workflow mechanisms for users. These activities for Private Water program include but are not limited to Contractors; Licensing/Registration; Inspections; Plan Reviews; Permits; Survey; Cost Methodology; Investigations; Transmittals; Mass Communications; and Complaints.
Each program process activity must support the following functional attributes:
· Worklists: These allow each worker to quickly identify their current tasks along with such things as due date, goal date, priority, etc. ODH seeking a system providing anticipated workload. These systems analyze where jobs are in the workflow and how long each step should take, and then estimate when various tasks will reach an individual’s desk.
· Task Automation: Computerized tasks must be automatically invoked. This might include such things as letter writing, email notices, or execution of program applications. Task automation often requires customization of basic workflow product.
· Event Notification: Staff and/or managers must be notified when certain milestones occur, when workload increases, etc.
· Distribution (Routing) Lists for Messages/Mail: Distribution lists must be created for sending directed reports and ad-hoc messages among staff.
· Process Monitoring: The system must provide valuable information on current workload, future workload, bottlenecks (current or potential), turn-around time, missed deadlines, etc.
· Secured Access to Information over the World Wide Web: Some systems provide Web interfacing modules in order to provide workflow information to directed remote customers, suppliers, collaborators, or staff.
· Tracking and Logging of Activities: Information about each step must be logged.
· Administration and Security: Several functions are usually provided to identify the participants and their respective privileges as well as to administer routines associated with any application (e.g., file back-ups, archiving of logs).
· Supervisor has ability to assign or reassign tasks to staff for performance via the automation capabilities of solution interacting with staff member’s calendar (MS Outlook)
[bookmark: SEWAGE]Sewage (Treatment Systems)
The Ohio Department of Health (ODH) regulates sewage treatment systems across the state through statutory authority established under Ohio Revised Code (ORC) Chapter 3718 and Ohio Administrative Code Chapter 3701-29, which was updated and became effective on Jan. 1, 2015. Permitting, inspections and enforcement are conducted by the local health districts and local health districts may adopt more stringent rules and standards. 
Sewage treatment systems include one, and three-family dwellings and small flow on-site sewage treatment systems (facilities that treat up to 1,000 gallons per day).  Proper system siting and design, soils evaluation, system owner education and operation inspections and maintenance of systems are essential to help prevent future contamination and public health nuisances.
Program Activities:
· The ODH Sewage Treatment Systems program provides technical assistance and training to local health districts, industry and the public on all aspects of sewage treatment systems, and supports the local health districts on registration of installers and septage haulers. 
· The program promotes collaborative efforts with state agencies, academic institutions, watershed groups, professional industry and public health organizations to further recognition of sewage treatment system issues, decentralized wastewater infrastructure, protection of public health and water resources and management practices. 
· The program works with stakeholders to develop administrative rules for the siting, permitting, installation, alteration, operation and abandonment of sewage treatment and disposal systems. 
· The program provides technical review, coordination and support for the Sewage Treatment System Technical Advisory Committee (TAC) to review and approve components and systems whose function differs in design or application from those authorized in rule.  The TAC is a relatively quick process for reviewing and approving or disapproving new technology sewage treatment systems for Ohio. 
Program staff participates as the director of Health's representation on the TAC and advises the director on the approval or disapproval of sewage treatment system products and components.
These activities for Sewage program include but are not limited to Contractors; Registration, Inspections, Plan Reviews, Surveys, Cost Methodology, Investigations, Transmittals, Reports and Mass Communications through workflow mechanisms of EH Program Workflow Management Environment.
Contracted solution must deliver expected referenced processing workflow mechanisms for users.  These activities for Sewage program include but are not limited to Contractors; Licensing/Registration; Inspections; Plan Reviews; Permits; Survey; Cost Methodology; Investigations; Transmittals; Mass Communications; and Complaints.
Each program process activity must support the following functional attributes:
· Worklists: These allow each worker to quickly identify their current tasks along with such things as due date, goal date, priority, etc. ODH seeking a system providing anticipated workload. These systems analyze where jobs are in the workflow and how long each step should take, and then estimate when various tasks will reach an individual’s desk.
· Task Automation: Computerized tasks must be automatically invoked. This might include such things as letter writing, email notices, or execution of program applications. Task automation often requires customization of basic workflow product.
· Event Notification: Staff and/or managers must be notified when certain milestones occur, when workload increases, etc.
· Distribution (Routing) Lists for Messages/Mail: Distribution lists must be created for sending directed reports and ad-hoc messages among staff.
· Process Monitoring: The system must provide valuable information on current workload, future workload, bottlenecks (current or potential), turn-around time, missed deadlines, etc.
· Secured Access to Information over the World Wide Web: Some systems provide Web interfacing modules to provide workflow information to directed remote customers, suppliers, collaborators, or staff.
· Tracking and Logging of Activities: Information about each step must be logged.
· Administration and Security: Several functions are usually provided to identify the participants and their respective privileges as well as to administer routines associated with any application (e.g., file back-ups, archiving of logs).
· Supervisor has ability to assign or reassign tasks to staff for performance via the automation capabilities of solution interacting with staff member’s calendar (MS Outlook)
[bookmark: RABIES]Rabies
The Ohio Department of Health Zoonotic Disease Program conducts rabies prevention activities to protect Ohio residents from the spread of wildlife rabies to people, pets and other animals.  Bat, raccoon, skunk, other wild animal and domestic animal rabies cases are reviewed to determine any necessary control initiatives. The Zoonotic Disease Program works to do the following:
· Assist local health departments with rabies prevention programs and coordinate rabies control activities among local, state and federal agencies. 
· Develop educational materials for the public. 
· Provide consultation for public health workers, veterinarians, the medical community and others who work with animals and deal with animal bites and rabies exposures. 
· Collect and maintain data on rabies and animal bites in Ohio.
· Investigation - In suspected human cases, determine possible exposures to known rabid animals. 
· Treatment - Intensive supportive care and rabies immune globulin (RIG) are the only therapies available. There is an experimental treatment protocol that has resulted in one recent human rabies recovery. 
· Isolation and Follow-up Specimens - Strict isolation of the case is required. Use standard precautions. Serum neutralizing antibody is usually not present until 8-10 days after onset of symptoms. If the initial specimen was drawn earlier than 10 days from onset of symptoms, a second serum specimen should be submitted. Antibody to rabies virus in the CSF strongly suggests a rabies virus infection. 
Contracted solution must deliver expected referenced processing workflow mechanisms for users.  These activities for Rabies program include but are not limited to Rabies Incidents, Exposure/Treatment/Follow up, Post Exposure/Booster Management, Patient Outcome/Victim Info, Comments, Configuration Physicians/Laboratory/Diseases, Rabies Incident notification, Mass Communications, and Reports through workflow mechanisms of EH Program Workflow Management Environment.
Each program process activity must support the following functional attributes:
· Worklists: These allow each worker to quickly identify their current tasks along with such things as due date, goal date, priority, etc. ODH seeking a system providing anticipated workload. These systems analyze where jobs are in the workflow and how long each step should take, and then estimate when various tasks will reach an individual’s desk.
· Task Automation: Computerized tasks must be automatically invoked. This might include such things as letter writing, email notices, or execution of program applications. Task automation often requires customization of basic workflow product.
· Event Notification: Staff and/or managers must be notified when certain milestones occur, when workload increases, etc.
· Distribution (Routing) Lists for Messages/Mail: Distribution lists must be created for sending directed reports and ad-hoc messages among staff.
· Process Monitoring: The system must provide valuable information on current workload, future workload, bottlenecks (current or potential), turn-around time, missed deadlines, etc.
· Secured Access to Information over the World Wide Web: Some systems provide Web interfacing modules to provide workflow information to directed remote customers, suppliers, collaborators, or staff.
· Tracking and Logging of Activities: Information about each step must be logged.
· Administration and Security: Several functions are usually provided to identify the participants and their respective privileges as well as to administer routines associated with any application (e.g., file back-ups, archiving of logs).
· Supervisor has ability to assign or reassign tasks to staff for performance via the automation capabilities of solution interacting with staff member’s calendar (MS Outlook)
[bookmark: Key_Solution][bookmark: _Toc470792488][bookmark: _Toc19785255]Key Solution Functionality Elements
The solution must provide or support the following high-level functions within Ohio Department of Health (ODH) office and be configurable based on specific needs and use within state local health departments (LHDs):
· The system will have approximately 600 active (reference table appendix) users including staff from up to 105 local health departments.  
· [bookmark: _Hlk508712124]Single point of entry – a single initiation point for all program specific activity supporting ODH and LHDs
· Workflow Routing – a technology engine electronically guides users down appropriate program pathway on delivering services
· Compliance – a technology solution that has business rules and controls “baked in”
· Portal – a solution that integrates with established portals and provides enhanced functions not currently available
· Enabled for configuration by business for additional EH Programs beyond initially requested
· Electronic Workflow – a configurable, role-based approval automation
· Activities for Food Safety program of Licensing; Inspections; Plan Reviews; Reports; Special Events; Transmittals; Certifications; Surveys; Food Recalls; Mass Communications; Cost Methodology; and Complaints;
· Activities for Public Pools/SPAs program for Licensing; Inspections; Surveys; Cost Methodology; Plan Reviews; Transmittals; Complaints; Mass Communications; and Complaints;
· Activities for Campgrounds program of Licensing; Inspections; Surveys; Cost Methodology; Plan Reviews; Transmittals; Mass Communications; Special Events; and Complaints;
· Activities for Agricultural Labor Camps program of Licensing; Inspections; Cost Methodology; Plan Reviews; Mass Communications; and Complaints;
· Activities for Body Art program of Licensing; Inspections; Cost Methodology; Plan Reviews; Mass Communications; Special Events; and Complaints;
· Activities for Resident Day Camps program of Licensing; Inspections; Cost Methodology; Plan Reviews; Mass Communications; and Complaints;
· Activities for Private Water program of Licensing/Registration; Inspections; Plan Reviews; Permits; Survey; Cost Methodology; Investigations; Transmittals; Reports and Complaints;
· Activities for Sewage program of Licensing/Registration; Inspections; Plan Reviews; Permits; Survey; Cost Methodology; Investigations; Transmittals; Mass Communications; Reports and Complaints;
· Activities for Rabies program of Incidents, and Reports
· Dashboards – a configurable solution to meet user-specific data and work status 
· Paperless – automated solution to transact and store documents 
· Reporting – a solution to provide detailed spend analytics and program communications
· Hosting Services - The Contractor must offer this service in such a manner that the State of Ohio has no responsibility for the database, data system software, or the technical infrastructure and associated processes and procedures.  Access to the system and the underlying database must be accessible through the web (e.g., Portal) and must be secure and role based. 

The Contractor must document that the Solution is accessible via the Internet through a web-enabled personal computer and mobile application functionality (hand held devices) for onsite inspections and sampling.

In addition, the Contractor must commit to maintain HIPAA compliance for the life of the Contract and to comply with all state and federal laws and regulations concerning data confidentiality and security.

· Database and Data Services - The Contractor is responsible for coordinating Work efforts with ODH Project Manager to meet the requirements set forth to accomplish data integration from the Hosted solution and database to ODH internal systems (e.g. electronic payments and disbursements).

The Contractor is responsible for planning and coordinating efforts with ODH, participating LHDs and other contractors as necessary to convert any external historical data into the Hosted solution for the purpose of populating the initial production database (see Historical Data Conversion Services section of the Scope of Work).  

The Solution will collect, aggregate, store and report both ODH and LHD data.  The LHDs have the responsibility to report transmittal data to the State in a frequency established by State rules.  The LHDs that use the Solution will collect transmittal data in the database that will ultimately be used to report required data to the State.  For the LHDs who choose not to use the Solution, their data must still be electronically reported to the State via the Solution.  Therefore, the Contractor must incorporate into the proposed Solution a means for the LHDs to import or manually enter their required data into the Solution (see Transmittal Data Import Services section of the Scope of Work).

The structure of the database must be relational and centralized across all Programs and functions.  All data maintained by the regulators must be stored in one central database. By using a centralized database solution, data access will be provided across all of the Program areas allowing for a more integrated reporting and inquiry environment for any given Program area. 
· Public Access.  The Contractor’s Solution must facilitate and allow public access to information.  Provide the public with the ability through an online web portal where certain appropriate documents and data meant for public consumption can be made accessible in a searchable and meaningful format and to submit related complaints. 
· User Interface.  The Contractor’s Portal Solution must provide a user-friendly, web-enabled interactive portal environment, which will support a wide variety of users at all levels of Program activities as appropriate to meet the requirements set forth in the RFP and Supplements.   The solution must provide a complete user environment that supports several layers of users with the appropriate integrity:

Internal User Roles (Regulators) with various levels of Read or Read/Write Access:
· State ODH Bureau of Environmental Health (BEH) 
· Program Staff;
· Program Managers;
· Program Administrators; and
· System Administrators.
· Local Health Districts (LHD) Program Staff involved in Environmental Health (EH)
· Program Staff;
· Program Managers; 
· Program Administrator; and
· System Administrator.
· Other State Agencies
· Ohio Department of Agriculture (ODA);
· Ohio Department of Natural Resources (ODNR);
· Ohio Environmental Protection Agency (OEPA); and
· Other State Agencies as applicable.

External Users (Customers) with specific access and limited to their own records and data:
· Licensees, Certified or Registered Individuals and other regulated entities; and
· Industry Association(s) (e.g., Restaurant Association) involved in specific Programs.

Public Access:
· Read only access for verifying regulated entities (e.g. licensees and certifications); and 
· Write access only for filing complaints.
[bookmark: _Toc506370670][bookmark: _Toc506370800][bookmark: _Toc506370978][bookmark: _Toc506371156][bookmark: _Toc506371713][bookmark: _Toc506371888][bookmark: _Toc506372064][bookmark: _Toc506372243][bookmark: _Toc506372364][bookmark: _Toc506372484][bookmark: _Toc506372606][bookmark: _Hlk508711810][bookmark: _Toc19785256]Service Operations and Help Desk Function
The Offeror must propose, and as Contractor design, implement and thereafter manage following solution operations and help desk functions to ODH, LHDs, State Agencies, and authorized users as directed by ODH management.  These operations and functions must support outlook for handoff to directed State of Ohio entities through direction of ODH management within directed timeframes.

Contractor must:
· Answer all inbound contracted solution related calls relating to solution inquiries and resolve external calls relating to solution inquiries achieving SLA targets and maintain appropriate controlled environment until handoff to directed solution support, as directed by ODH management;
· Provide first line support for all authorized users regarding queries and issues relating to system solution processes within the scope of Contracted solution;
· Provide process expertise, assistance and guidance for system walkthroughs or specific transactional assistance and resolve instances where users are unable to utilize system as designed and implemented;
· Field incoming contacts via call, email or ticket-based methods provided as part of solution and document all issues, resolution & follow-up actions as to provide consistent support to all authorized users;
· Manage all incidents opened by State community to maximize the end to end authorized user experience including initiation of follow-up calls for those items not resolved to satisfaction of ODH management or that are unresolved beyond established norms as required by Service Levels; and
· Additionally, Contractor must provide solution stakeholders and authorized users as directed by ODH management following “Self-Service” functions for authorized users:
· Reset passwords via Web-based tool and/or solution-based tool requiring no interaction with Service Desk personnel (in accordance with ODH’s and State of Ohio Policies and Procedures including those relating to security)
· Contracted solution must provide Web-based knowledge database and/or solution base database, as agreed upon by ODH management, content of which will be maintained by Contractor, providing general “How-To” help for use and execution of standard processes and general “How-To” help for use of State-specific elements of solution, including state of Ohio standards, policies, processes and templates.

· Contracted solution must provide searchable frequently asked questions (FAQs) list, content of which will be maintained by Contractor, documents common issues and resolutions based on actual data gleaned from use of solution.

· Contracted solution must enable ODH business managers and appointed associates to maintain and expand supporting knowledge databases available to authorized users for ongoing operations and training purposes.

[bookmark: _Toc506370672][bookmark: _Toc506370802][bookmark: _Toc506370980][bookmark: _Toc506371158][bookmark: _Toc506371715][bookmark: _Toc506371890][bookmark: _Toc506372066][bookmark: _Toc506372206][bookmark: _Toc506372245][bookmark: _Toc506372366][bookmark: _Toc506372486][bookmark: _Toc506372608][bookmark: servicenow_return][bookmark: _Toc506370673][bookmark: _Toc506370803][bookmark: _Toc506370981][bookmark: _Toc506371159][bookmark: _Toc506371716][bookmark: _Toc506371891][bookmark: _Toc506372067][bookmark: _Toc506372207][bookmark: _Toc506372246][bookmark: _Toc506372367][bookmark: _Toc506372487][bookmark: _Toc506372609][bookmark: _Toc506370674][bookmark: _Toc506370804][bookmark: _Toc506370982][bookmark: _Toc506371160][bookmark: _Toc506371717][bookmark: _Toc506371892][bookmark: _Toc506372068][bookmark: _Toc506372208][bookmark: _Toc506372247][bookmark: _Toc506372368][bookmark: _Toc506372488][bookmark: _Toc506372610][bookmark: _Toc506370675][bookmark: _Toc506370805][bookmark: _Toc506370983][bookmark: _Toc506371161][bookmark: _Toc506371718][bookmark: _Toc506371893][bookmark: _Toc506372069][bookmark: _Toc506372209][bookmark: _Toc506372248][bookmark: _Toc506372369][bookmark: _Toc506372489][bookmark: _Toc506372611][bookmark: _Toc488235857][bookmark: _Toc19785257]Project Guiding Principles and Requirements

[bookmark: _Toc488235858][bookmark: _Toc19785258]Contractor Best Practices
Contractor must provide services that meet or exceed the RFP requirements through application of industry best practices in all components of the system solution.  As the project progresses, ODH may elect to leverage best practices resulting from market trends, emerging technologies, technology advancements, alternative processing approaches, new tools, methodologies or business processes.  As service improvements and advancement opportunities arise, Contractor must present those opportunities to ODH for consideration and approval.
As Contractor strives to be a leader in the market and offer continuous upgrades to their systems and services, changes to the solution to accommodate the improvements may be deemed by the Contractor to add value to the EH DSI solution.  In those circumstances, most especially when the changes could alter cost such as computing capacity, server density or drive efficiencies, Contractor must seek approval from ODH prior to the enhancement being placed into production.  ODH is not obligated to accept and implement changes to the original project scope.
[bookmark: _Toc506359566][bookmark: _Toc506360244][bookmark: _Toc506361158][bookmark: _Toc506361575][bookmark: _Toc506366826][bookmark: _Toc506367036][bookmark: _Toc506367504][bookmark: _Toc506367677][bookmark: _Toc506370678][bookmark: _Toc506370808][bookmark: _Toc506370986][bookmark: _Toc506371164][bookmark: _Toc506371721][bookmark: _Toc506371896][bookmark: _Toc506372072][bookmark: _Toc506372251][bookmark: _Toc506372372][bookmark: _Toc506372492][bookmark: _Toc506372614][bookmark: _Toc488235859][bookmark: _Toc19785259]Innovations and Value-Added Components
In addition to ODH requirements, ODH seeks creative and innovative solutions driven by information, technology, flexibility and talented resources. ODH’s focus is on establishing a seamless, streamlined, technological enterprise solution by reducing and optimizing tools and systems. Therefore, ODH requires a solution that has value-added components and demonstrates a commitment throughout the engagement to continuous improvement, reliability and customer service daily, providing ODH with the best value/competitive pricing for the proposed solution and related services. 
In responding to this section, offerors must provide a detailed narrative that describes other innovative solutions and value-added components that may not be covered within the RFP requirements, as well as the benefits ODH will realize.  
[bookmark: _Toc506359568][bookmark: _Toc506360246][bookmark: _Toc506361160][bookmark: _Toc506361577][bookmark: _Toc506366828][bookmark: _Toc506367038][bookmark: _Toc506367506][bookmark: _Toc506367679][bookmark: _Toc506370680][bookmark: _Toc506370810][bookmark: _Toc506370988][bookmark: _Toc506371166][bookmark: _Toc506371723][bookmark: _Toc506371898][bookmark: _Toc506372074][bookmark: _Toc506372253][bookmark: _Toc506372374][bookmark: _Toc506372494][bookmark: _Toc506372616][bookmark: _Toc488235861][bookmark: _Toc19785260]Document Convention: Deliverable Identification
All items in this Supplement that are marked with the sequentially numbered red identifier (e.g., Deliverable 000) will be considered formal deliverables inclusive of the elements of the deliverable and will be subject to ODH’s deliverable acceptance process described in Attachment 2: Special Provisions, Submittal of Deliverables of the RFP.
The offeror must note that ODH is concerned with the delivery of positive and successful implementation results. While meeting deadlines for completing milestones and deliverables are important and should not be missed, ODH is interested in outcomes of the project activities that gain effective functionality and positive experience for ODH users of the new Solution.



Sample Deliverable Submittal and Acceptance Form

	Client Name:
	

	Project Name:
	

	Contract Number:
	

	Deliverable To Be Reviewed or
Milestone Attained:
	

	Date Deliverable Submitted for Review or Milestone Achievement Date:
	



The [insert Deliverable name] Deliverable is complete.  This Deliverable has been completed/attained by [insert Corporate name] in accordance with the requirements specified in the RFP and Project Plan.  Please obtain signatures below indicating the compliance of [insert Deliverable name].  Please obtain all signatures within XX calendar days of the Submitted or Achievement Date, above, [insert date XX calendar days from submitted date].

Please contact___________________ at XXX-XXX with any questions.

Sincerely,

_________________________________________________________	
Project Manager Signature

_________________________________________________________		
Printed Name of Project Manager				
{Same as person signing above}

COMPLIANT:							
Deliverable Payment Authorized:	Yes   _____   No  _____   N/A  _____
								      
__________________________________________________ 
Signature of State Project Representative/Date
				

NOT COMPLIANT:
Describe reason(s) for non-compliance:
(Continue on back if necessary)

______________________________________________________________
Signature of State Project Representative/ Date	Payment Not Authorized	
[bookmark: _Toc208994946][bookmark: _Toc209334024][bookmark: _Toc211081221][bookmark: _Toc488235862]

[bookmark: _Toc19785261]System Environment Changes
Contractor must comply with the following control procedures for any changes to the in-scope environments or supporting production infrastructure (“System Environment Changes”):
· Contractor must schedule its implementation of System Environment Changes so as not to unreasonably interrupt State business operations.
· Contractor must make no System Environment Changes that would materially alter the functionality of the systems used to provide the services or materially degrade the performance or SLAs as established of the Services, without first obtaining State approval. In the case of an emergency, and in keeping with ODH security policies in effect, Contractor may make temporary System Environment Changes at any time and without State approval, to the extent such System Changes are necessary, in Contractor’s judgment, (i) to maintain the continuity of the Services, (ii) to correct an event or occurrence that would substantially prevent, hinder or delay the operation of State critical business functions; and (iii) to prevent damage to Contractor’s network. Contractor must promptly notify ODH of all such temporary System Environment Changes. After the emergency, Contractor must restore any System Environment Changes to the pre-emergency state, and if the change is deemed necessary for normal operation of the system, a corresponding change request must be initiated for State review and approval. 
· Contractor must review and perform a root-cause analysis of any deviation from scheduled System Environment Changes and failed System Environment Changes.
Prior to using any software or equipment to provide the Services, Contractor must perform all necessary testing to verify that the item has been properly installed, is operating substantially in conformance to its specifications, and is performing its intended functions in a reliable manner in keeping with the defined Service Levels in effect at the time of the change. Contractor must maintain current software and hardware versions to ensure adequate support for the system and consistency in agreed to service levels. Contractor’s processes must meet all software, testing and security requirements outlined in the Functional/Technical Requirements and Supplement 2 of this RFP.
Contractor must follow a mutually agreed, formalized and published methodology in migrating systems, environments, configurations and Contractor-supplied programs from development and testing environments into production environments.
[bookmark: _Toc488235863][bookmark: _Toc19785262]Requirements and Value-Added Components
This section describes the Work that the Contractor must do to fulfill the Contractor’s commitments and responsibilities under the Contract.  It also describes what the Contractor must deliver as part of the completed Work (the "Deliverables").  Additionally, it gives a detailed description of the Work’s schedule.
[bookmark: _Hlk510516225]The State requests a proposal for a Hosted, cloud-based solution accessible via a web portal tool to meet the State program, common supportive and technical requirements as documented in Attachment One, Supplement One – Requirements, and this RFP.  Second, this RFP requests an implementation proposal for the Work as defined here.
[bookmark: _DV_M296]The following phases, or work activities for the solution are anticipated:

· Deliverable 1 - Project Successfully Initiated
· Deliverable 2 - Requirements
· Deliverable 3 – Overall “TO-BE” Architecture & System Blueprint 
· Deliverable 4 - Go-Live Readiness Assessment
· Deliverable 5 – Built and Configured Training, Test, and Production Environments
· Deliverable 6 – Data Load Deliverables
· Deliverable 7 – System Testing Execution 
· Deliverable 8 – UAT Testing Support
· Deliverable 9 – Collection of Documented Test Results
· Deliverable 10 – Test Completion Checkpoint successfully completed prior to beginning Deploy Phase
· Deliverable 11 – Implementation Deliverables List
· Deliverable 12 – Training and Development Plans
· Deliverable 13 – Go-Live Deliverables
· Deliverable 14 – Knowledge Transfer Deliverable
· Deliverable 15 - Project Management Plan
· Deliverable 16 - Project Management Approach and Tools.
· Deliverable 17 – Transition and Assistance Plan

The State intends to procure services for the solution through a single Contract with the selected, qualified Contractor. It will be the Contractor’s obligation to ensure that its solution meets the State of Ohio’s identified requirements and Deliverables.  

The primary goal of the State is to implement a solution that meets the State’s specifications and requirements as identified in this RFP.  The primary tasks the Contractor must perform during the Work will be to assure accuracy, usability, completeness, and timeliness of the proposed solution and all Work Deliverables.  

The State requests a proposal for a solution to meet the requirements as documented in Attachment One, Supplement One, and this RFP.  
[bookmark: _Toc19785263]State and ODH Roles and Responsibilities
The State will provide oversight for the Work, but the Contractor must provide overall Work management for the tasks under this Contract, including the day-to-day management of its staff.  The Contractor also must assist the State with coordinating assignments for State staff, if any, involved in the Work.  Additionally, the Contractor must provide all administrative support for its staff and activities.  Throughout the Work effort, the Contractor must employ ongoing management techniques to ensure a comprehensive Work Plan is developed, executed, monitored, reported on, and maintained. 



[image: ]

ODH Project Manager.  The ODH Project Manager will be the single point of contact for Work related matters between the Contractor’s Project Manager and ODH.  Provides project management oversight and monitoring of the implementation work, ensuring implementation is completed as designed and in accordance with the approved Work Plan.

ODH Business Team Lead. Provides guidance on business processes and operations to ensure the solution meets ODH business needs.  Act as the point person to direct activities requiring staff involvement and identify and schedule appropriate subject matter experts as required.  The Business team lead will be the primary resource responsible for providing user acceptance and approval of the solution during testing.  

ODH Subject Matter Experts (SMEs). Participates in implementation related tasks (e.g., requirements affirmation sessions, design sessions, configuration, UAT, etc.).  It is expected that multiple SME’s will be required and made available as necessary for specific business processes, requirements, and testing.
[bookmark: _Toc19785264]Contractor Responsibilities and Deliverables
The Contractor must meet all RFP requirements and complete all Work milestones and Deliverables, as provided in the Work Plan.  The Contractor is asked to propose a project team they best believe will meet the needs of the Project and minimize risk.  It is expected, however, that the proposed team will include the following roles and corresponding responsibilities, and meet the minimum qualifications as described.  
[bookmark: _Toc19785265]Assemble Work Team
The Contractor must provide, at a minimum, the following key Work personnel including the Contractor’s Project Manager, Functional/Configuration Lead, Technical Lead, and Training Lead for the Work.  The Contractor must employ the key work personnel as regular, fulltime employees on the proposal submission date and throughout the term of the Contract, including all renewals of it.  Additionally, the Contractor’s full-time regular employees must perform at least 50% of the effort required to complete the Work.  The Contractor may use its personnel or subcontractor personnel to meet the remaining 50% of the effort.

The State may screen or interview members of the Contractor’s Work team prior to their assignment to the Work.  All Work team members must demonstrate skills appropriate to their assigned roles.  The State may reject any Work team member for business or legal reasons.  Switching any key project personnel after the Contract award will not be allowed without written approval from the State.

Project Manager.  The Contractor Project Manager must provide project management oversight through acceptance of the solution.  Responsibilities include:
· Creates and Manages the Project Plan and Schedule;
· Manages the Contractor Project Team Members;
· Liaison between State and Contractor Resources;
· Initiates Quality Assurance Processes to monitor the Project;
· Manages issues and risks;
· Point of escalation for project issues; and
· Manages the deliverable acceptance process. 

Functional/Configuration Lead.  The Functional / Configuration Lead must provide requirements affirmation, business process and subject matter expertise for the proposed solution.  Offerors may propose a single Functional/Configuration Lead for multiple business areas or modules.  Responsibilities include:
· Lead all requirements affirmation, design, configuration, workflow, security design, development, and testing.  
· Provide input to training development and participate as part of the immediate post-go-live support team.

Technical Lead.  The Technical Lead must provide technical subject matter expertise for the proposed project implementation.  Responsibilities include:
· Lead the technical team in designing the technical architecture to support the proposed solution;
· Lead the technical team in tasks for inbound and outbound interfaces, customer development, enhancements, reports, and testing; 
· Lead the installation and administrative configuration of the proposed solution and infrastructure;
· End-to-end technical implementation of the proposed solution;
· Center point of communication for all technical matters concerning the application and supporting infrastructure; and
· Communicate with ODH Project Manager and ODH IT Manager concerning any integration solution that involves ODH IT staff.

Training Lead.  The Training Lead’s role must plan and lead the design, development, and implementation of the solution training program for State and Local Health Districts. Responsibilities include:
· Must follow deliverable schedules for the Project;
· Must have thorough understanding of the functional and technical requirements of the solution;
· Must have thorough understanding of the work flow process of the solution at every tier;
· Perform training needs analysis to determine the best method of delivery;
· Evaluate participants at every level to determine appropriate training solution; and
· Lead the implement of the Training Plan as outlined in the ODH approved System Implementation Plan.

Work Initiation.  (Deliverable 1, Supplement 1) The purpose of the Work Initiation activity is to confirm that the Contractor and the Ohio Department of Health have the same understanding of the Scope of Work; which is to implement a Hosted, cloud-based solution that meets the requirements identified in this RFP and Supplements.

Contractor must provide all Work standards, methodologies, tools, personnel, and other resources based on acceptable project management best practices described in the Proposal for approval by the State.  

[bookmark: _Hlk529959652]Kickoff Meeting and Detailed Work Plan.  (Deliverable 16, Supplement 1) Upon Contract Award and within 10 business days after receipt of a purchase order from the State the Contractor must hold a Kickoff Meeting and provide an updated detailed Work Plan that specifies tasks, responsibilities and details to successfully implement the proposed solution for the State.  The Contractor must also provide a meeting agenda to the ODH Project Manager at least two (2) business days in advance of the Kickoff Meeting. The Project Manager and other key contractor staff must be on ODH site for the Kickoff Meeting.

The Contractor must also present and confirm the high-level scope of work and planned phases according to what is identified in the RFP.  This must include the scope of Programs, functions and features the implementation of the solution intends to achieve.  Included with the updated Work Plan the Contractor must provide the following: (Deliverable 15, Supplement 1)
· Finalized project Staffing Plan with staffing requirements and resources identified;
· Finalization of the proposed Communication Plan;
· Finalization of the proposed Change Control Process for the Project;
· Finalization of the proposed Document Control Methodology;
· Finalization of the proposed Risk Management Plan; and
· Finalization of the proposed Issue/Resolution Plan.

The Contractor must also update the Work Plan with more detail throughout subsequent Work phases and activities to address at a minimum the following subjects:
· Requirements Affirmation; (Deliverable 2, Supplement 1)
· User Configuration Management;
· System Design;
· Historical Data Conversion and Transmittal Data Import Services; (Deliverable 6, Supplement 1)
· Training; (Deliverable 12, Supplement 1)
· [bookmark: _Hlk529967966]Testing (to include all test scripts and data required to test to the data elements); (Deliverable 10, Supplement 1)
· System Implementation, including Backup/Disaster Recovery and Business Continuity; (Deliverable 13, Supplement 1) and
· Post Implementation Support. (Deliverable 17, Supplement 1)

Meeting Attendance and Reporting Requirements. The Contractor's project management approach for the Work must adhere to the following Work meeting and reporting requirements:
· Immediate Reporting – The Contractor Project Manager or a designee must immediately report any Work team staffing changes to the ODH Project Manager.
· Attend Weekly Status Meetings – The Contractor Project Manager and other key Work team members must attend weekly status meetings with the ODH Project Manager and other members of the State’s project team as deemed necessary to discuss Work status, activities and issues.  These weekly meetings must follow an agreed upon agenda and allow the Contractor and the State to discuss any issues that concern them.  The Project Manager must attend weekly status meeting on site once a month for the first six (6) months.
· Provide Weekly Status Reports – The Contractor Project Manager must provide written status reports to the ODH Project Manager at least two (2) full State business days before each weekly status meeting.
· At a minimum, weekly status reports must contain the items identified below:
· Updated project schedule, along with a copy of the updated corresponding Work Plan document (e.g., MS Project) on electronic media acceptable to the State;
· Status of currently planned tasks, specifically identifying tasks not on schedule and a resolution plan to return to the planned schedule;
· Issues encountered, proposed resolutions, and actual resolutions;
· The results of any tests;
· A Problem Tracking Report must be attached;
· Anticipated tasks to be completed in the next week;
· Task and Deliverable status, with percentage of completion and time ahead or behind schedule for tasks and milestones;
· Proposed changes to the work breakdown structure and work schedule, if any;
· Identification of Contractor staff assigned to specific activities;
· Planned absence of Contractor staff and their expected return date; and
· Modification of any known staffing changes.
The Contractor's proposed format and level of detail for the status report is subject to the State’s approval.
· Prepare Monthly Status Reports - During the Work, the Contractor must submit a written quarterly status report to the ODH Project Manager by the fifth business day following the end of each quarter.  At a minimum, quarterly status reports must contain the following:
· A description of the overall completion status of the Work in terms of the approved Work Plan (schedule and cost, if applicable);  
· Updated Work breakdown structure and Work schedule;
· The plans for activities scheduled for the next quarter;
· The status of all Deliverables, with percentage of completion;
· Time ahead or behind schedule for applicable tasks;
· A risk analysis of actual and perceived problems;
· Testing status and test results; and
· Strategic changes to the Work Plan, if any.

Contractor Deliverables:
· Work Initiation, Kickoff Meeting and on-going Project Status Meetings.
· Work Management Methodology; including:
· Communication Plan;
· Change Control Process;
· Document Control Methodology; 
· Risk Management Plan; and
· Issue / Resolution Plan.
· Updated Detailed Work Plan.

Note:  All documentation, manuals and other applicable Project papers must be provided in hard copy format as well as electronic format.  Electronic Project papers and documentation must be provided as MS Office application files.
State Responsibilities:
· Provide access to ODH staff as appropriate.
· Provide necessary workspace and supplies as identified in the Contractor’s Proposal and mutually agreed to by the State.
· Review and approval of the delivered Work Management Methodology.
· Review and approval of the updated detailed Work Plan.

[bookmark: _Toc19785266]Requirements Affirmation and Documentation
During this phase of the Work the Contractor must review, validate and confirm the State’s solution business requirements as identified in Supplement One and the RFP.  At a minimum the requirements affirmation activities must further detail and confirm ODH’s priority requirements: program, common supportive and technical needs for the solution. The Contractor must compare the requirements to their proposed solution and identify and reaffirm whether the requirements can be currently met out-of-the-box, or if the requirement is configurable, or if the requirement has to be customized/built or if the requirement simply cannot be met.  

The Contractor must identify, functionality, processes, and tools that may be required in the solution design that will enable the Contractor to successfully implement their Hosted, cloud-based solution that meets the identified requirements of this RFP, including but not limited to the import and cleansing of appropriate source data and integration with ODH systems.  Any additional functionality processes, and tools identified and recommended and not included in the Contractor’s accepted Proposal, must be reviewed and may be accepted by the State through the Change Control Process mutually agreed to by the Contractor and the State.

The requirements affirmation and documentation activities completed through the Contract must include mutually agreeable meeting times between the ODH SMEs and the Contractor’s Work team to affirm and detail all requirements.

Included in the Requirements Affirmation and associated documentation, the Contractor must develop and provide a Technical Environment Document that identifies at a minimum the Contractor’s:
· Overview of the proposed Hosted, cloud-based solution technical environment and infrastructure for the Work, including software and hardware upgrade/enhancement methodology;
· Database structure, and data upload and download and access methodology for system integration with ODH systems;
· Initial capacity / configuration considerations;
· Security and system access environment;
· Identification, documentation and mutual agreement to solution performance standards; and
· Identifies all additional hardware / software specifications that the State may need to consider and procure for the ODH and Public access end-user environment.

Contractor Deliverables:
· Requirements Affirmation (including proposed solution to program, common supportive and technical requirements comparison) and associated documentation.
· Technical Environment Document.

State Responsibilities:
· Provide access to ODH staff as appropriate.
· Review and approve Requirements Affirmation Documentation including the Technical Environment Document.

[bookmark: _Toc19785267]User Configuration Management
The solution must be a multi-level system that involves inspections and Surveys at the State and Local Health District levels.  It is important that the system utilizes configuration mechanisms to accomplish variables that may change from LHD to LHD, or legislation changes, etc.  The Contractor must provide a User Configuration Management Plan that includes the various facets of configuration.  Including, but not limited to the following configurable management possibilities:
· User/Role management at the various levels (internal users, external users and public users as documented in the User Interface section above);
· User preferences;
· Public access web portal content management; 
· Legislative changes that require business process changes;
· Library of Required Code changes to accommodate legislative changes;
· Various Local Health District business rule differences; and
· Workflow and business rule process frequencies (e.g., alerts, approvals, deadlines, staff routing).

Contractor Deliverables:
· User Configuration Management Plan.

State Responsibilities:
· Provide access to ODH staff as appropriate.
· Review and approve User Configuration Management Plan.

[bookmark: _Toc19785268]Design and Development of Customized Functionality
The Contractor must complete the following design and development activities and tasks:
· Complete required customization and modifications to meet the agreed upon solution requirements as documented and approved during Requirements Affirmation, including;
· Data construction, including data structure, data acquisition, importing, cleansing, updating, and validation;
· Application user and system software functionality and processes;
· Reporting and analysis functionality and processes;
· Hardware and software environment considerations for user community;
· System security and access;
· Develop system test and user acceptance test scripts;
· User training materials and documentation;
· System administrative, operations, training and support of the customized functionality, including identification of Contractor provided post-implementation support, backup/disaster recovery and business continuity plans; and
· Appropriate design/development documentation.
· Provide all necessary hardware and software to support the development, test, training and production environments for the Contractor provided solution hosted environment;
· Perform all necessary software upgrades to the Hosted environment as appropriate; and
· Conduct appropriate system, stress, integration testing of the software solution and Hosted-environment with a mutually agreed to volume of data, number of users and user application activities.

Contractor Deliverables:
· Completion, update and delivery of all Design and Development Documentation.
· Completion of identified customization and modification to the solution features to provide or exceed the solution requirements identified in the RFP, Supplement and the agreed to Requirements Affirmation phase.
· System Test documentation that identifies and establishes that appropriate data and customized functionality has been successfully completed and that the customized solution data and functionality is working as designed to meet the requirements identified.
· Development and delivery of Training Materials and User Manuals for both State end-users and administrative staff for the customized functionality.
· The Contractor must provide all operational documents including user manuals for all end-users and administrative users that provides at minimum the log on and log off procedures, procedures for queries, building of ad hoc queries and reports, special conditions, system use, basic access, navigation instructions, etc.
· Certification that the customized functionality as designed and developed is in compliance with State and federal HIPAA guidelines. 
· Certification letter stating that all customized solution system, stress and integration testing has been completed successfully with acceptance by the State.

State Responsibilities:
· Provide access to ODH staff as appropriate.
· Review all appropriate Design, Development, and System Documentation and approval.
· Review all system, stress and integration test results.

[bookmark: _Toc19785269]Historical Data Conversion Services
The Contractor must develop a Historical Data Conversion Plan that includes the recommended conversion strategy for ODH historical data.   The Historical Data Conversion Plan must address a Historical Conversion Import Tool and a Historical Conversion Manual data entry form that will be used to convert LHD and ODH historical data into the Hosted, cloud-based solution. Throughout the solution implementation, the Contractor must update and maintain, as needed, the approved Historical Data Conversion Plan until all required data is converted.  In addition to addressing the conversion strategy the Conversion Plan must include the following elements, at a minimum:
· Data mapping specifications;
· Testing;
· Timing considerations;
· Data cleansing;
· Data loading;
· Error identification and correction;
· Data validation;
· Data reconciliation; and
· Data auditing (logging the entries).

Historical Conversion Import Tool.  The Contractor must develop and implement the Historical Conversion Import Tool that will import ODH and LHD data that is formatted according to the Conversion Plan.  The Conversion Plan must also describe how to successfully use the tool.

Historical Conversion Manual Data Entry Form.  The Contractor must also create a web-based manual data entry form for LHDs or ODH who choose to data enter their historical data into the Hosted, cloud-based system.  The Conversion Plan must also describe how to successfully use this manual conversion data entry form.

The functionality of both the Historical Conversion Import Tool and the historical conversion Manual Data Entry Form must take into consideration at a minimum, the listed elements above.

The Local Health Departments will use the Historical Data Conversion Plan to identify how their internal data will be converted and the resources required to perform the conversion activities.  ODH will also use the Historical Data Conversion Plan to identify how State data will be converted and the resources required to perform their conversion activities.  

Coordinate Conversion Activities.  The LHDs may complete their actual conversion activities by using their in-house staff or third-party contract staff.  ODH may also complete their actual conversion activities using their in-house staff or third-party contract staff.

Regardless of the staff the LHDs and ODH choose to use to conduct their conversion activities, the Contractor must coordinate the conversion efforts and identify the specific tasks and timelines in the project schedule.  

Support Conversion Activities.  The Contractor is also responsible for addressing any issues that arise in using the Historical Conversion Import Tool or manual conversion data entry form.  The Historical Data Conversion Plan must also document the Contractor escalation tier in addressing the issues that arise in using the Historical Conversion Import Tool or the Historical conversion manual data entry form.

Contractor Deliverables.
· Historical Data Conversion Plan.
· Historical Conversion Import Tool. 
· Historical Conversion Manual Data Entry Form.

State Responsibilities:
· Provide access to ODH staff as appropriate.
· Review and approve the Historical Data Conversion Plan.
[bookmark: _Toc19785270]Transmittal Data Import Services
The Contractor must develop a Transmittal Data Import Plan that includes the recommended import strategy for LHD transmittal data. The Contractor must incorporate in the solution a Transmittal Import Tool and a web-based Transmittal Manual Data Entry Form. In addition to addressing the transmittal import strategy the Transmittal Data Import Plan must include the following elements, at a minimum:
· Data mapping specifications;
· Testing;
· Data cleansing;
· Data loading;
· Error identification and correction and;
· Data validation;
· Data reconciliation and
· Data auditing (logging the entries).

Transmittal Import Tool.  The Contractor must develop the Transmittal Import Tool that will import the data that is formatted according to the Transmittal Data Import Plan.  The Transmittal Data Import Plan must also describe how to successfully use this tool.

Transmittal Manual Data Entry Form.  The Contractor must also create a manual data entry form for the LHDs or ODH who choose to data enter their transmittal data into the hosted, cloud-based solution.  The Transmittal Data Import Plan must also describe how to successfully use this manual data entry form.

The functionality of both the Transmittal Data Import Tool and the Transmittal Manual Data Entry Form must take into consideration at a minimum, the listed elements above.

Coordinate Transmittal Import Activities.  The LHDs may complete their actual data transmittal activities by using their in-house staff or third-party contract staff.

Contractor Deliverables;
· Transmittal Data Import Plan. 
· Transmittal Import Tool.
· Transmittal Manual Data Entry Form.

State Responsibilities:
· Provide access to ODH staff as appropriate.
· Review and approve the Transmittal Data Conversion Plan.

[bookmark: _Toc19785271]Training and User Manuals
The Contractor must assist ODH with the setup of the training environment via the internet that replicates the production environment.  The Contractor must conduct at least 1 training session for every type of audience in-house and provide online demos (webinars).  

Course Design and Scheduling.  The Contractor must develop the Training Plan based on the functional and technical components of the system.  Training must be provided for multiple types of courses and audiences.  The Training Plan must include curriculum designed for Contractor instructor led courses and ODH Train the Trainer courses and webinars.

The Training Plan must include:
· Learning objectives;
· A matrix of ODH staff and which components of the training each group will need;
· A description of all training methods to be used (e.g. hands on, webinar, lecture, etc.);
· A description of all training materials that will be required/developed/used;
· Recommended follow-up activities that ensure training transfers to the workplace.  Trainees must have access to a formalized Contractor provided help-desk for questions at least thirty (30) days after implementation;
· A description of the activities and practice exercises;
· A description of any electronic (web based, CBT, etc.) assessment tools or other computer-based training options.  In the event ODH decides to develop any of the content into e-learning, the Contractor must provide assistance with any training development, implementation, feedback and review of the materials;
· A training manual for training groups which could be copied and distributed; and
· A description of the levels of online help will be incorporated into the system.
The Contractor must provide training in the categories listed below:
· Webinar/demo - The Contractor must provide a webinar demonstrating the major functions within the solution appropriate for all levels of users.  This webinar will be utilized for training and made a part of the final solution, so the new users will have an online training tool to assist in learning the system’s functionality.
· UAT Staff - The Contractor must train appropriate ODH staff, not to exceed twelve (12) ODH staff in the functions, work flow, features, configuration, and operations of the system for successful execution of UAT.
· Train the Trainer End User Training - Training must be geared toward the understanding of overall operation of functions and administration of the solution.
· The Contractor must provide this training for a maximum of twenty (20) ODH user/management and administrative Train-the-Trainer staff.  
· The ODH Train-the-Trainer staff will train other ODH/LHD staff.  
· The instructor(s) must train, coach and mentor ODH trainers as they learn the curriculum.  
· This training must cover using tools related to user configuration, management and administration of business rules.  
· This training must cover tools related to profiles, management reports, reassignment, workflow/work list, dashboards and thresholds.
· This training must cover the overall end-user experience and workflow for program staff using the solution package for day to day operations for the State’s EH program and common supportive requirements.
· This training must cover the overall user experience for the external facing EH Portal used by ODH internal and external users for viewing and self-service tasks.

Training Facilities.  ODH will provide classrooms at a designated State training site.  Classrooms will include internet connections and materials (personal computers, desks, chairs, etc.) necessary for twelve (12) to fifteen (15) students per class.  The training presentation style must be hands-on, instructor led.  ODH may record any training sessions and use any training materials for future training, user documentation, or promotional use.

Training Materials.  The Contractor must develop necessary training materials for all courses.  All training materials must be reviewed and approved by ODH prior to the start of training.  The Contractor must provide the rights to reproduce training materials as needed.

Training Delivery.  Prior to deployment, the Contractor must submit a letter certifying the completion of functional and technical (if necessary) training materials.

Creation of User Manuals.  The Contractor must create or update, maintain throughout the project lifecycle and provide at Project Close Out the following documentation:

User Documentation.  User Documentation for the solution must include but is not limited to: log-on and log-off procedures, basic access, user account, user role and help procedures and navigation instructions.  The Contractor must prepare user documentation for each functional component of the solution.

System Administration Documentation.  The System Administration Documentation must describe the operation and administration of all administrative functions included in the solution.  This documentation must describe the security roles necessary for the operation and administration of each function.  The manual must be organized by the audience and administrative function.

Contractor Training and User Manual Deliverables:
· Training Plan.
· Training Curriculum.
· Training Materials.
· Letter Certifying Completion of Training Delivery.
· User and System Administration Documentation.

State Responsibilities:
· Provide access to ODH staff as appropriate.
· Identify ODH Train-the-Trainer staff who will be participating in the delivery of system end-user training.
· Ensure that identified ODH staff complete user training.

[bookmark: _Toc19785272]User Acceptance Test (UAT)
The Contractor must develop, a UAT plan that covers, at a minimum:
· Documentation of UAT cases, scripts, procedures, timelines and processes;
· Training of designated UAT staff before the actual testing;
· Scope of the tests and expected outcomes for both software functionality and manual procedures; and
· Methods for reporting, reviewing, and correcting discrepancies identified during UAT.

Monitor and Support the UAT Processes. The Contractor must monitor and support the UAT process.  During UAT, staff trained by the Contractor must use the system to test the system functionality.  The Contractor must support this effort in the following ways:
· Provide data to execute the user acceptance test;
· Provide full time, on-site Contractor staff to assist staff for the first two weeks of the UAT and have these specialists on-call throughout the duration of UAT; and
· Work with staff to operate the system.

Log, Track and Resolve System and Database Problems. The Contractor must track all defects throughout UAT and repair the defects throughout the UAT process. All corrections must be reported to the ODH Project Manager.

Produce UAT Final Report.  The Contractor must provide the UAT Final Report which includes the UAT outcome. The UAT Final Report must include enough information to permit the ODH to validate that the test has been successfully executed.  The Contractor must include all defects identified and their resolutions in the UAT Final Report.

Certify System is ready for Deployment.  The Contractor must provide a UAT certification letter, in writing, that UAT was successfully completed and the system is ready for production.

Contractor Responsibilities - User Acceptance Test Deliverables (Deliverable 4, Supplement 1)

· UAT Test Plan.
· Conduct user acceptance testing, documenting results of testing, and providing support for identification of resolutions to issues arising from testing, including fixes and modification and documentation.
· Certification letter stating that all user solution and functionality acceptance testing has been conducted and successfully completed, and the solution is ready for production.
· UAT Final Report.
· Certification letter stating that all user solution and functionality acceptance testing has been conducted and successfully completed, and the solution is ready for production.

State Responsibilities:
· Provide access to ODH staff as appropriate.
· Identify ODH staff who will be participating in the training and assist with acceptance testing.
· Assist in user acceptance testing, including identification of issues and potential resolutions to resolve the issues.
· Ensure that identified State staff complete user training and assist with user acceptance testing.
· Review all user acceptance testing documentation providing revisions and /or acceptance as appropriate.
[bookmark: _Toc19785273]Implementation and Acceptance
During the implementation and acceptance of the Hosted, cloud-based solution, the Contractor must provide assistance and support to implement and test the proposed “end-user” software solution including all required tools in the State’s user environment.  The implementation must include the web-enabled portal, tools and functionality that will enable the State and its identified business partners and other users as appropriate the ability to activate and perform all required solution functionality and processes to effectively complete business tasks and activities.
The Contractor must provide all proposed solution hardware, software, installation, configuration and testing of all components of the proposed solution.  System and user acceptance testing will be a joint effort between the Contractor and ODH and its designees.
Before user acceptance testing is initiated, the Contractor’s Work team must deliver end-user functionality and administrative training as necessary and as developed for the Work for State staff participating in user acceptance testing.  
During implementation and testing activities the Contractor must provide support and resolve all hardware and software system performance issues and deficiencies.  The Contractor’s Work team must perform all necessary fixes and modifications to the software or solution tools to ensure system performance reaches acceptable levels in the solution’s production environment.
Successful completion of the implementation and acceptance testing of the system support solution and hosting environment must be documented by the Contractor and submitted for review and final acceptance by the ODH Project Manager.
Implementation and configuration of the solution including all required and identified functionality in the production environment with appropriate access to functionality, processes and data.  
[bookmark: ContractorDeliverables]Contractor Deliverables:
· Implementation Plan.
· Business Continuity Plan.
· Backup/Disaster Recovery Plan.
· Certification letter indicating that the database software solution and data structure environment has been implemented. . (Deliverable 5, Supplement 1)
· The Contractor must organize and turn over to ODH, in an electronic form, all files, documents and other Work artifacts produced for use by ODH internal staff or ODH partners within ninety (90) days after acceptance of the final Post-Implementation Support. (Deliverable 9, Supplement 1)
State Responsibilities:
· Provide access to ODH staff as appropriate.
· Review and approve Implementation Plan, Business Continuity Plan and Backup/Disaster Recovery Plan.
[bookmark: _Toc19785274]Post-Implementation Support
The Contractor must provide post implementation “on-going production” support for the solution through the term of the Contract, including annual renewals.  The Contractor must develop and submit for approval a Post-Implementation Support Plan which identifies both the Contractor and the State production environment activities and responsibilities, at a minimum this document must identify:
· The Contractor’s methodology and processes for upgrading and enhancing the solution’s hardware infrastructure and base software components (e.g., application software, tools, database, etc.);
· The Contractor’s on-going production responsibilities, including at minimum proposed solution administration/operations, technical support and hardware/software maintenance support;
· Other Contractor solution consulting and support services that are available to the State; and
· State responsibilities as they may pertain to the on-going production hardware and software implemented for the Hosted web-enabled user environment.
Contractor Responsibilities and Deliverables:
· Post-Implementation Support Plan. 
· Provide production technical support via a toll-free number for appropriate State staff to call regarding user or solution questions.  Production technical support must be provided from 7:00 a.m. to 8:00 p.m. Columbus, Ohio local time during State business days.
· Incoming calls must be responded to within two hours and substantive responses to user questions must be provided within eight (8) hours (e.g., assistance resolving minor support/administrative issues, retrieving desired data, formatting and saving queries and reports, interpreting query results, alternative ways to group, present, or otherwise enhance the understanding of reports, etc.),  
· Calls of a critical nature (e.g., system down, critical functionality not working correctly, etc.) must be responded to within one (1) hour and substantive responses or resolution provided within four (4) hours, and
· The Contractor must provide a complete response or resolution to all calls within 48 hours of the call being logged or a time mutually agreed to by the Contractor and the State.
· Provide production environment maintenance and support of the Hosted, cloud-based solution and State web-enabled user software and tools, including:
· Updates, patches and repairs;
· Correction of application defects; and
· On-site technical support as required.
· Provide routine system metrics as follows, including documenting problems encountered weekly during implementation of the solution and monthly during on-going production support period:
· Problem description;
· Type of problem;
· Number of problems;
· Anticipated fix date;
· Resolution; and
· Frequency of problem occurrence and problem cause(s).
· Identification of timeframes for correcting application and database defects.
State Responsibilities:
· Review Post Implementation Support Plan providing feedback, revisions and approval as appropriate.
· Review Contractor provided Work artifacts and documentation providing feedback, revisions and approval as appropriate.
· Provide appropriate feedback on solution response time, user functionality and system operations.
· Review, provide revisions and/or approve Contractor Deliverables and applicable system changes.
· Maintain all solution software and tool licensing and maintenance support for the State’s user and business consultant environments.  Note: The Contractor is responsible for all solution hardware, system software, application software and tools and database software licensing and maintenance support. 
· Provide Final Project acceptance.

[bookmark: _Toc19785275]Service Level Agreement (SLAs)
The Contractor must meet the following performance specifications for the Service Level Agreements (SLAs) to be established between the Contractor and ODH.  The section contains the expectations related to service level commitments and the implications of meeting versus failing to meet the service level requirements and objectives, as applicable.  Additionally, this section defines ODH’s detailed performance, management, and reporting requirements for the Project and to all subsequent ongoing Project services that are contracted under future IDAs between the State and the Contractor related to the Hosted, cloud-based solution.

Both the State and the Contractor recognize and agree that new categories of Service Levels and performance standards may be added or adjusted during the term of the Contract as business objectives, organizational objectives and technological changes permit or require.

The Contractor will not be liable for any failed Service Level caused by circumstances beyond its control, and that could not be avoided or mitigated through the exercise of prudence and ordinary care, provided that the Contractor immediately notifies the State in writing and takes all steps necessary to minimize the effect of such circumstances and resumes its performance of the Services in accordance with the SLAs as soon as possible.

[bookmark: _Toc209883946]Monthly Service Level Reporting.  On a State accounting monthly basis, the Contractor must provide a written report (the “Monthly Service Level Report”) to the State which includes the following information:
· the Contractor’s quantitative performance for each Service Level;
· the amount of any monthly performance credit for each Service Level;
· the year-to-date total performance credit balance for each Service Level and all the Service Levels;
· a “Root-Cause Analysis” and corrective action plan with respect to any Service Levels during the preceding month; and
· a trend or statistical analysis with respect to each Service Level as requested by the State.
The EH DSI Monthly Service Level Report will be due no later than the tenth (10th) accounting day of the following month. 

Service Level Review.  
· Initial Review:  Approximately three (3) months before the solution is transitioned to production, ODH and the Contractor must meet to review the Service Levels as defined in the RFP and discuss possible modifications to the Service Levels.  Any changes to the Service Levels will be only as mutually agreed upon in writing.
· Ongoing Review:  On an ongoing basis, ODH and the Contractor must meet to review the Service Levels and the Contractor’s performance on a mutually agreed to frequency.

Service Level Commitments.  The Contractor must meet the Service Level commitment for each Service Level set forth in Supplement One.

[bookmark: _Toc19785276]System Performance Testing
Attachment Four: Part Five describes the procedure and criteria for testing.

Attachment Four: Acceptance and Maintenance – Standards of Performance and Acceptance, Supplement Two – Functional and Technical Requirements and Attachment Two, Interval Deliverable Agreement describe the procedure and criteria for testing.
[bookmark: _Toc19785277]Transfer of System
On notice from the State, the Contractor must cooperate fully with the State and any of its contractors and provide all assistance and information reasonably necessary to smoothly and efficiently transfer the State’s internal systems or to an external third party system, including transferring all data input into the system by the State or others, and all data generated by the system based on such input, and any file structure, schema, or similar information reasonably necessary to transfer the State’s data to another system and make use of that data in a seamless process.  This also may include providing an interface or working with others to develop and implement an interface for such a transfer, as well as running the system in parallel with the other system during the transition period.  In addition, the Contractor must assist the State in the development of a Transfer of System – Transition & Staffing Plan.
[bookmark: _Toc19785278]Work Hours and Conditions
The Contractor must work with the State’s project staff and other contractors who may be involved with the System Integration work.  Normal working hours are 8:00 a.m. to 5:00 p.m., Columbus, Ohio local time, with a one-hour lunch period.  The Contractor must ensure that appropriate Contractor resources are available to interact with State Project staff and perform the Work identified in this RFP.  
The following requirements must be addressed by the Offeror, and as Contractor, designed and implemented in the work.  
Proposed solutions may rely on 3rd party software components or other partnerships to provide a complete solution.  The tools proposed must be implemented to integrate the data, process and function level with other tools and existing systems as identified in the requirements of this section and the Integration and Conversion Requirements of the RFP.  
For purposes of this RFP and all requirements, the following definitions apply:
· Integration - The rules, formats and functions required to pass data, commands, events, or messages between two or more systems and components. 
· Interface - Shared boundary between different systems (either hardware or software), organizations, and/or systems and users. Interfaces between systems and between systems and organizations involve data transfers data access by one system from another system.
· Conversion - The process by which electronic or non-electronic files or records are modified to correspond to a new format, typically an electronic format. Also, referred to as translation or transformation.
· Migration - The process of transferring data between computer storage types or systems which in some cases may require converting file or record formats. May also refer to movement/promotion of software versions through development and test regions to production.
[bookmark: _Toc506377249][bookmark: _Toc19785279][bookmark: _Toc506360226][bookmark: _Toc506360751][bookmark: _Toc506360936][bookmark: _Toc506361140][bookmark: _Toc506361557][bookmark: _Toc506366808][bookmark: _Toc506367018][bookmark: _Toc506367486][bookmark: _Toc506367659][bookmark: _Toc506370654][bookmark: _Toc506370784][bookmark: _Toc506370962][bookmark: _Toc506371140][bookmark: _Toc506371697][bookmark: _Toc506371872][bookmark: _Toc506372048][bookmark: _Toc506372227][bookmark: _Toc506372348][bookmark: _Toc506372468][bookmark: _Toc506372590][bookmark: _Toc506360229][bookmark: _Toc506360754][bookmark: _Toc506360939][bookmark: _Toc506361143][bookmark: _Toc506361560][bookmark: _Toc506366811][bookmark: _Toc506367021][bookmark: _Toc506367489][bookmark: _Toc506367662][bookmark: _Toc506370657][bookmark: _Toc506370787][bookmark: _Toc506370965][bookmark: _Toc506371143][bookmark: _Toc506371700][bookmark: _Toc506371875][bookmark: _Toc506372051][bookmark: _Toc506372230][bookmark: _Toc506372351][bookmark: _Toc506372471][bookmark: _Toc506372593][bookmark: _Toc506360230][bookmark: _Toc506360755][bookmark: _Toc506360940][bookmark: _Toc506361144][bookmark: _Toc506361561][bookmark: _Toc506366812][bookmark: _Toc506367022][bookmark: _Toc506367490][bookmark: _Toc506367663][bookmark: _Toc506370658][bookmark: _Toc506370788][bookmark: _Toc506370966][bookmark: _Toc506371144][bookmark: _Toc506371701][bookmark: _Toc506371876][bookmark: _Toc506372052][bookmark: _Toc506372231][bookmark: _Toc506372352][bookmark: _Toc506372472][bookmark: _Toc506372594][bookmark: _Toc506360233][bookmark: _Toc506360758][bookmark: _Toc506360943][bookmark: _Toc506361147][bookmark: _Toc506361564][bookmark: _Toc506366815][bookmark: _Toc506367025][bookmark: _Toc506367493][bookmark: _Toc506367666][bookmark: _Toc506370661][bookmark: _Toc506370791][bookmark: _Toc506370969][bookmark: _Toc506371147][bookmark: _Toc506371704][bookmark: _Toc506371879][bookmark: _Toc506372055][bookmark: _Toc506372234][bookmark: _Toc506372355][bookmark: _Toc506372475][bookmark: _Toc506372597][bookmark: _Toc506360235][bookmark: _Toc506360760][bookmark: _Toc506360945][bookmark: _Toc506361149][bookmark: _Toc506361566][bookmark: _Toc506366817][bookmark: _Toc506367027][bookmark: _Toc506367495][bookmark: _Toc506367668][bookmark: _Toc506370663][bookmark: _Toc506370793][bookmark: _Toc506370971][bookmark: _Toc506371149][bookmark: _Toc506371706][bookmark: _Toc506371881][bookmark: _Toc506372057][bookmark: _Toc506372236][bookmark: _Toc506372357][bookmark: _Toc506372477][bookmark: _Toc506372599][bookmark: _Toc506360237][bookmark: _Toc506360762][bookmark: _Toc506360947][bookmark: _Toc506361151][bookmark: _Toc506361568][bookmark: _Toc506366819][bookmark: _Toc506367029][bookmark: _Toc506367497][bookmark: _Toc506367670][bookmark: _Toc506370665][bookmark: _Toc506370795][bookmark: _Toc506370973][bookmark: _Toc506371151][bookmark: _Toc506371708][bookmark: _Toc506371883][bookmark: _Toc506372059][bookmark: _Toc506372238][bookmark: _Toc506372359][bookmark: _Toc506372479][bookmark: _Toc506372601][bookmark: _Toc506360239][bookmark: _Toc506360764][bookmark: _Toc506360949][bookmark: _Toc506361153][bookmark: _Toc506361570][bookmark: _Toc506366821][bookmark: _Toc506367031][bookmark: _Toc506367499][bookmark: _Toc506367672][bookmark: _Toc506370667][bookmark: _Toc506370797][bookmark: _Toc506370975][bookmark: _Toc506371153][bookmark: _Toc506371710][bookmark: _Toc506371885][bookmark: _Toc506372061][bookmark: _Toc506372240][bookmark: _Toc506372361][bookmark: _Toc506372481][bookmark: _Toc506372603][bookmark: _Toc506360240][bookmark: _Toc506360765][bookmark: _Toc506360950][bookmark: _Toc506361154][bookmark: _Toc506361571][bookmark: _Toc506366822][bookmark: _Toc506367032][bookmark: _Toc506367500][bookmark: _Toc506367673][bookmark: _Toc506370668][bookmark: _Toc506370798][bookmark: _Toc506370976][bookmark: _Toc506371154][bookmark: _Toc506371711][bookmark: _Toc506371886][bookmark: _Toc506372062][bookmark: _Toc506372241][bookmark: _Toc506372362][bookmark: _Toc506372482][bookmark: _Toc506372604][bookmark: Functional_Requirements]Functional Requirements and Matrices
The following functional requirements must be addressed by the Offeror, and as a Contractor, designed and implemented in the work.  These requirements are organized by the work streams previously identified.  Offerors must propose a solution that addresses requirements contained in all work streams.  Proposed solutions may rely on 3rd party software components or other partnerships to provide a complete solution.  The tools proposed must be implemented to integrate at the data, process and function level with other tools and existing systems as identified in the requirements ODH directed System.  
This Supplement includes a variety of ODH narrative and matrix requirements pertaining to functionality, integration, configuration and reporting requirements pertinent to the work. Offerors are to indicate, as part of their response, how (i.e., “Approach” in table below); by whom (i.e., “Contractor” or “3rd Party”); and relative Contractor effort complexity required to accomplishing the requirement in it’s entirely (i.e., “Effort Complexity” in the table below). For those sections of this Supplement that include a requirements matrix, Offerors are to complete these matrices. In addition, information in the requirements matrices must be reflected in the offeror response.  Offerors are required to address every requirement contained in this Supplement using the following terminology nomenclature.


The matrices are organized as to the method of achieving ODH’s requirements as follows:
	Approach 
	Description

	Proposed Tool/Solution
	Offerors are to include the name and major version number of the Proposed Tool/Solution to address the requirement (e.g., Acme Corporation® WidgetMaster™ v12.1).

	Out of the Box
	Offerors are to select this approach if delivering this functionality requires limited or little configuration and complexity is very low. Out of the Box items are not affected by system updates and upgrades.

	Configuration Item
	Offerors are to select this approach if delivering this requirement entails moderate to significant configuration and/or complexity is moderate to very high. Configuration items are not affected by system updates and upgrades. Offerors are to indicate the estimated work effort (e.g. design, test, implement), in the number of hours to be spent implementing this requirement using configurable functions of the proposed solution. 

	Customization/Extension
	Offerors are to select this approach, if delivering this requirement entails development/programming effort. Offerors must indicate whether these customizations/extensions are affected by system updates and upgrades, is in use elsewhere with another client, and if it will become a part of the base product. Offerors are to indicate, the estimated work effort (e.g. design, test, implement) in the number of hours to be spent implementing this requirement using customized functions of the proposed solution. If offerors select this item, they must provide details regarding the customization in the comments column.

	Integration/Interface
	Offerors are to select this approach if delivering this requirement entails an integration/interface effort. Offerors must indicate whether these Integrations/Interfaces are affected by system updates and upgrades. Offerors are to indicate, the estimated work effort (e.g. design, test, implement), in the number of hours to be spent implementing this requirement using integration or interfaces of the proposed System, State interfaces, or other offeror provided solution elements. If offerors select this item, they must provide details regarding the Integration/Interface in the comments column.

	Other / 3rd Party Element

	Offerors are to select this approach if delivering this requirement entails Other/3rd Party elements.  Offerors must indicate whether these elements are affected by system updates and upgrades. Offerors are to indicate, the estimated work effort (e.g. design, test, implement, etc.), in the number of hours to be spent implementing this requirement using this category for any item which does not fit into the categories. If offerors select this item, they must provide details regarding the element in the comments column.

	Business Process/Business Practice
	Offerors are to select this approach when their solution requires additional business processes to fulfill the requirement or if the offeror would suggest a change in business processes to fulfill the requirement in its entirety. If this approach is selected, offerors must provide details regarding the Business Process/Business Practice in the comments column.  Details regarding approach must include an estimate of ODH’s level of effort.





And finally, the following are the values to be provided regarding the relative level of effort complexity indication for each requirement:
	Effort Complexity Terminology
	Description

	Low
	Contractor must design, configure, test and implement the requirement within a one (1) FTE week in consideration of all required work (e.g., accomplish the requirement within 40 hours)

	Medium
	Contractor must design, configure, test and implement the requirement within a one (1) FTE month in consideration of all required work (e.g., accomplish the requirement within 41- 180 hours)

	High
	Contractor must design, configure, test and implement the requirement within a one (1) FTE quarter in consideration of all required work (e.g., accomplish the requirement within 181-500 hours)

	Extreme
	Contractor must design, configure, test and implement the requirement within a one (1) FTE year in consideration of all required work (e.g., accomplish the requirement over 500 hours)



Offeror Note: Multiple FTEs are permitted to perform responsibilities to complete the ODH’s requirements, all hours in the above table represent total work effort of Contractor, regardless of actual Contractor staffing model. A “comment” field has been provided to allow offerors to highlight their approach, provide insights to the ODH as to benefits or limitations as well as rationale to the Approach, Priorities and Level(s) of Effort.
Offeror Response: Comments and Narrative
In addition, ODH has provided, as part of the Requirements Matrix, a free form field labeled ‘Offeror Narrative’ that is designing to facilitate the offeror’s response to the requirements in such a manner as to convey any offeror considerations, showcase offeror capability to deliver or identify any offeror requirements on the ODH about detailed requirements contained in the matrix. Offerors may include graphics, screen images or other text oriented verbiage in this column as they deem appropriate to offer the ODH a complete solution as required.
Offerors are advised that ODH brings a variety of business, process and technical expertise to review and evaluate proposals to this RFP.   As such, the ODH suggests that Offerors must not assume a uniform level of expertise in all facets of their proposal and are encouraged to illustrate the rationale, merits, completeness, capabilities and limitations of all solution components including: technical, software elements, process elements, services, integrations and other operating considerations as part of their narrative responses to this RFP.  ODH further suggests that Offerors provide screen captures, diagrams, graphics or other information of relevant elements of their solution to illustrate to ODH the degree of compliance with ODH requirements wherever possible and within the page limit(s) of this Supplement as required by the RFP. 
Brief statements to the effect of “offeror understands and complies” are strongly discouraged unless for those requirements that are of a trivial or affirmative representation in nature. 
[bookmark: _Toc470792494]Offeror Note: Innovation and Value-Added Elements Strongly Encouraged
[bookmark: _Toc470771512][bookmark: _Toc470784812][bookmark: _Toc470784961][bookmark: _Toc470792495]Offerors are strongly encouraged to illustrate innovation and value-added elements and functionality that their proposed solution and partnerships must provide to ODH.
[bookmark: _Toc466957459][bookmark: _Toc488235864][bookmark: _Toc19785280]Response Format and Suggested Illustrations of Capabilities
This Supplement includes a variety of ODH narrative and matrix requirements pertaining to functionality, integration, configuration, development, security, audit and reporting requirements pertinent to the work. Offerors are to indicate as part of their response how (i.e., “Approach” in Exhibit 2) and the relative Contractor complexity and effort required to accomplishing the requirement in its entirely (i.e., “Effort Complexity” in Exhibit 1). For those sections of this Supplement that include a requirements matrix, offerors are to complete the matrices below. In addition, the requirements matrices as completed must be reflected in the inline response to this Supplement.  Offerors are required to address every requirement contained in this Supplement using the following terminology.  Offerors may select multiple approaches to satisfy a single requirement.
[bookmark: _Toc488235865][bookmark: _Toc19785281]Functional Requirements
ODH has grouped the elements that comprise the software solution (system), including interfaces, into three sections of functionality, including the following:
· General Requirements provide an overview of what basic components are being sought in a solution for an Integrated System in Ohio.

· System Functions provide a listing of detailed functions that are needed in an Integrated System in Ohio.  These include such functions as user configurability, geocoding, ELR, eCR, analysis and export abilities, and interface with ODH ePayment and other Ohio based systems.

· Data Components provide an overview of data that will need to be collected in new system.  Types of data include person demographics, laboratory results, disease-specific fields, and case management.  Please see the appendix for a full listing of variables currently collected in Ohio’s ODH system.
Each of these functions and capabilities, as well as detailed requirements for each element will be presented in additional detail below and in the requirements matrix. 
EH DSI Program Business Requirements- Exhibit 1
Inline Narrative
Offerors must provide a detailed narrative response that describes overall solution elements that will meet the objectives and requirements of this section. ODH suggests that offerors illustrate the rationale, merits, completeness, innovation, capabilities and limitations of all solution components including: technical, software elements, process elements, services, integrations and other operating considerations as part of their narrative responses to this RFP.  
ODH further encourages offerors to provide screen captures, diagrams, graphics or other information of relevant elements of system 
[bookmark: _Toc488235868][bookmark: _Toc19785282]Technical Requirements
In this section, offerors must describe the technical aspects of their proposed solutions as well as their experience with various platforms and tools.  
Offerors must provide a detailed narrative response that describes overall solution elements that will meet the objectives and requirements of this section. ODH suggests that offerors illustrate the rationale, merits, completeness, innovation, capabilities and limitations of all solution components including: technical, software elements, process elements, services, integrations and other operating considerations as part of their narrative responses to this RFP.
ODH further encourages offerors to provide screen captures, diagrams, graphics or other information of relevant elements of their solution to illustrate to ODH the degree of compliance with State requirements wherever possible and within the page limit(s) for offeror’s Proposals as required by the RFP. 
Offerors must highlight their approaches and provide insights to ODH as to benefits or limitations as well as rationale describing approach and level of effort, where applicable.  Simply repeating the requirement and agreeing to comply is an unacceptable response and may cause the Proposal to be rejected.
EH DSI Program Technical Requirements- Exhibit 2
[bookmark: _Toc488235860][bookmark: _Toc506377254][bookmark: _Toc19785283]Customization
To the extent possible, the Solution is expected to be Out-of-the-Box configurable by an authorized ODH system administrator and customizable by Contractor, per ODH specification.  ODH realizes that customizations may be necessary to provide a fully functional integrated reporting system. 

For any State-approved customizations the following conventions apply:
· No customization may introduce a systems performance issue, bottleneck or processing delay in the implemented integrated reporting system;  
· No customization may invalidate, negate or minimize any warranty or maintenance requirement as agreed to between ODH and current third-party providers that support the current State Systems in Section 3; and
· No customization may be constructed in such a manner as to confound, add complexity to, or create technical burdens that would impact a future upgrade of system; and  
· Any customizations developed for ODH must become part of the base product in future releases.
ODH acknowledges that certain customizations/extensions and/or integrations/interfaces may be required due to the nature of its business and the various demands of an environment that includes a complex set of interfaces. When the customizations impact business process(es), the following apply:
· Contractor must advise ODH on process, policy, and if applicable, revised code changes that would fulfill the requirements using Out-of-the-Box or configured functionality prior to the design and implementation of any customization.
· For any new customizations proposed after Contract award, Contractor must obtain written approval from ODH to design, develop and implement these customizations prior to proceeding.
· Contractor must seek to implement approved customizations in a supportable and upgradeable manner. 
[bookmark: _Toc488235869][bookmark: _Toc19785284]Value Added Components
If Contractor is willing and capable of adding additional, applicable value beyond minimum requirements described in Exhibits 1 and 2, ODH will consider value-added components.  The proposal must price these features separately from the minimum functionality.
ODH has provided a category called “Offeror-Specific Enhancements” that will allow offerors to propose additional components they believe would enhance the system.  Offerors must provide complete information regarding the requirements in the grid just as for ODH-requested features.
[bookmark: _Toc506370821][bookmark: _Toc506370999][bookmark: _Toc506371177][bookmark: _Toc506371734][bookmark: _Toc506371909][bookmark: _Toc506372085]Inline Narrative
Offerors must provide a detailed description of the components they feel will add value to the system. ODH suggests that offerors illustrate the rationale, merits, completeness, innovation, capabilities and limitations of all solution components including: technical, software elements, process elements, services, integrations and other operating considerations as part of their narrative responses to this RFP.
ODH further encourages offerors to provide screen captures, diagrams, graphics or other information of relevant elements of their solution to illustrate to ODH the degree of compliance with State requirements wherever possible and within the page limit(s) of this Supplement as required by the RFP. 
Offeror Comments Column
Offerors must highlight their approaches in the comment field and provide insights to ODH as to benefits or limitations as well as rationale to the Approach and Level(s) of Effort.  Offerors must include text oriented verbiage in this column to offer ODH a complete solution as required.  Simply repeating the requirement and agreeing to comply is an unacceptable response and may cause the Proposal to be rejected. 
[bookmark: _Toc488235870][bookmark: _Hlk503447148][bookmark: _Toc19785285]Data Load and Conversion Requirements
The number of EH ODH system records associated by physical locations, facilities, plan reviews, inspections, complaints, note to files, and special events, certifications, certification providers, mass communications, and violation libraries. These are the current number of records for those groups.
· Physical Locations: - 550,853 
· Facilities: - 683,298
· Plan Review: - 662,461
· Inspections: - 770,238
· Complaints - 482,117
· Note To File - 3,497,921
· Special Events - 12,693
· Certifications - 57,299
· Certification providers – 891
· Mass communications – 1,053
· Violation libraries – 2,984
The following is a requirement for data loads or conversions from the existing ODH system into the new integrated system:
· Contractor must work with ODH to develop a layout for EHDSI data to be imported into the new system.  (data dictionary included in Supplement 4).
· Offerors must provide a detailed narrative response that describes overall solution elements that will meet the objectives and requirements of Data Load and Conversion. ODH suggests that offerors illustrate the rationale, merits, completeness, innovation, capabilities and limitations of all solution components including: technical, software elements, process elements, services, integrations and other operating considerations as part of their narrative responses to this RFP.
· Contractor’s proposed system must enable ability to convert external disparaging databases in program areas as directed by ODH.  In addition, Contractor’s proposed system must enable ability to exchange program data from and to external disparaging databases by program areas through “Web Service” for real-time data exchanges and “API” for off line data as directed by ODH.
· Ohio Department of Health Technology Roadmap
· ODH is a Microsoft centric development shop.  During this project, Contractor must ensure that the solution is compatible with the ODH technology stack, if there is an integration or interface with ODH.
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Supplement 1:  ODH EH DSI, (Environmental Health Data System Integration)
[bookmark: _Toc488235871][bookmark: _Toc19785286]Project Development Lifecycle
The following section provides guidance to offerors on ODH’s anticipated approach to Project Management and the expected Solution development lifecycle practices to be applied for this Contract.  Offerors must propose their comprehensive project approach which, as the expert in the Solution, must encompass all Project requirements and deliverables demonstrated herein. 
[bookmark: _Toc488235872][bookmark: _Toc19785287]Project Development Lifecycle Approach
The following depicts ODH’s phased approach to the Project’s lifecycle at a high level:Project Management Requirements


[bookmark: _Toc417627764]







Offeror Note: ODH is interested in iterative, Agile-like approaches that leverage contemporary methods, tools and techniques for the delivery of the Project.  Objectives and requirements for each phase will be presented in turn. Based on ODH’s priorities that factor cost, ability to migrate to the new operating environment, integrations and conversion considerations, along with other factors, this Supplement includes a minimum set of phase gate requirements for each phase, which are contained later in this document. 
Offeror is strongly encouraged to provide an approach which meets the project requirements, based on demonstrable success and experience, and would lead to the most cost-effective and low-risk implementation of the Solution. The associated implementation plan must clearly distinguish between Contractor software components that are immediately available for configuration/deployment (Configurable Components) and those that require customization/extension by Contractor (Customization Components) for a fully integrated system solution. 
[bookmark: _Toc488235873][bookmark: _Toc19785288]Project Timeline Requirement
Contractor is expected to plan for and successfully implement the Project within the period set forth in section one of this supplement. At the end of the implementation period, ODH will have received a fully functioning Solution that has been deployed to all appropriate users. 
[bookmark: _Toc488235874][bookmark: _Toc19785289]Project Development Phases and Requirements
The phases identified in this section represent the logical progression of the Project’s lifecycle and development. The phases are grouped under the headings “Initiate, Analyze, Design” and “Build, Test, Deploy”, and “Run” to indicate different Solution development methodologies. The “Initiate, Analyze, Design” follows traditional sequence of activities; whereas, the “Build, Test, Deploy” will employ an iterative method for the Solution lifecycle. Lastly, the “Run” portion of the Project slightly overlaps the “Build, Test, Deploy” portion of the Project and encompasses the remaining on-boarding and managed services, as well as tracking benefits realization.  
Offeror may suggest that an alternative approach would be more advantageous to a successful delivery of the Project.  Under those circumstances the offeror is required to provide its Project development phasing and methodology with proven evidence of its success and rationale behind the proposed approach.
[bookmark: _Toc488235875]Initiate
This phase includes activities to successfully establish the Project Management requirements, verify and finalize the Project’s governance, establish Project teams and conduct the project kick-off. ODH requires Contractor’s project manager to work with the ODH project manager to initiate and conduct a kick-off meeting with key members of the project team.
The following constitutes, at a minimum, the list of deliverables expected during the Initiate phase:
[bookmark: _Toc13576068][bookmark: _Toc473786877]Project Successfully Initiated
This deliverable includes the following components:
· Project Management Plan- responsive to requirements outlined in the Project Management section of this Supplement and covers standard project initiation items developed by Contractor with input and acceptance by ODH.
· Project Management Environment and Reporting
· Risks and Issues Management Plan and Register
· Project-specific Communications Plan
The following contains the list of tasks and the roles and responsibilities for ODH and Contractor. For purposes of the Project, “Perform” means the party assigned to the task has the duty and ultimate responsibility to take all appropriate steps to complete or facilitate the identified task unless otherwise provided for between the parties, subject to the Supporting party completing its interdependent responsibilities. The term, “Support” means the party has the duty and responsibility to provide ancillary support or assistance which may be necessary to enable the party providing the “Perform” task to complete that task unless otherwise provided for by the parties. 
	Key Tasks
	State
	Contractor

	Conduct project kick-off meeting
	Support
	Perform

	Create a Work Breakdown Structure (WBS)
	Support
	Perform

	Create and Maintain a project plan and any related deliverable sub plans 
	Support
	Perform

	Review Deliverables and manage ODH’s approvals
	Perform
	Support

	Review Deliverables and manage Contractor’s approvals
	Support
	Perform

	Prepare and conduct project meetings 
	Support
	Perform

	Create Project Status Reports 
	Support
	Perform

	Report and manage issues and risks
	Support
	Perform

	Monitor and report schedule and scope changes
	Support
	Perform

	Review and approval of scope changes 
	Perform
	Support

	Identify State stakeholders and manage expectations
	Perform
	Support

	Create and maintain a Communication plan
	Support 
	Perform

	Assist with on-boarding for Contractor resources
	Support
	Perform

	Assist with on-boarding for ODH resources
	Perform
	Support

	Confirm State Project staffing 
	Perform
	Support

	Confirm Contractor Project staffing 
	Support
	Perform


[bookmark: _Toc488235876]Analyze
In this phase, the detailed requirements included in this Supplement will be reviewed against all aspects of the proposed Solution, with potential options to be analyzed.  An assessment of the technical, integration and data migration/conversion requirements in this Supplement will also be part of this phase.  It is expected that some functionality, existing system and processes will need additional requirements analysis and confirmation to determine the most effective implementation options for ODH. Contractor must analyze in more detail, the capabilities of the Solution, best practices, the operating environment, and other available State application tools as they relate to the requirements in this Supplement. Contractor must lead, document and complete the analysis. 
As part of its analysis, Contractor must:
· Review, Validate and Refine Requirements
	Contractor must perform a detailed review and analysis of the requirements provided in this RFP, refine the requirements using Contractor’s information gathering processes, and develop the detailed specifications required to customize and configure the proposed system solution.  
	Contractor must work closely with ODH to develop a comprehensive solution.  The solution must define a thorough application that is organized by discrete functional areas required by this RFP, including any value-added tasks in the Contract’s implementation phase.  The solution must be documented in a ODH-approved format.  
	Contractor is expected to provide qualified and experienced staff to document processes and detailed requirements, and to develop the Deliverables.  Contractor’s solution must ensure a seamless transition with no adverse effect upon ODH or program stakeholders.
	Contractor must thoroughly review, confirm, and validate all requirements specified in this RFP.  In addition, Contractor must work with ODH staff to fully understand the scope, purpose, and implications of each requirement.
· Develop Requirements Specification Document
	Contractor must work with ODH staff to develop a System Requirements Specification (SRS) document in a ODH-approved format.  This SRS document must include functional requirements, technical requirements, business rules and non-functional requirements (e.g., quality attributes, legal and regulatory requirements, standards, performance requirements, and design constraints).  These detailed requirements must be traceable back to the requirements identified in the RFP.  
· Conduct a Gap Analysis
	Contractor must develop a Gap Analysis document that defines the differences between the approved SRS requirements and Contractor’s system and identifies strategies for reconciling these differences.
· Develop Requirements Traceability Matrix 
	Contractor must work with ODH to provide and maintain, as mutually agreed upon, a Requirements Traceability Matrix to track all requirements specified in the RFP and SRS.  This matrix will be used throughout the project to ensure the system solution meets the approved requirements and components operate together seamlessly. 
	The matrix must also include traceability from the requirements forward to the test cases developed for system and user-acceptance testing.
· Develop Detailed Systems Design Document
	Based upon the approved SRS and Gap Analysis documents, Contractor must prepare a detailed System Design Document (SDD).  The SDD must define the design and the complete architecture of the system.
	All elements of the SDD must be traceable back to the requirements defined and documented in the SRS and Gap Analysis documents.  They must also trace forward into actual implementation components and test cases.
In addition, Contractor must analyze impacts to the integration points with external systems. 
Contractor is also required to completely document and clearly indicate all changes to ODH’s original functional requirements outlined in Section 3 and business processes.
The following provides, at a minimum, the list of deliverables expected in the Analyze phase:
[bookmark: _Toc476675618][bookmark: _Toc478378355][bookmark: _Toc13576069]Requirements, Functionality Gap & Business Process Change Report
· Definitive Technical and Integration Requirements
· Definitive Data Load/Conversion Requirements
· Requirements vs. Functionality Gap Analysis & Business Process Change Inventory
· Definitive Business Requirements and Requirements Traceability Matrix
· Detailed implementation and Deployment work plan & schedule 
· Systems Design Document
Contractor is required to perform and successfully complete, at a minimum, the following activities: 
	Key Tasks
	State
	Contractor

	Review requirements & system functionality
	Support
	Perform

	Identify workshop participants and send invitations with sufficient lead time
	Perform
	Support

	Conduct requirement workshops (may include DRPs)
	Support
	Perform

	Identify gaps/ Business Process Changes
	Support
	Perform

	Identify integration/conversion points
	Support
	Perform

	Document all decisions made as a result of the analysis of requirements vs. Solution functionality
	Support
	Perform

	Provide functional impacts on external systems
	Support
	Perform

	Define technical environment requirements for the project from design through deployment and run. This includes any components or tools required to support development, test, configuration management, etc.
	Support
	Perform

	Complete and document definitive technical and integration requirements
	Support
	Perform

	Complete and document definitive data load/conversion requirements
	Support
	Perform

	Create Requirements Traceability Matrix (RTM)
	Support
	Perform

	Create Customization Tracking Database (if applicable)
	Support
	Perform



The Analyze Checkpoint must be successfully completed prior to beginning the Design phase. This includes ODH’s acceptance of all deliverables due to date per the project schedule. A validation of the scope and schedule for the remainder of the Project will also be completed at the Analyze Checkpoint.
[bookmark: _Toc488235877]Design
From the decisions made during the Analyze phase, Contractor must prepare implementation strategies and recommendations for State confirmation and direction; prepare an overall “To-Be” architecture and system blueprint reflecting the finalized and approved solution components; and provide a detailed implementation plan for fully deploying the Solution blueprint to a production status. Ultimately, a detailed Project Plan will be required at this stage to be completed by Contractor and approved by ODH. 
Contractor must create and maintain Functional Designs for the Solution. Functional Designs contain data, business and security impacts and includes integration points to external systems.
During and thereafter, Contractor is required to provide, at a minimum, the following deliverables:
[bookmark: _Toc506371307][bookmark: _Toc506371614][bookmark: _Toc506371650][bookmark: _Toc13576070]Overall “To-Be” Architecture & System Blueprint
· Functional Design Document
· Production/Service Design & plan
· Technical/Integration Design & Plan
· Conversion Plan Containing List of Systems/Data Being Converted
· Conversion Acceptance Criteria
· Functional Testing Plans/Scenarios & Procedures
· System Performance Testing Plans & Procedures
· Integration Testing Strategy & Plan
· Integration Acceptance Criteria
· Detailed Work Plan
· Production/Service (Configured System) Acceptance Criteria
The following provides a minimum list of tasks to accomplish the above deliverables:
	Key Tasks
	State
	Contractor

	Create Functional Designs according to the requirements
	Support
	Perform

	Design Production environment to specs
	Support
	Perform

	Design Test environment to specs
	Support
	Perform

	Validate or design business processes
	Support
	Perform

	Design integrations and interfaces
	Support
	Perform

	Design data load/conversion points
	Support
	Perform

	Create System Test, UAT, and ORT strategies 
	Support
	Perform

	Design/develop testing scenarios and scripts
	Support
	Perform

	Update Requirements Traceability Matrix with design and configuration cross references
	Support
	Perform

	Classify new data introduced in the system to identify data elements that need to be added to the list of confidential and sensitive data
	Perform
	-

	Create and update the Security Designs for the solution.
	Support
	Perform

	Create Deployment Plan
	Support
	Perform

	Create Detailed Work Plan for Deployment
	Support
	Perform



Contractor must also identify any other needs and recommendations for Project Management per the requirements outlined in this Supplement.
A Design Checkpoint must be successfully completed prior to beginning the Build phase. This includes ODH’s acceptance of all deliverables due to date per the project schedule. A validation of the scope and schedule for the remainder of the Project must also be completed at the Design Checkpoint.
[bookmark: _Toc488235878]Build 
In this phase, Contractor must complete setup, configuration, customization, and necessary integrations and conversions based on the functional designs and decisions made in the Analyze and Design phases.  The Build process is iterative. For each release of functionality or series of functionalities, Contractor is expected to make calibrations to the Solution until it fully satisfies ODH’s business/functional and technical requirements. This process must include preparing and delivering test scripts (automated wherever possible) which must be utilized by ODH to support regression testing required during the Project and following implementation.
As part of the Build Phase, Contractor must:
· Customize and Configure the Solution
	Contractor must install, customize and configure a solution in development; test and production environments per the approved detailed SDD developed during this task, and must be consistent with the agreed upon standards.  This also may include implementation of commercial off the shelf and third-party products as appropriate. 
· Develop interfaces
	Contractor must develop application interfaces required to communicate with ODH, LHDs, Ohio agencies and external vendors systems, including the ability to import/export data via national standards, and other external entities.
· Unit Test the solution
	Contractor must unit test the modules of the solution including interfaces.  Defects that arise during unit testing must be resolved prior to initiating the System Test.
	Contractor is required to submit a written Unit Testing Statement to ODH describing the scope of the testing, affirming that unit testing has been successfully completed, and including the date when testing concluded.
During and thereafter, the following deliverables, at a minimum, are required:
[bookmark: _Hlk507135145][bookmark: _Toc13576071]Go-Live Readiness Assessment
Go-Live Readiness Assessment must be prepared to ensure implementation has been planned out and communicated to stakeholders within communication plan with sufficient due diligence undertaken before project proceeds.
Contractor must provide GO-LIVE assessment evaluating overall readiness of system deliverables meeting business stakeholders’ expectations for success.  Assessment will enable stakeholders to measure success position for accepting deliverables within expectations scoped. within project.  Stakeholders must approve the following considerations for transition into new operating environment.
· Documented and approved closure of all identified business processing gaps within project scope. {Section 4.3.3 Design}
· Documented and approved closure of all identified business processing failures during user acceptance testing.  {Section 4.3.6 Testing}
· Documented and approved of backup alternative(s) on event of process failure, mitigation strategies for resolution. {Section 6.17 Environment Management}
[bookmark: _Toc13576072]Built and configured Training, Test and Production environments 
The following tasks are to be, at a minimum, performed by responsible parties in this phase:
	
Key Tasks
	State
	Contractor

	Build and Unit Test the Solution Production environment as applicable
	Support
	Perform

	Build and Unit Test Customizations as applicable 
	Support
	Perform

	Build and Unit Test updates to Production Environment (i.e. interfaces, print, security services, and network infrastructure)
	Support
	Perform

	Build Test Environment(s) 
	Support
	Perform

	Build Training environment, if necessary
	Support
	Perform

	Create Assembly Test and Performance Test conditions, scripts, and scenarios
	Support
	Perform

	Integrate systems according to plan & create required interfaces (as applicable)
	Support
	Perform

	Support all environments, including patches and fixes
	Support
	Perform

	Create Deployment and Stabilization Plan and tools (readiness criteria, critical path, and cutover activity list). 
	Support
	Perform

	Create or develop agency Go-Live readiness assessment and recommend preparation actions
	Support
	Perform


	
[bookmark: _Toc488235879]Load Data
There are several approaches that will be considered for the data migration process.  Regardless of the approach used, it will be a collaborative effort between Contractor, ODH staff, and, potentially, the incumbent contractor or another third party.  ODH will take responsibility for ensuring that appropriate data is available for loading. Data will be made available in a mutually agreed upon format to Contractor or other third party.  Contractor is responsible for all necessary tasks to successfully load the data in their system, including providing the following: 
· A file layout that must be used for the mapping effort 
· Supporting documentation to ensure that the file layout must be interpreted accurately
· Subject matter experts who must respond to questions not answered by file documentation, for example, specific Mapping questions.  
All data stored by Contractor, including any archived data managed by Contractor, must be fully accessible and searchable by the authorized users/ODH testers. 
ODH must approve any changes to data being imported and must approve proposed mapping and population documents.  ODH will also participate in data verification and must be given access to both test and production systems to verify that data has been loaded accurately.
· Develop Data Load and Validation Plan
Prior to loading start-up data, Contractor must provide a Data Load and Validation Plan for ODH approval.  Contractor must address the following within the Plan:
· Contractor must include a strategy and process for mapping and loading the identified data including verifying that the data which is imported completely and accurately reflects the source data.
· Contractor must provide detailed data mapping documentation including data conversion rules (if applicable), field mappings, issues that may be encountered and proposed remedial actions to be taken during start-up processes.
· Contractor must establish rules to resolve data issues. 
· Contractor must plan to develop and implement methods to correct erroneous data as required by ODH. 
· Load and Validate Data – Test 
Contractor must load start-up data by performing at a minimum the following activities:  
· Contractor must perform a pre-start-up load test designed to verify that the data load programs are reliable and the data load accurately reflects the source data and report the Data Load Test Results to ODH.  This will be accomplished through the review of both targeted and randomly-selected records.
· Contractor must use both reconciliation reports and visual inspection to ensure the data mapping and load process completely imports the start-up data.  
· Once Contractor certifies that the tests are successful, and ODH reviews reports and data and approves Contractor’s test results, Contractor may execute the start-up data load in a full-sized test region.
· Contractor is responsible for ensuring that data mapping is correct and for populating the data per ODH-approved specifications. 
· Contractor must verify that imported data completely and accurately reflects the source data. 
· Contractor must provide a load and/or update method (as applicable) for records that must be loaded from files provided by the incumbent vendor and for records that must be corrected. Any load or correction volume that would require more than 8 hours of manual updates by one user must be handled via a file load process.
· Load and Validate Data - Production
Contractor must provide a Data Load Production Results document that provides data load statistics for all phases of start-up.  The document’s format must be mutually agreed upon by Contractor and ODH during the start-up planning effort.  ODH and its designees must be able to independently access and view start-up data in the production system to verify accurate and complete start-up load.
[bookmark: _Toc13576073]Data Load Deliverables 
· Data Load and Validation Plan;
· Data Load Test Results; and
· Data Load Production Results.
[bookmark: _Toc488235880]Testing 
The Test phase will check for all aspects of the Solution including, but not limited to, its functionality, performance, integration, and conversion of the relevant data. Test scenarios and scripts along with clear procedures must be prepared and available for each iteration of testing. Since the Solution could be deployed iteratively, it is important to note all functionality deployed to date will need to be tested to ensure the integrity of an integrated Solution.
Offeror Note: Contractor is accountable for all activities associated with System Test while the State will participate in these activities. The State is accountable for UAT Test execution, while Contractor will be responsible for test preparation, management and tracking of UAT activities.
Contractor, along with ODH resources when appropriate, must execute System Test, support User Acceptance Testing (“UAT”), and support Operational Readiness Test (“ORT”). System Test focuses on the customizations, configurations, workflow and integrations. Test conditions and test scenarios to be included in the System Test must be mutually agreed upon by Contractor and ODH. These scenarios will be based on an analysis of the requirements, changes, and modifications that are approved for implementation.
Once configured, Contractor’s system must be subjected to integrated system testing to be coordinated with appropriate ODH staff.  At a minimum, Contractor must perform the following activities during this phase:
· Develop System Test Plan
Contractor must develop a System Test Plan with ODH that includes, at a minimum, the following:
· Scope of the testing (i.e., new functionality testing, regression testing, load testing and balancing) that clearly describe how the system functions, features, performance and interfaces must be fully tested; 
· A comprehensive set of test cases, scripts and scenarios developed with ODH and its designees;
· Inputs to the test, the steps and procedures in the testing process, timelines and the expected results;
· A description of the defect identification and resolution processes to be executed during the system test.
· A description of Contractor and ODH staff roles and responsibilities during testing execution; and 
· An indication of all ODH and other partner resources needed;
· Execute System Testing
Contractor must test all system functionality, including all interfaces that will be used with the solution. System testing must occur in an established test environment that mirrors Contractor’s production environment.  To complete the System Test, Contractor must perform the following with ODH, and other partner staff as required by ODH:  
· Execute the System Test Plan;
· Work with ODH staff to function as system users during system testing;  
· Work with ODH to evaluate and validate all test outcomes;
· Provide system output and test outcomes to ODH as requested;
· Analyze and evaluate performance of all systems, telecommunication networks, hardware, and software;
· Perform all system modifications required to ensure system performance meets approved performance requirements;
· Document and resolve any errors encountered during system testing; if major defects are found during system testing, the entire test script must be re-initiated and the test period must begin again (e.g., a major defect is anything that stops the system/application from functioning or fails to deliver required functionality). Depending on the nature of the defect, related scripts may need to be re-initiated as well; and
· Provide adequate staff dedicated to testing support and problem resolution while the test is in progress.
Contractor must provide ODH access to Defect and Resolution documentation as accumulated during system testing.
· Document System Test Results
Contractor must include a summary of the results of the System Test and provide any system recommendations in the Systems Test Results Document.  Contractor must provide access to:    
· Sufficient information to validate that the System Test has been successfully executed in accordance with the approved System Test Plan and that the tests performed adequately meet the approved requirements; and  
· All defects encountered during the System Test and their resolutions.  
If test execution and/or results are deemed unacceptable by ODH, Contractor must make modifications to appropriate systems and repeat the testing and approval process.  Contractor is required to submit a written System Testing Statement to ODH affirming that System Testing has been successfully completed.  ODH must document the scope and duration of the test.
· Contractor Deliverables List
[bookmark: _Toc13576074]System Testing Execution 
This deliverable includes the following:
· System Test Plan
· System Test Results Document; and
· System Testing Statement certifying that system testing was successfully completed.
UAT verifies the usability of the new processes and ensures that the system meets the needs of the organization and the end user. UAT leverages System Test Scripts and is executed by State resources. A key objective of UAT is to facilitate an understanding of the technology and the business change being implemented. 
The User Acceptance Testing (UAT) must verify the full technical and functional usability of the system. 
Contractor’s responsibilities include managing and supporting a UAT region and working with ODH to ensure that system processes must be run in a way that promotes efficient and accurate testing. At a minimum, the activities of this task must include the following:
· User Acceptance Testing Plan 
	Contractor must assist ODH to develop a UAT Plan that includes, at a minimum, the following:
· Scope of the testing (i.e., new functionality testing, regression testing, load testing and balancing) that clearly describe how the system functions, features, performance and interfaces must be fully tested; 
· A comprehensive set of test cases, scripts and scenarios developed with ODH and its designees;
· Inputs to the test, the steps and procedures in the testing process, timelines and the expected results;
· A description of the defect identification and resolution processes to be executed during UAT.
· A description of Contractor and ODH staff roles and responsibilities during testing execution; and 
· An indication of all ODH resources needed;
Contractor and ODH must mutually agree to the duration for developing the test plan.
· Provide Support during State-conducted User Acceptance Testing 
During UAT, State staff and Subject Matter Experts trained by Contractor will test the system to validate that the functionality, features, performance and interfaces meet approved requirements.  
Contractor must monitor and support UAT in the following ways:
· Train all designated staff for successful execution of UAT;
· Provide required system data, files and processes to execute the UAT (the UAT test region must be a fully-populated, production-sized region with all interfaces built as for production and agreed-upon scheduled processes that will mimic production as closely as needed for successful testing);
· Analyze and evaluate performance of all systems, telecommunication networks, hardware, and software;
· Support ODH’s evaluation of all UAT outcomes; 
· Track and repair all defects encountered by ODH during UAT.  If major defects are found during UAT, a set of test scripts or the UAT Plan may need to be re-initiated (e.g., a major defect is anything that stops the system/application from functioning or fails to deliver required functionality). Depending on the nature of the defect, related scripts may need to be re-initiated as well;
· Perform all system modifications required to ensure system meets approved requirements;
· Provide adequate staff dedicated to UAT support and problem resolution while the test is in progress.
· Document User Acceptance Testing Outcome
ODH will summarize the results of the User Acceptance Testing.  Contractor must review the results and provide any system recommendations in the User Acceptance Testing Recommendations Document.  Contractor must provide access to:    
· Systems information to validate that the User Acceptance Testing has been successfully executed in accordance with the agreed upon User Acceptance Testing Plan; and  
· All defects encountered during User Acceptance Testing, and their resolutions.  
If test results are deemed unacceptable by ODH, Contractor must make modifications to appropriate systems and the testing and approval process must be repeated.  After User Acceptance Testing, Contractor must provide a written User Acceptance Testing Statement certifying that UAT was successfully completed.
[bookmark: _Toc13576075]UAT Testing Support
This deliverable includes the following:
Management of Test Environment and appropriate batch processes
User Acceptance Testing Recommendations Document; and
User Acceptance Testing Statement certifying that UAT was successfully completed.
Assembly Test verifies that the technical architecture works together as planned and tests that all modules were migrated appropriately. The objective of the Assembly Test is to verify that related components function properly when assembled into an overall system.
Performance Tests will establish a baseline of acceptable response times.
Performance requirements. The tests are conducted under a practical proportion of expected transactions and user volumes to mimic real-world usability. The sample is based upon mocked up data entered the solution. The number, frequency, and concurrency of online user transaction load must be defined using the most recent functional team estimates of activity available at the time of test preparation. The estimates must be based on enterprise-wide usage.
ORT includes end-to-end testing of processes and technologies and will be executed by State members of the Project team. ORT will be conducted during a specific time before Go-Live.
The State will be able to conduct a Security scan that includes manual testing of the system using client-side code, analysis and loading maliciously formatted inbound interface files, or the Contractor will be required to supply an industry standard security report per ODH requirements.
Contractor must recommend a Test-Moves-to-Production strategy as appropriate for their solution’s environment(s). Contractor must demonstrate to ODH that the strategy allows for the development and testing of a migration process and checklist, as well as an assessment of timing and any mitigation or resolution of any issues related to timing.
Throughout the Project duration, if a testing or production incident is due to errors, omissions, documentation inconsistencies, or bugs in an “in-scope” environment, supported server, or “in‐scope” software element licensed by a Third Party to ODH, Contractor must assist ODH by referring such incident to the appropriate Third-Party entity for resolution and coordinating with the Third-Party contractor, as appropriate, to help minimize ODH’s role in problem management.
Contractor must develop and prepare weekly status reports to monitor the progress of each test phase. The status reports must contain sections for condition creation, script creation, script execution, issue identification and resolution, and defect identification and resolution.
Contractor must, to the extent possible, implement measures to help avoid unnecessary recurrence of incidents, by performing root cause analysis and event correlation for items discovered during testing/validation activities.
[bookmark: _Toc13576076]Collection of Documented Test Results 
Contractor must collect scenarios and report testing results from test activities focused on findings and recommendations differentiated by levels of severity.  Include pertinent information from test plan and present detail on identifiable method.  Tables created must display metrics and use examples to demonstrate problem areas.  
Data analyses must be performed on all testing activities depending on metrics identified in test plan.  Contractor must provide and report on testing analytics based on quantitative and qualitative data collected.  Contractor’s test report must include background summary, methodology, test results, findings and recommendations.  ODH is expecting the following reports at a minimum and open to additional Contractor recommended reports.
· Background Summary - What, where, when, and was tested with brief description of problems encountered, worked well. {Section 4.3.6 Testing}

· Methodology of testing – details on how enabling re-testing. {Section 4.3.6 Testing}

· Test Results - Include analysis of what facilitator and data logs record. Describe tasks having highest and lowest completion rates.  Provide summary of successful task completion rates by task, and average success rate by task and showing data in table. Follow same model for all metrics and depending on metrics collected provide following: {Section 4.3.6 Testing}

· Number and percent of participants completing each scenario, and all scenarios. 

· Time taken to complete each scenario for those who completed scenario.

· Satisfaction results.

· Participant comments can be included if they are illustrative.

· Findings and Recommendations - List findings and recommendations using all data.
[bookmark: _Toc13576077]Test Completion Checkpoint Successfully Completed Prior to Beginning the Deploy Phase. 
This includes ODH’s acceptance of all deliverables due to-date per the Project schedule.


The following lists the minimum set tasks performed during the Test phase.
	Key Tasks
	State
	Contractor

	Develop and maintain test data repositories as agreed appropriate
	Support
	Perform

	Manage and track System /Regression Test, UAT, and ORT
	Support
	Perform

	Execute System / Regression Test and document results
	Support
	Perform

	Execute UAT
	Perform
	Support

	Document UAT results
	Support
	Perform

	Execute ORT
	Perform
	Support

	Document ORT results
	Support
	Perform

	Prepare for and execute Security Test
	Perform
	Support

	Prepare for and execute Assembly Test
	Support
	Perform

	Prepare for and execute Performance Test
	Support
	Perform

	Support Functional Team Testing
	Support
	Perform

	Conduct Test Moves to Production
	Support
	Perform

	Create the Deployment and Stabilization Plan
	Support
	Perform

	Develop, update and maintain a migration checklist
	Support
	Perform

	Prepare for final Move to Production
	Support
	Perform

	Prepare for and execute Assembly Test
	Support
	Perform

	Prepare for and execute Performance Test
	Support
	Perform

	Support Functional Team Testing
	Support
	Perform

	Conduct Test-Moves-to-Production
	Support
	Perform


[bookmark: _Toc488235881]Implement
The implementation of Contractor’s system occurs within this task.  At a minimum, Contractor activities of this task include the following:
· System Implementation Plan
The System Implementation Plan must demonstrate to ODH how Contractor will deploy the system.  The plan, at a minimum, must detail Contractor’s approach for coordinating the following:
· Technical preparation and system changeover activities;
· Development of an implementation activities checklist; and
· Deployment schedule.
· System Implementation Certification
Contractor must provide a written System Implementation Certification Statement that certifies that the system is ready for implementation.  The Certification Statement must confirm:
· Training is complete; 
· All system and user acceptance testing is complete;
· The production environment has been prepared in accordance with Contractor’s requirements; and
· All user and system supports are in place.
· All Security measures are in place.
Upon acceptance of the System Implementation Certification Statement by ODH, Contractor may promote the system to a production environment to initiate the performance period defined in Attachment 4, Standards of Performance and Acceptance.
· Present System for Final Acceptance
Upon completion and acceptance of the Implementation, and successful completion of the performance period as defined in Attachment 4, Standards of Performance and Acceptance, Contractor must present the system to ODH for acceptance.  The system presented for final acceptance must account for all required functionality, features and performance requirements.
· Documentation
Contractor must develop and provide all System and User Documentation at the time the system is presented for final acceptance.  Contractor must provide electronic copies of the documentation for the system in a format that allows ODH to create electronic references to the documentation from its policy and procedure documentation.  The documentation must include all manual and system processes and procedures.
[bookmark: _Toc13576078]Implementation Deliverables List
System Implementation Plan;
System Implementation Certification Statement;
System and User Documentation; and
Performance Period Final Report
[bookmark: _Toc488235882]Training Development and Training Deployment Plans
Contractor must provide ODH with training and materials on Contractor’s systems and processes.  ODH will provide training sites for Contractor’s use.  
Contractor must support training of a core team (no more than ten staff) representing all user roles and system functions. Training must include use of the system as customized for ODH.
As part of this phase, Contractor must work with ODH staff to:
· Develop Training Plan
Contractor must create, maintain and update, as required, the approved Training Plan. The Training Plan must include:
· An overview of training methodology that includes train-the-trainer;
· Training courses or modules and associated objectives and competency descriptions, including the format and content of all training material to be developed by Contractor;
A training schedule that identifies how users must complete their training. This must be a combination of in-person training, online training modules, video and other electronic training methods. The schedule must specify the number of training encounters, the type of encounter (i.e. web, classroom, etc.) and the length of each encounter. It must also distinguish between the types of users being trained.  In-person training sessions may be conducted regionally in each of Ohio’s eight Public Health Emergency Preparedness and Health Care Preparedness regions.  
· Definitions for any special conditions (infrastructure items, user ID requests, etc.) required for the training environment.
The Training Plan must identify and minimize any potential impact to ongoing business operations.  Training must be scheduled in a way that addresses needs of specific user groups and allows agency business functions to continue.  
Training must be coordinated with ODH staff to ensure that training meets the objectives and for performance support once trainees complete training. Contractor must also work with ODH throughout the life of this Contract to ensure that Training Materials remain up to-date and that trainers understand any system changes.
· Develop Training Materials
Contractor must develop all Training Materials in an electronic format.  All training materials must be reviewed and approved by ODH prior to the start of training. 
Contractor must provide all training material including, at a minimum separate end-user and system administrator training manuals and detail data dictionary.
Contractor must provide all electronic source documents and graphics used in the development of training documents such as manuals and presentations.
· Conduct Training
Training must be implemented in accordance with Contractor’s approved Training Plan. 
Contractor must conduct and coordinate training of core ODH users and training staff. 
Contractor must provide subject-matter expert resources to respond to questions from ODH staff as training is rolled out to all users.
Upon completion of all ODH training, Contractor must submit a written Training Completion Statement certifying that all training has been completed and identifying direct training and support provided.
With ODH input, Contractor must develop evaluations to assess the effectiveness of training. Once evaluations are complete, Contractor must review and analyze evaluations and determine whether further changes to training materials or methodology are warranted.
· Contractor Deliverables List
Deliverables to be produced by Contractor include the following:
· Training Plan;
· Training Materials; and
· Training Completion Statement certifying training has been successfully completed.



	Key Tasks
	State
	Contractor

	Determine Training Approach/Methodology
	Support
	Perform

	Create Overview Course Curriculum/Descriptions
	Support
	Perform

	Create and Manage Training Development workplan
	Support
	Perform

	Create and Manage detailed course outlines 
	Support
	Perform

	Build End-User Training materials
	Support
	Perform

	Build end-user and system administrator training manuals 
	Support 
	Perform

	Create and manage training environments sufficient to support the overall training effort
	Support 
	Perform

	Create and Manage Training Deployment Plan
	Support
	Perform

	Review and Approve Final Training 
	Perform
	Support

	Conduct Train-the-Trainer sessions
	Support
	Perform

	Create, distribute, and analyze training evaluations
	Support
	Perform



[bookmark: _Toc13576079]Training Development and Deployment Plans
Contractor must develop and deliver training plan (Section 4.3.8) with ODH approval, coordinated with deployment plans to establish procedures to plan, develop, implement, and maintain training program and curriculum.  Business process scenarios are required for each programs’ operating activities for foundation of testing and training plan.  
Training plan encompasses business case development, training objectives with expected learning outcomes, content & instructional design, access, training materials, knowledge transfer, evaluation of effectiveness, and continuous improvement.  
Deployment plan of solution must support coordination with environments for testing, user acceptance testing for transition to live operating environment.  
Transition to Operations
During this task, transition of the system operations must occur. At a minimum, Contractor must successfully complete the System Implementation and then Contractor and ODH will assess the operational readiness of all required operations components.  This will result in the establishment of the operational production environment in which all processes must be accurately and reliably executed.  During the operational readiness assessment, Contractor must demonstrate at a minimum that the data center, assigned staff, documentation of processes and procedures, reporting schedules, stakeholder training, supports (e.g. help desk) and system are in place and ready for operations.	
[bookmark: _Toc13576080]Go-Live Deliverables
Knowledge transfer/transition to authorized ODH users who will manage user-customized functionality
Agency Go-Live Assessment documentation, including documentation for production schedule SLAs and interface coordination 
Fully developed, tested, and State-Accepted functionality in non-Production and Production environments per Project’s functional release schedule
The minimum set of tasks and activities to be performed during the Implement phase include the following:
	Key Tasks
	State
	Contractor

	Execute required data conversions or migrations as applicable.
	Support
	Perform

	Perform required data matching activities and error reporting as applicable.
	Support
	Perform

	Document data issues and provide to ODH for resolution as applicable.
	Support
	Perform

	Compile and maintain solution issue lists
	Support
	Perform

	Produce an end-to-end final validation of the operational architecture and corresponding operational documentation for the upgraded and implemented modules
	Support
	Perform

	Conduct quality and progress reviews with appropriate State personnel
	Support
	Perform

	Develop, and thereafter maintain and make available to ODH, a knowledge base of documentation gathered throughout the Project’s life and allow for re‐use of such for future Project Phases or upgrades.
	Support
	Perform

	Execute agency Go-Live Readiness action plan prepared during Build
	Support
	Perform



[bookmark: _Toc488235883]Project Implementation Completion Phase
The completion of Initial State Release constitutes the completion of the Project implementation. At the successful completion of the Initial State Release, Contractor must perform a final knowledge transfer to ODH. In general, this knowledge transfer must include, at a minimum, the following work products as a deliverable:
[bookmark: _Toc13576081]Knowledge Transfer Deliverable
Final Requirements Traceability Matrix for the Project as Implemented
A list of all customizations and components as implemented
Detailed System Test Cases and Demonstration of Successful Completion of Same
Detailed Performance Testing Results 
Completion of final State User Acceptance Testing and an affirmation of same by ODH
Final Operational Readiness Testing Results and an affirmation of same by ODH
Complete User and System Administration Documentation that represent the system as implemented
Contractor understands that ODH’s acceptance of each production release prior to State acceptance of the final release does not represent or indicate that ODH has accepted the Solution in full.  ODH’s final acceptance of the system is conditional upon a successful Performance Period defined herein and in Attachment Four, Part Five: Standards of Performance and Acceptance.  Upon the successful completion of the Performance Period including the final production release, Contractor must present the production release of the Solution to ODH for acceptance by submitting a system certification letter.  
During each Performance Period Contractor must:
· Provide personnel with the requisite skills and experience levels in the solution to answer questions that ODH may have, provide Tier 1 help desk services for system users and provide Tier 2 and 3 level support for system and system use issues;
· Address any software defects, gaps, omissions or errors that are discovered in Contractor’s work as they pertain to operation in a production environment;
· Resolve any performance, compatibility or configuration issues that arise after of migration of Contractor’s work to a production environment; 
· Document any relevant changes to operational, configuration, training, installation, commentary or other documentation after migration to Contractor’s work to a production environment; and
· Provide personnel with the requisite skills and experience levels in the solution to perform production issue triage, root cause and remedy analysis and wherever possible propose workarounds, fixes, patches or remedies (code-based, procedural or environmental) required to successfully operate the Solution in a production environment.
If the production release of the Solution fails the Performance Period, Contractor will be in default and ODH may apply the remedies available to it under the Contract.  
The above process applies to each production release agreed to by both parties and as defined in the Contract.
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ODH requires any request for any change in Services or Project Scope must be in writing; this includes requests for changes in project plans, scope, specifications, schedule, designs, requirements, Service deliverables, software environment, hardware environment or any other aspect to the work. Contractor will not be obligated to perform tasks related to changes in time, scope, cost, or contractual obligations until ODH and Contractor agree in writing to the proposed change in an amendment to this ordering document and/or applicable exhibit(s).  ODH provides suggested change management process and required form to be incorporated in offer’s proposal.
4.4.1. Outline Suggestion for Change Management Process
[bookmark: _Toc456598586][bookmark: _Toc456600917][bookmark: _Toc494193639][bookmark: _Toc133654187][bookmark: _Toc523878297][bookmark: _Toc436203377][bookmark: _Toc452813577][bookmark: _Toc105907879][bookmark: _Toc106079189][bookmark: _Toc106079514][bookmark: _Toc106079783][bookmark: _Toc107027559][bookmark: _Toc107027769]ODH is providing offerors a suggested change management process, at a minimum, to incorporate in their response to provide reassurance to ODH leaders and stakeholder that a delivered solution will include all necessary processes to facilitate acceptable project changes.  These changes would include original scope, resources, duration, costs, licenses, services, and support fees.  All such mentioned changes must provide a fiscal justification of impact and benefit before consideration by ODH and DAS management, with signatures of approval.  
Change Management Form- Exhibit 3
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The Change Management Plan documents and tracks the necessary information required to effectively manage project change from project inception to delivery.
The Change Management Plan is created during the Design Phase of the project. Its intended audience is the project manager, project team, project sponsor and any senior leaders whose support is needed to carry out the plan.
[bookmark: _Toc494193648][bookmark: _Toc133654189]4.4.3. Change Management Process
[bookmark: _Toc494193654][bookmark: _Toc494193655]The Change Management Process establishes an orderly and effective procedure for tracking the submission, coordination, review, evaluation, categorization, and approval for release of all changes to the project’s baselines.


[bookmark: _Toc133654190]4.4.4. Change Request Process Flow Requirements
	Step
	Description

	Generate CR
	A submitter completes a CR Form and sends the completed form to the Change Manager

	Log CR Status
	The Change Manager enters the CR into the CR Log. The CR’s status is updated throughout the CR process as needed.

	Evaluate CR
	Project personnel review the CR and provide an estimated level of effort to process, and develop a proposed solution for the suggested change

	Authorize
	Approval to move forward with incorporating the suggested change into the project/product

	Implement
	If approved, make the necessary adjustments to carry out the requested change and communicate CR status to the submitter and other stakeholders
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4.4.5. Change Management Log
Contractor must maintain a change management log throughout the duration of the Project. 


The log must include the following information:
	Element
	Description

	Date
	The date the CR was created

	CR#
	Assigned by the State Manager

	Title
	A brief description of the change request

	Type
	Description of what the change is affecting (see chart on the following page)

	Description
	Description of the desired change, the impact, or benefits of a change must also be described

	Submitter
	Name of the person completing the CR Form and who can answer questions regarding the suggested change

	Phone
	Phone number of the submitter

	E-Mail
	Email of the submitter

	Product
	The product that the suggested change is for (if applicable)

	Version
	The product version that the suggested change is for (if applicable)

	Priority
	A code that provides a recommended categorization of the urgency of the requested change (High, Medium, Low- see chart below)

	Status
	The progress status that the change follows (see chart on the following page)


[bookmark: _Toc133654192]4.4.6. Evaluating and Authorizing Change Requests
Change requests are evaluated using the following priority criteria:
	[bookmark: _Hlk509910071]Priority
	Description

	High
	Change is needed as soon as possible due to its impact on the Project.

	Medium
	Change will solve problems, repairs, or missing functionality.  This change can be scheduled.

	Low
	Change will lead to improvements, changes in workflow, or configuration.  This change can be scheduled.





Change requests are evaluated and assigned one or more of the following change types:
	Type
	Description

	Scope
	Change affecting scope

	Time
	Change affecting time

	Duration
	Change affecting duration

	Cost
	Change affecting cost

	Resources
	Change affecting resources

	Deliverables
	Change affecting deliverables

	Product
	Change affecting product

	Processes
	Change affecting process

	Quality
	Change affecting quality



Change requests are evaluated and assigned one of the following status types:
	Status
	Description

	Open
	Entered/Open but not yet approved or assigned

	Work in Progress
	CR approved, assigned, and work is progressing

	In Review
	CR work is completed and in final review prior to testing

	Testing
	CR work has been reviewed and is being tested

	Closed
	CR work is complete, has passed all tests, and updates have been released.
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ODH will provide oversight for the entire Project, but Contractor must provide overall project management for the tasks under this Contract, including the day-to-day management of its staff.  Contractor also must cooperate with ODH in coordinating assignments for ODH staff working on the Project.  Additionally, Contractor must provide all administrative support for its staff and activities.  
The project management methodology used by Contractor must include industry best practices and the functions of the Project Management Knowledge Areas contained in the Project Management Institute’s current Project Management Body of Knowledge (PMBOK). Throughout the implementation of the Project, Contractor must employ ongoing project management techniques to ensure a comprehensive Project Plan is developed, executed, monitored, reported on, and maintained.  
Project Team must contain members that each have at least 36 months’ experience subject matter expertise they are slated to work on.  Additionally, team members must have worked all phases of a project for their field of expertise on at least one (1) project where the offeror’s proposed solution was implemented in a state, federal or local public health department.
Contractor must provide one fulltime Project Manager from Project initiation through the acceptance phase of the Project lifecycle.  This Project Manager must work at Contractor’s primary project site or at a State site, if requested by ODH.  The State anticipates that Contractor’s Project Manager will be on-site once a month, unless otherwise requested by the State.
Contractor must employ the proposed Project Manager as a regular, fulltime employee on the Proposal from Project initiation through the acceptance phase of the Project lifecycle.  Additionally, Contractor’s full-time regular employees must perform at least 30% of the work required to complete the Project. Contractor may use its personnel or subcontractor personnel to meet the remaining 70% of the work.
· Contractor and ODH will conduct a kick-off meeting within 10 business days after the issuance of a Purchase Order.
· Project schedule submitted with Contractor’s proposal must be updated and submitted in electronic and paper form to ODH no later than 30 days after receipt of a Purchase Order.  The revised and accepted Project schedule will become Contractor’s approved plan to implement the solution. The Project Schedule must include planned activities, events and milestones with measurable outcomes.  Contractor must develop the Project schedule using Microsoft Project or another planning/scheduling application agreed upon by both Contractor and ODH.  The schedule must indicate milestones and the duration for each Project task and subtask, define work steps to fully implement the Project, and provide dates when all deliverables will be completed.
Project schedule must be formally updated in conjunction with the reporting requirements throughout the implementation phase of the Project.  Timeline variances must be reported to ODH immediately along with a written strategy detailing how Contractor must ensure the completion of the proposed milestones.  All timeline variances and risk mitigation strategies must be documented in a format approved by ODH. 
· Contractor must assemble its Project team at a location or locations that support the most efficient execution of ODH’s system implementation.  ODH may screen or interview members of Contractor’s Project team prior to their assignment to the Project.  All Project team members must demonstrate skills appropriate to their assigned roles.  ODH may reject any Project team member for business or legal reasons.  Switching any Key Team Members after the Contract award will not be allowed without written approval from ODH.  All personnel proposed as Key Team Members must be dedicated full time on the Project unless otherwise approved by ODH.  ODH reserves the right to require Project team members to work at various locations in Ohio specified by ODH.
· Contractor must establish the site for performing system operations.
Contractor must provide for the acquisition, installation, upgrading, and support of all necessary equipment, hardware and software.  Contractor is responsible for all costs associated with telecommunications services, equipment, hardware, software and data refreshes during the term of the Contract.
· As part of the Project Management Task, Contractor must develop a Communication Plan in concert with ODH to ensure timely and appropriate generation, collection, and dissemination of project information. This includes the communications protocols and procedures for reporting to Project stakeholders regarding project issues, work activities, milestones and deliverables. Contractor must detail its procedure for ensuring effective project management activities, specify all project management activities and responsibilities, and quantify how project progress will be measured and controlled.  
· Contractor must describe the Contract escalation and resolution process for Contract issues, including contact names and contact information.
· Contractor must describe how it will document all phases of the project, including ensuring that all project team members have access to the latest version of all documentation. Contractor must use a Version Control Methodology approved by ODH for revisions made to the various documents required by the RFP.
· Contractor's management approach to the Work must adhere to the following meeting and reporting requirements:
Immediate Reporting - The Project Manager or a designee must immediately report any staffing changes for the Work to the Work Representative (see: Attachment Four: Part Two: Replacement Personnel).
Participate in Status Meetings - The Project Manager and other Work team members must participate in status meetings with the ODH Project Manager and other people deemed necessary to discuss Work issues.  The Project Manager will schedule these meetings, which will follow an agreed upon agenda and allow Contractor and ODH to discuss any issues that concern them.
Participate in Operational Meetings – The Project Manager and other Work team members must participate in operational meetings required for coordination of operational activities supported by the system.
Contractor's proposed format and level of detail for the status report is subject to ODH’s approval.
Weekly Status Reports
During the duration of the project, Contractor must submit a written weekly status report to the ODH Project Manager and other designated ODH staff on a schedule approved by ODH.  At a minimum, weekly status reports must contain the following:
· A description of the overall completion status of the Work in terms of the approved Work Plan;
· Updated Work Plan;
· The plans for activities scheduled for the next 90 days;
· The status of any Deliverables;
· Time ahead or behind schedule for applicable tasks;
· A risk analysis of actual and perceived problems; and
· Significant changes to the Work Plan, if any.
· Contractor Deliverables List
	The deliverables to be produced by Contractor for the Project Management Task must include the following:
[bookmark: _Toc13576082]Project Management Plan
Updated Project Schedule;
Communications Plan;
Version Control Methodology; 
Escalation Plan; and
Status Reports (through acceptance of the Implementation Services).
[bookmark: _Toc13576083]Project Management Approach and Tools
Project management model and tools -- and how it supports rapid development capabilities
Time- and cost-estimating tools
Project- and time-tracking tools
Project maintenance methodology
New-development methodology
Standards enforcement and verification
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[bookmark: _Toc488235886]Offeror Project Manager Requirements:
Contractor must provide, at a minimum, a dedicated Project Manager for the Project. The offeror must include the proposed project manager’s name and biographical information/resume as part of the response. 
	Contractor Role
	Role Description and Responsibilities

	Project Manager
	· Contractor Project Manager (PM) provides Project oversight for Contractor team through completion of the Project.
· Works with ODH Project Manager to create and manage the Project Plan and Schedule
· Manages Contractor Project Team Members
· Manages overall quality and timeliness of the Project deliverables and services
· Manages Project issues and risks
· Acts as the Point of escalation for Project issues
· Collaborates with ODH PM and manages project-specific communications such as risk decisions


[bookmark: _Toc488235887]
Project Management Requirements: Key Tasks
Contractor’s Project Manager is responsible for the coordination and delivery of the Project and must obtain state approval on all integrated work plans and deliverables. 

Additional key project management tasks include the following:  
	Key Tasks
	State
	Contractor

	Ensure project is appropriately staffed
	Support
	Perform

	Apply standard, modern project management principles 
	Support
	Perform

	Implement and maintain a mutually agreed upon project management tool that provides access to all project team members, approved project stakeholders and participants
	Support
	Perform

	Exercise effective change control
	Support
	Perform

	Manage specific task areas to ensure appropriate cross-team communication and delivery
	Support
	Perform

	Collaborate among specific Project dependencies to ensure appropriate cross-Project communication and delivery
	Perform
	Support

	Conduct project meetings, including weekly status meetings and project check points
	Support
	Perform

	Produce weekly project status reports in a form approved by ODH, and provide it at least one business day in advance of the meeting. 
	Support
	Perform

	Adhere to prompt reporting of project issues or changes, including staffing changes
	Perform
	Perform

	Maintain Project document library and collaboration pages and version control
	Support
	Perform

	Ensure documentation of the solutions developed, particularly functional solutions, integrations, and interfaces, in accordance with State-approved standard, professional methods
	Support
	Perform

	At the conclusion of the project, or upon request of ODH, ensure that ODH is provided a readable, comprehensive backup of the document and project libraries
	Support
	Perform



[bookmark: _Toc488235888]ODH Project Manager Support:
The project team is comprised of State staffing and contracted resources. These resources include at minimum an ODH Project Manager (PM) and a State consultant that manage the day to day activities of the project from initiation to successful project completion.  The ODH PM or State consultant assists Contractor in obtaining appropriate State resources and provides continuous support during the Project progress. 
As part of project planning, The ODH project manager will provide Contractor with a RACI describing ODH project manager areas of responsibility.  The ODH Project Manager will also perform the following:
· Serve as an advocate for ODH’s Business Sponsor(s) throughout the Project to ensure that the proposed solution meets the ODH’s business requirements.
· Oversee all aspects of the deployment of the new system including business process alignment with ODH’s future state, enterprise readiness and managing user acceptance testing. 
· Coordinating with trading partners (including ODH systems) as required for any technical work required in terms of data loads, conversion and interfaces.
[bookmark: _Toc488235889][bookmark: _Toc19785293]Offeror Project Team Requirements
[bookmark: _Toc488235890]Key Project Team Roles and Responsibilities
The following table identifies key Contractor roles and responsibilities that are deemed critical to the success of the Project and are required to be full time and dedicated only to this Project. The offeror, as part of their proposal, is required to identify these key positions and may also include other designated positions for support of the Project. At a minimum, Contractor’s staffing plan must include names and biographical resumes for all Key Roles and positions, including the project manager. If the offeror deems appropriate and ODH agrees, some roles may be filled by a single resource.
	Contractor 
Project Team Role
	Project Team Role Description and Responsibilities

	Functional Lead(s)
	· Works with Contractor’s and the State’s Project Manager and teams to identify, project, coordinate, and implement tasks, risks, issues, time estimates, and all other relevant Project activities through completion of the Project in all areas of Contractor’s solution functionality
· Coordinates functional requirements reviews, validation, and mapping to Contractor’s Solution functionalities
· Coordinates systems functionality testing, and verifies traceability to the originating requirements
· Coordinates systems integration testing, and verifies integration accuracy
· Coordinates systems custom development testing, and verifies custom development and functionality accuracy
· Leads Contractor’s efforts in all functional areas of the Solution 
· Manages the overall quality and timeliness of deliverables in the impacted functional areas
· Serves as an expert resource to mitigate or resolve Project issues and risks 

	Technical Lead(s) 
	· Works with Contractor’s and the ODH’s Project Manager and teams to identify, project, coordinate, and implement system’s technical related tasks, risks, issues, time estimates, and all other relevant Project activities through completion of the Project in all areas of Contractor’s solution functionality
· Coordinates technical requirements reviews, validation, and mapping to Contractor’s solution technical specifications
· Manage design, development, testing and deployment of system interfaces, data conversions, workflows and other custom objects (RICEF-W)
· Leads Contractor’s efforts in all technical areas of the Solution 
· Manages the overall quality and timeliness of deliverables in the impacted technical areas
· Serves as an expert resource to mitigate or resolve Project issues and risks
· Manage technical team resources including technical architecture, database administration and infrastructure management supporting the Project
· Manage design, development, testing and deployment of system interfaces, data conversions, workflows and other custom objects (RICEF-W)
· Plan for and manage Performance Testing activities

	Operations Lead
	· Manage daily operations of the Contract staff
· Be responsible for enforcing the defined service levels for the Project
· Prioritize new project work
· Handle ongoing production maintenance and production support activities
· Manage dispute resolution
· Monitor issues and provide root-cause analysis for any unforeseen outages or system issues that occur
· Must be available for all project meetings 
· Must be available by phone during regular business hours
·    Must be available onsite at the ODH’s facilities within 24-hour notice by the State
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The offeror’s Staffing Plan and Time Commitment response must include the following information:
· An organizational chart including any subcontractors and key management and administrative personnel assigned to this project.
· A contingency plan that shows the ability to add more staff if needed to ensure meeting the Project’s due date(s).
· The number of people onsite at State location(s) at any given time to allow ODH to plan for the appropriate workspace.
· A statement and a chart that clearly indicates the time commitment, inclusive of the Project Manager and the offeror’s proposed team members for this Work during each stage of the Project and the System Development Life Cycle.
· A statement indicating to what extent, if any, the candidates may work on other projects or assignments that are not related to ODH during the term of the Contract. 
ODH may reject any Proposal that commits the proposed Project Manager or any proposed Key Project Personnel to other projects during the term of the Project, if ODH believes that any such commitment may be detrimental to the offeror’s performance.
Resumes must be provided for all Key Project personnel to supplement the descriptive narrative provided by the offeror regarding their proposed project team.
The resume, not to exceed 2 pages, must include:
· Candidate’s Name 
· Proposed role on this Project 
· Education
· Professional Licenses/Certifications/Memberships
· List of completed projects that are comparable to this Project or required similar skills based on the candidate’s assigned role and responsibilities in the Project, including the following details:
· Project title and description
· Beginning and ending dates, 
· Client/company name for which the work was performed, 
· Client contact information for sponsoring Directors, Managers or equivalent level position (name, phone number, email address, company name, etc.) for references
· Detailed description of the person’s role/responsibility on the project.
[bookmark: _Toc506359589][bookmark: _Toc506360284][bookmark: _Toc506361197][bookmark: _Toc506361614][bookmark: _Toc506366868][bookmark: _Toc506367079][bookmark: _Toc506367547][bookmark: _Toc506367720][bookmark: _Toc506370699][bookmark: _Toc506370848][bookmark: _Toc506371026][bookmark: _Toc506371204][bookmark: _Toc506371761][bookmark: _Toc506371936][bookmark: _Toc506372112][bookmark: _Toc506372272][bookmark: _Toc506372393][bookmark: _Toc506372513][bookmark: _Toc506372635][bookmark: _Toc488235892][bookmark: _Toc19785294]Project Support – State Team Requirements
During the Initiate phase, ODH Project Manager will provide Contractor with a RACI describing ODH areas of responsibility.  The Project is comprised of an internal team of state resources as active participants.  The offeror should assume that ODH has limited full-time resources available and plan accordingly for appropriate staffing.   
State participants will be available during ODH working hours (8:00 a.m.-5:00 p.m., Eastern time). Individual project team members will not routinely be available for more than forty (40) hours per week, on State holidays or on weekends. Some State participants on this Project will be made available part time.  As their time is limited, advance notice is expected for all State required support.  However, ODH understands that its participation is critical to ensure the goals of the project are accomplished. To help ODH better plan to have the right resources available in the right quantities at the right time, the offeror must include the following in its response to this RFP:
· Nature and extent of State support required in terms of staff roles, percentage of time available;
· Assistance from State staff and the experience and qualification levels required to successfully accomplish the goals of the project;
· Desired State participation including the staff role, estimated effort and duration; and
· Other support requirements.
ODH may not be able or willing to provide the additional support the offeror lists in this part of its Proposal.  The offeror therefore must indicate whether its request for additional support is a requirement for its performance.  If any part of the list is a requirement, ODH may reject the offeror's Proposal, if ODH is unable or unwilling to meet the requirements.
[bookmark: _Toc474382550][bookmark: _Toc474383534][bookmark: _Toc474384566][bookmark: _Toc474382552][bookmark: _Toc474383536][bookmark: _Toc474384568][bookmark: _Toc474382553][bookmark: _Toc474383537][bookmark: _Toc474384569][bookmark: _Toc474382554][bookmark: _Toc474383538][bookmark: _Toc474384570][bookmark: _Toc474382555][bookmark: _Toc474383539][bookmark: _Toc474384571][bookmark: _Toc474382556][bookmark: _Toc474383540][bookmark: _Toc474384572][bookmark: _Toc474382579][bookmark: _Toc474383563][bookmark: _Toc474384595][bookmark: _Toc474382648][bookmark: _Toc474383632][bookmark: _Toc474384664][bookmark: _Toc474382678][bookmark: _Toc474383662][bookmark: _Toc474384694][bookmark: _Toc474382680][bookmark: _Toc474383664][bookmark: _Toc474384696][bookmark: _Toc474382687][bookmark: _Toc474383671][bookmark: _Toc474384703][bookmark: _Toc474382688][bookmark: _Toc474383672][bookmark: _Toc474384704][bookmark: _Toc474382722][bookmark: _Toc474383706][bookmark: _Toc474384738][bookmark: _Toc474382767][bookmark: _Toc474383751][bookmark: _Toc474384783][bookmark: _Toc474382769][bookmark: _Toc474383753][bookmark: _Toc474384785][bookmark: _Toc474382780][bookmark: _Toc474383764][bookmark: _Toc474384796][bookmark: _Toc474382781][bookmark: _Toc474383765][bookmark: _Toc474384797][bookmark: _Toc474382782][bookmark: _Toc474383766][bookmark: _Toc474384798][bookmark: _Toc474382786][bookmark: _Toc474383770][bookmark: _Toc474384802][bookmark: _Toc474382806][bookmark: _Toc474383790][bookmark: _Toc474384822][bookmark: _Toc474382840][bookmark: _Toc474383824][bookmark: _Toc474384856][bookmark: _Toc474382841][bookmark: _Toc474383825][bookmark: _Toc474384857][bookmark: _Toc474382843][bookmark: _Toc474383827][bookmark: _Toc474384859][bookmark: _Toc474382905][bookmark: _Toc474383889][bookmark: _Toc474384921][bookmark: _Toc474382950][bookmark: _Toc474383934][bookmark: _Toc474384966][bookmark: _Toc474382951][bookmark: _Toc474383935][bookmark: _Toc474384967][bookmark: _Toc474382953][bookmark: _Toc474383937][bookmark: _Toc474384969][bookmark: _Toc474382954][bookmark: _Toc474383938][bookmark: _Toc474384970][bookmark: _Toc474382955][bookmark: _Toc474383939][bookmark: _Toc474384971][bookmark: _Toc474382990][bookmark: _Toc474383974][bookmark: _Toc474385006][bookmark: _Toc474382992][bookmark: _Toc474383976][bookmark: _Toc474385008][bookmark: _Toc474383003][bookmark: _Toc474383987][bookmark: _Toc474385019][bookmark: _Toc488235893][bookmark: _Toc19785295]Ongoing Operations
[bookmark: _Toc426025885]Contractor will be responsible for providing the overall delivery of Managed Services described in this RFP.  
[bookmark: _Toc488235894][bookmark: _Toc19785296]Ongoing Operations Period
Ongoing Operations period begins as soon as any Production and other environments are available to ODH. This period commences the Service Level Agreements requirements and Contractor’s responsibilities to ensure all operating environments are fully functional, maintained, and supported. Contractor is required to perform all Test-Moves-to-Production and all other environment refresh and updates as scheduled and/or required by the project’s implementation.
[bookmark: _Toc506359593][bookmark: _Toc506360288][bookmark: _Toc506361201][bookmark: _Toc506361618][bookmark: _Toc506366872][bookmark: _Toc506367083][bookmark: _Toc506367551][bookmark: _Toc506367724][bookmark: _Toc506370703][bookmark: _Toc506370852][bookmark: _Toc506371030][bookmark: _Toc506371208][bookmark: _Toc506371765][bookmark: _Toc506371940][bookmark: _Toc506372116][bookmark: _Toc506372276][bookmark: _Toc506372397][bookmark: _Toc506372517][bookmark: _Toc506372639][bookmark: _Toc488235895][bookmark: _Toc19785297]Performance Period Responsibilities 
For each production release of the Solution, Contractor must provide sufficient staffing to ensure successful completion of the Performance Period.  A successful Performance Period is required to demonstrate that each production release of the Solution meets requirements and performs per State-approved Service Levels for a period of up to thirty (30) consecutive days unless otherwise agreed by ODH. If a Severity 1 or 2 issue or any critical blocking issue, as defined in the Service Levels section of this Supplement occurs during this 30-day period, this 30-day period may be extended at the sole discretion of ODH for a period commencing upon satisfactory resolution of the issue in the production environment. Under no circumstances will Contractor performance during this period, including successful conclusion of this period (i.e., no Severity 1 or 2, or critical blocking issues detected for 30 consecutive days) be construed as relief from or reduction to any requirements or responsibilities contained in this RFP for a complete, operational ELIMS Project. 
During the Performance Period, Contractor must measure, monitor and report to ODH its performance against the Service Levels then in effect.  Contractor may need to adjust and tune its Solution to ensure that Service Levels will be met upon State acceptance of the production release.  It is ODH’s intent to work with Contractor on adjusting any Service Levels during the Performance Period, if necessary.  ODH does not intend to assess performance credits based on Service Levels during the Performance Period for each production release.  Once the Performance Period is successfully completed as determined by ODH, then Contractor may submit the production release for State acceptance.  Once ODH accepts the production release, Contractor must manage, maintain and operate the solution per the terms of the Contract and ODH-approved Service Levels will apply.  
[bookmark: _Toc209337407][bookmark: _Toc488235896][bookmark: _Toc19785298]Technology and Process Optimization Strategy
Contractor must document a comprehensive technology and process optimization strategy that is aligned with contemporary best practices and in keeping with the achievement of Service Level Agreements (SLAs) contained in this Supplement. Contractor must implement phased replacement or enhancements to operational and technical processes over the term of the Contract to best leverage existing State investment, use of personnel (both State and Contractor) while minimizing any disruptions in service associated with the implementation of the operational or technical processes
[bookmark: _Toc506359596][bookmark: _Toc506360291][bookmark: _Toc506361204][bookmark: _Toc506361621][bookmark: _Toc506366875][bookmark: _Toc506367086][bookmark: _Toc506367554][bookmark: _Toc506367727][bookmark: _Toc506370706][bookmark: _Toc506370855][bookmark: _Toc506371033][bookmark: _Toc506371211][bookmark: _Toc506371768][bookmark: _Toc506371943][bookmark: _Toc506372119][bookmark: _Toc506372279][bookmark: _Toc506372400][bookmark: _Toc506372520][bookmark: _Toc506372642][bookmark: _Toc383066765][bookmark: _Toc488235897][bookmark: _Toc19785299]Steady-State Run Services
[bookmark: _Toc197096828][bookmark: _Toc197097483][bookmark: _Toc197167699]Contractor must control processes, maintain ongoing support of and operate as an Ongoing Operation the Solution implemented and deployed by Contractor during the term of the Contract. Such Ongoing Operations must include the following tasks and activities.
[bookmark: _Toc506360293][bookmark: _Toc506360788][bookmark: _Toc506360973][bookmark: _Toc506361206][bookmark: _Toc506361623][bookmark: _Toc506366877][bookmark: _Toc506367088][bookmark: _Toc506367556][bookmark: _Toc506367729][bookmark: _Toc506370708][bookmark: _Toc506370857][bookmark: _Toc506371035][bookmark: _Toc506371213][bookmark: _Toc506371770][bookmark: _Toc506371945][bookmark: _Toc506372121][bookmark: _Toc506372281][bookmark: _Toc506372402][bookmark: _Toc506372522][bookmark: _Toc506372644][bookmark: _Toc488235898][bookmark: _Toc19785300]Incident / Problem / Change (IPC, ITIL) Management
Consistent with an ITIL service delivery model and as appropriate to driving a high-quality service, Contractor must:
· Provide a single point of IT contact for User support needs. 
· Track and manage incidents by employing and implementing procedures for proactive monitoring, logging, tracking, escalation, review, and reporting (historical and predictive) of incidents, as set forth in a Run Book or other supporting documents.
· With ODH, implement a process that establishes, to the extent reasonably possible, end-to-end responsibility and ownership of incidents in a manner that helps reduce redundant contacts and helps eliminate the need for the Users to describe the incident multiple times to different Contractor or State personnel.
· Categorize and document the relative importance of each incident per the severity levels as agreed to by the Parties.
· Monitor and manage each incident, including incidents associated with changes, and report on the status of resolution efforts until it is corrected or resolved and an authorized User confirms such resolution, as set forth in a Run Book or other supporting documents.
· Ensure that all IPC tickets handled by Contractor have sufficient detail as to understand the incident/problem or change requested, have timing to allow reporting as to start, stop and duration, include details as to the root cause and resolution to the problem and be structured in the Service Desk software to serve as the basis of applicable SLA reporting and service improvement statistical analysis; and
· Assist ODH with the prioritization and maintenance of outstanding work logs.
Additionally, Contractor must provide the following “Self-Service” functions for Solution users:
· A Web-based knowledge database, the content of which will be maintained by Contractor, that will provide general “How-To” help for the use and execution of standard processes and general “How-To” help for the use of State-specific elements of the Service. ODH must be able to provide State-specific content to Contractor, as well as approve any State-specific content that Contractor intends to use; and
· A searchable frequently asked questions (FAQs) list, the content of which will be maintained by Contractor, that documents common issues and resolutions based on actual data gleaned from use of the Service. Also, ODH must be able to provide State-specific content to Contractor, as well as approve any State-specific content that Contractor intends to use.
[bookmark: _Toc506360295][bookmark: _Toc506360790][bookmark: _Toc506360975][bookmark: _Toc506361208][bookmark: _Toc506361625][bookmark: _Toc506366879][bookmark: _Toc506367090][bookmark: _Toc506367558][bookmark: _Toc506367731][bookmark: _Toc506370710][bookmark: _Toc506370859][bookmark: _Toc506371037][bookmark: _Toc506371215][bookmark: _Toc506371772][bookmark: _Toc506371947][bookmark: _Toc506372123][bookmark: _Toc506372283][bookmark: _Toc506372404][bookmark: _Toc506372524][bookmark: _Toc506372646][bookmark: _Toc197096861][bookmark: _Toc197097516][bookmark: _Toc197167735][bookmark: _Toc209337433][bookmark: _Toc488235899][bookmark: _Toc19785301]Additional Incident Management and Analysis Services
· To the extent an incident is due to errors or defects within an in-scope environment, supported server or in-scope software element licensed by a 3rd Party to ODH, assist ODH by referring such incident to the appropriate 3rd Party entity for resolution and coordinating with the 3rd Party contractor as appropriate to help minimize ODH role in problem management.
· Performing trend analysis at ODH’s request, and no less frequently on a quarterly basis when not otherwise requested, on the volume and nature of incidents to identify possible areas for improvement. 
· Implementing measures to help avoid unnecessary recurrence of incidents, by performing root cause analysis and event correlation.
[bookmark: _Toc506359598][bookmark: _Toc506360297][bookmark: _Toc506361210][bookmark: _Toc506361627][bookmark: _Toc506366881][bookmark: _Toc506367092][bookmark: _Toc506367560][bookmark: _Toc506367733][bookmark: _Toc506370712][bookmark: _Toc506370861][bookmark: _Toc506371039][bookmark: _Toc506371217][bookmark: _Toc506371774][bookmark: _Toc506371949][bookmark: _Toc506372125][bookmark: _Toc506372285][bookmark: _Toc506372406][bookmark: _Toc506372526][bookmark: _Toc506372648][bookmark: _Toc506359599][bookmark: _Toc506360298][bookmark: _Toc506361211][bookmark: _Toc506361628][bookmark: _Toc506366882][bookmark: _Toc506367093][bookmark: _Toc506367561][bookmark: _Toc506367734][bookmark: _Toc506370713][bookmark: _Toc506370862][bookmark: _Toc506371040][bookmark: _Toc506371218][bookmark: _Toc506371775][bookmark: _Toc506371950][bookmark: _Toc506372126][bookmark: _Toc506372286][bookmark: _Toc506372407][bookmark: _Toc506372527][bookmark: _Toc506372649][bookmark: _Toc474383022][bookmark: _Toc474384006][bookmark: _Toc474385038][bookmark: _Toc474249487][bookmark: _Toc488235900][bookmark: _Toc19785302]Conduct Ongoing Operations Check Point Presentations
After the completion of the implementation phase of the project, ODH and Contractor must meet at least monthly to jointly review Contractor team and certain Key Contractor Management and State Facing positions (collectively “Key Personnel”), including Contractor Account Representative, in regard to the following requirements: 
· Support of State initiatives including Agency adoption of the Solution;
· Attainment of high customer satisfaction in Stakeholder communities and by extension and importantly end-user communities;
· Adoption of an integrated, collaborative and mutually supportive team culture; and
· Incorporation of industry-leading and Contractor best practices in managing the Solution while seeking opportunities for continuous refinement and improvement of areas that are directly within Contractor’s scope, those areas where Contractor has a reliance on ODH and 3rd parties, and areas in the common interest of driving Service efficiency, quality and timeliness (e.g., benefits or value). 
Should, for whatever reason, ODH determine based on documented or observed performance that Contractor is operating in a manner inconsistent with these requirements, ODH will request a meeting with Contractor Account Representative to address failure to meet these goals. Contractor must promptly develop and implement a plan to remediate the deficiencies. 
[bookmark: _Toc474383024][bookmark: _Toc474384008][bookmark: _Toc474385040][bookmark: _Toc474383025][bookmark: _Toc474384009][bookmark: _Toc474385041][bookmark: _Toc488235901][bookmark: _Toc19785303]Notices
Regarding notices, the Contractor must:
· Establish and maintain an emergency notification process to notify key State staff of pending problem areas (e.g., virus outbreak) to escalate problems.
· Provide a periodic status notification to ODH for service outages of mission critical systems as required by the contract (i.e., hourly updates to key State staff for severity 1 and 2 outages).
[bookmark: _Toc488235902][bookmark: _Toc19785304]Documentation Management Strategy and Tools
Contractor must maintain a project documentation library or portal, which is accessible to State staff as well as Contractor staff.
The documentation library/portal must include, at a minimum, the following or links to the following:
· Contract related materials (e.g., RFP, Proposal, Contract, Amendments, Whitepapers);
· Requirements and design documentation;
· Change requests;
· Training materials or links to training materials (e.g., User Guide Training Manual, electronic training modules);
· Incident reports;
· Business continuity plan;
· Disaster recovery plan; and
· Security plan;
· Operational information (i.e. run book information);
· Program Management & Master Release Calendar.
As part of the documentation process, Contractor must:
· Document the solutions developed or modified by Contractor in accordance with established methods, processes, and procedures such that, at a minimum ODH or a competent 3rd-Party service provider must subsequently be able to provide the same scope of services.
· Develop and maintain, as agreed appropriate, the documentation on in-scope environments. Where it is determined that documentation is inaccurate (for example, due to demonstrated errors or obsolescence), and such inaccuracy may negatively affect the Services, Contractor must correct such documentation as part of normal day-to-day operational support. 
· Update programmer, End User and operational reference materials.
· Ensure that all documentation is current following any change to the Service or system 
· Conduct an annual audit for State review of all documentation to ensure ongoing compliance with these requirements. 
Project documentation must:
· Use Version Control Methodology approved by ODH with detailed history to reflect amendments and additions;
· Maintain dating history (i.e. date of issue, date of approval and/or date of implementation);
· Update documentation within 30 days of processes, procedures and system functionality changes; and
· Secure access to workflow documentation to prevent unauthorized changes. 
Contractor must develop, and thereafter maintain Master Release Calendar that includes a schedule (with dates) of:
· Major Scheduled Releases, Upgrades, Updates and Enhancements
· Implementation of Minor Enhancements or Discretionary Work
· Scheduled Maintenance Windows and Planned Outages (to be coordinated so that they do not conflict with ODH systems activities or business operations)
· Infrastructure Related Upgrades, Updates, Patches and Enhancements
· Major and Minor Project Key Dates (i.e., Start, SDLC Gate Completion, Production Release, Completion) whether Contractor delivered or otherwise
· Major Processing Events as contained in the Run Book 
· Audit and SSAE-18 Key Dates
· Other pertinent dates that require end-user notification or coordination
The release calendar must be reviewed and updated at least monthly and be accessible via the documentation library/portal.
[bookmark: _Toc506359603][bookmark: _Toc506360302][bookmark: _Toc506361215][bookmark: _Toc506361632][bookmark: _Toc506366886][bookmark: _Toc506367097][bookmark: _Toc506367565][bookmark: _Toc506367738][bookmark: _Toc506370717][bookmark: _Toc506370866][bookmark: _Toc506371044][bookmark: _Toc506371222][bookmark: _Toc506371779][bookmark: _Toc506371954][bookmark: _Toc506372130][bookmark: _Toc506372290][bookmark: _Toc506372411][bookmark: _Toc506372531][bookmark: _Toc506372653][bookmark: _Toc383066766][bookmark: _Toc488235903][bookmark: _Toc19785305]Job Execution / Production Control
[bookmark: _Toc197167752]Contractor must develop and maintain an operational “Run Book” to manage the scheduling of production operations, scheduled and routine jobs and reports.  In general, these functions are executed on a daily, weekly and monthly basis. Contractor must assume this run book as part of operational responsibilities.
The Run Book must: 
· Provide a high-level overview of the processes requiring State involvement (e.g., Change Management, Problem Management); 
· Outline the current operating schedule for major production and operational schedules which include jobs, processing, report generation, integrations and other regularly scheduled and routine tasks associated with Contractor performing services in this area;
· Be used by Contractor to provide the Services; 
· Identify Contractor/State interaction process integrations; and 
· [bookmark: _Toc197167754]Describe how ODH and Contractor will interact during the Term. 
Prior to establishing the run book, Contractor must:
· Assign an individual to be the single point of contact to ODH for the Run Book development and maintenance;
· Provide the proposed table of contents and format for the Run Book for ODH review and approval;
· Develop and provide the draft Run Book, which must be customized by Contractor to reflect the process integrations (interaction between parties, roles responsibilities, timing and the like) between ODH and Contractor;
· Review ODH feedback and revise the draft Run Book to incorporate mutually agreed changes and regular optimizations;
· Upon request, communicate Contractor’s rationale for not including specific State comments or changes in the Run Book;
· Provide the final version of the Run Book to ODH for its acceptance and approval, which must not be unreasonably withheld; 
· Conduct process maturity assessments, identify process inhibitors, and propose process improvements to ODH, as required;
· Jointly review the Run Book on a quarterly basis or more frequently, as required, and update and maintain the Run Book accordingly; and
· Provide appropriate Contractor employees with access to the Run Book, as required.
[bookmark: _Toc383066767][bookmark: _Toc488235904][bookmark: _Toc19785306]Records Retention: Data Archive and Purge Considerations
Contractor must keep data actively accessible to users in accordance with ODH requirements and may only archive records as specifically agreed to by ODH.
Archive and purge processes must be executed in accordance with the mutually agreed upon job schedule and run parameters as developed and agreed to under the Contract. 
[bookmark: _Toc506359606][bookmark: _Toc506360305][bookmark: _Toc506361218][bookmark: _Toc506361635][bookmark: _Toc506366889][bookmark: _Toc506367100][bookmark: _Toc506367568][bookmark: _Toc506367741][bookmark: _Toc506370720][bookmark: _Toc506370869][bookmark: _Toc506371047][bookmark: _Toc506371225][bookmark: _Toc506371782][bookmark: _Toc506371957][bookmark: _Toc506372133][bookmark: _Toc506372293][bookmark: _Toc506372414][bookmark: _Toc506372534][bookmark: _Toc506372656][bookmark: _Toc383066768][bookmark: _Toc488235905][bookmark: _Toc19785307]Data Masking and Information Privacy in Non-Production Environments
Data Masking and Information Privacy will be required in conjunction with other ODH non-production environments.  
[bookmark: _Toc506359608][bookmark: _Toc506360307][bookmark: _Toc506361220][bookmark: _Toc506361637][bookmark: _Toc506366891][bookmark: _Toc506367102][bookmark: _Toc506367570][bookmark: _Toc506367743][bookmark: _Toc506370722][bookmark: _Toc506370871][bookmark: _Toc506371049][bookmark: _Toc506371227][bookmark: _Toc506371784][bookmark: _Toc506371959][bookmark: _Toc506372135][bookmark: _Toc506372295][bookmark: _Toc506372416][bookmark: _Toc506372536][bookmark: _Toc506372658][bookmark: _Toc383066769][bookmark: _Toc488235906][bookmark: _Toc19785308]Break/Fix Support
Contractor must:
· Track, monitor and provide remediation for solution defects and incidents requiring system configuration or in-scope environment code or configuration changes;
· Identify and implement required system or configuration changes to address solution defects. 
· Maintain solution documentation (technical specifications and testing documentation) as well as a compendium of common problems, root causes and remedy to aid in the identification and remediation of underlying system incidents;
· Test configuration changes to confirm resolution of defects;
· Identify, specify and system test as applicable 3rd Party supplied patches and fixes for 3rd Party supplied packaged systems software (including OS, BIOS, microcode, patches, service packs and similar), as well as new releases. If a new release contains new features and functionalities, the Parties may agree to additional services required to enable or disable such features and functions (e.g., configuration, gap analysis, etc.) as part of any separate Project-related enhancement service; 
· Support ODH in performing applicable acceptance testing or review of any changes arising as a result of break/fix or patch/release Contractor responsibilities; and
· Ensure compliance with any State security mandated patches or system levels to the extent and system enhancement turnaround time required given the nature of the security mandate and report to ODH in writing any risks or issues that Contractor becomes aware of in providing Service to ODH. For example: patches designed to address immediate or active Security issues may be scheduled for a near-real-time release, where other less pressing releases may be implemented during a scheduled maintenance or outage period.
[bookmark: _Toc197096829][bookmark: _Toc197097484][bookmark: _Toc209337412][bookmark: _Toc383066770][bookmark: _Toc488235907][bookmark: _Toc19785309]Environment Technical Support
Contractor must:
Maintain system Availability – The system must be available to ODH users 24/7 unless there are planned outages agreed upon by ODH. 
Maintain data availability for services hosted on ODH’s website - Database tables must be available to ODH’s website 24 hours a day, every day of the year at least 99.5% of the time with a limit of 4 hours downtime a month.
Schedule batch processing to coincide with ODH processing requirements.  
· Perform maintenance periodically to keep the system running smoothly and to reduce the chance of disrupted service.  
· Maintain environment performance, availability and stability of the production environments with the software resources and identify changes (if applicable) to ODH for hardware or infrastructure resources.
· Identify to ODH any issues that may adversely impact ODH in-scope environment and operational requirements and that require analysis of the technical components of the system, including the applications, databases, ancillary and systems software and hardware.
· Conduct post-mortem reviews with ODH for corrections to functional, integration or technical issues with in-scope environments or operations and incorporate resulting changes into ongoing continuous improvement initiatives.
· Upon the creation of any environment for State use, Contractor must include these environments in regularly scheduled backup, maintenance, update/upgrade, patching, monitoring/reporting functions prior to productive use by ODH and until the use of this environment is no longer required by ODH.
[bookmark: _Toc383066771][bookmark: _Toc488235908][bookmark: _Toc19785310]System/Environment Administration Support
Contractor must: 
· Monitor apply patches, and administer the system logs for all Production and Non-Production environments
· Perform technical activities including but not limited to: system code/object migrations, patch implementations, log administration, data copies and exports, integrations and scheduled reporting/ETLs.  
· Maintain responsibility for incident resolution such that migrations into production must be executed at agreed periodic intervals and other production changes must be scheduled during the maintenance window.
· If required, support multiple release levels of system software/hardware elements for in-scope services, until such time as all environments must be upgraded to the same patch/release level.
· Maintain an e-mail listing for each logical supported system resource. When the supported system resource has an unscheduled outage or reduction in required performance, Contractor must notify the appropriate supported system user list. They must notify the appropriate list promptly after supported server/service restoration in accordance with the Run Book or other supporting documents.
· Support and allow State access to the incident management tool that contains all tickets managed by Contractor for ODH to use as it sees fit including providing estimate of time to complete, ticket prioritization and service restoration as well as all Service Level impacting items, whether State or Contractor initiated, in accordance with the Run Book or other supporting documents.
[bookmark: _Toc383066772][bookmark: _Toc488235909][bookmark: _Toc19785311]Application and Operation Updates
0. [bookmark: _Toc197096844][bookmark: _Toc197097499][bookmark: _Toc197167718][bookmark: _Toc209337423][bookmark: _Toc488235910][bookmark: _Toc506377289]Systems Management and Administration
Contractor must:
· Coordinate the installation, testing, operation, troubleshooting and maintaining of the systems software.
· Identify and test packaging patches and other updates associated with supported systems software, as well as supporting additional security-related fixes associated with the systems software.
· Manage the security functions related to the systems software including administrative access and passwords (i.e., users with root, admin, administrator, DBA or low-level read/write access) and the related security controls to maintain the integrity of the Systems software, based on Contractor’s standard service center security processes.
· Configure and maintain systems managed by Contractor for network and remote access.
· Support the maintenance of solution delivery elements including but not limited to advising, reviewing and testing of: software, microcode, patches, systems software, connectivity software in accordance with State policies and have data and configuration currency adequate as to not delay testing effort or overall timing, unless otherwise requested by ODH under an approved exception request. 
· Reasonably accommodate ODH testing, review and approval processes prior to the installation of these elements in the production environment.
0. [bookmark: _Toc209337425][bookmark: _Toc488235911][bookmark: _Toc506377290]Ohio Integrated System Environment Maintenance
· Contractor is to be responsible for all unit, system, performance and regression testing, as well as Installation Verification Tests (IVT) for eLIMS and system-related changes. Such changes must not be introduced into a Production environment until they have been through the complete test cycle in Dev/Test and approved by ODH after a successful UAT. 
· Contractor is responsible for monitoring all Third-Party software vendors and vendor services for proactive notification of all applicable patches and updates. When new eLIMS impacting items are released they must be tested by Contractor in its protected test environments, and jointly scheduled with ODH for installation during the next scheduled maintenance window. A priority update window may be required in advance of schedule if a patch or fix is deemed to be critical or security related. 
· Standard Contractor change control policies and practices will apply, and must follow the migration/test progression from Development to Test to Production.
· ODH does not require applying individual patches as they are released, unless there is a critical item that must be addressed in an “off-cycle” manner. ODH’s current practice is to bundle up patches over the course of a specific period and then schedule those for application to the appropriate system environment per documented change control procedures. 
· Contractor must test modified software prior to any move to production and coordinate with ODH for scheduling and execution of end user testing of the service packs and patches. Acceptance testing signoff by ODH is required prior to any move to a production environment.
0. [bookmark: _Toc14055705][bookmark: _Toc86488602][bookmark: _Toc197096854][bookmark: _Toc197097509][bookmark: _Toc197167728][bookmark: _Toc209337430][bookmark: _Toc488235912][bookmark: _Toc506377291]Quality Assurance Services
Contractor must:
· Develop and document quality assurance processes and procedures for the delivery of Services to ODH.
· Confirm compliance with agreed-upon quality assurance procedures.
· Conduct quality and progress reviews with appropriate State personnel.
· Systematically document and incorporate preferred experiences from related Projects and activities into future work.
· Review Project performance and outcomes relative to documented business and financial goals/expectations as requested by ODH based on mutually agreed business case, Project rationale, goals and objectives and other relevant measures of success based on ODH goals. 
[bookmark: _Toc488235913][bookmark: _Toc19785312]Environment Management (Production, Non-Production)
Contractor must:
· Perform environment/supported server tuning, code restructuring, and provide tools and other efforts to help improve the efficiency and reliability of environments and to help reduce ongoing maintenance requirements.
· Assess, develop, and recommend opportunities to reduce (or avoid) costs associated with environment support and operations.
· Provide appropriate Contractor-related data for periodic State analysis and review of resources deployed for preventive maintenance and planning preventive maintenance.
· Monitor and analyze trends to identify potential issues and follow-up on recurring problems.
· Maintain environments in accordance with ODH strategies, principles, and standards relating to technical, data and Applications architectures as agreed-upon in this SOW, Projects, or the Run Book or other supporting documents.
· Install Systems software upgrades and enhancements for updates or revisions (i.e. 1.x, where x is the update/revision) as necessary to maintain the operability of the Services and implement technology changes (e.g., Systems software upgrades or new scheduling software). Included in the scope of such adaptive development work is testing new interfaces to Applications. Contractor must install Systems software upgrades and enhancement for versions (i.e. X.1, where X is the version) as a Project approved by ODH.
· Support production-availability schedule as agreed with ODH and Authorized Users or in accordance with the Run Book or other supporting documents.
· Coordinate with designated State production staff, to manage production schedules.
· Update access and parameter or environment configurations contained within in-scope environments, where applicable.
· Establish a production calendar inclusive of daily and periodic maintenance activities.
· Generate and provide access to ODH to daily production control and scheduling reports, including the production of monthly summary reports that track the progress of Contractor’s performance of maintenance work.
· Provide timely responses to State requests for information and reports necessary to provide updates to ODH business units and stakeholders.
· Implement and monitor the Management Services operations.
· Monitor operations for correctness and adherence to agreed quality, performance and availability criteria as set forth in the Run Book or other supporting documents.
· Perform batch monitoring and restart as follows:
· Verify batch jobs start as scheduled;
· Monitor scheduled production batch jobs; 
· Resolve batch scheduling conflicts;
· Monitor scheduler related incidents and develop and recommend changes to the scheduler database;
· Schedule batch jobs, as requested by ODH, that require expedited execution; 
· Notify ODH as required in the Run Book or other supporting documentation; and,
· Perform job restart, as necessary, in accordance with resolution and restart procedures.
· Support production staff (both ODH and Contractor) to create and adapt IT operational processes and procedures related to the in-scope environments.
· Perform backup processes as follows:
· Conduct backups of user-level information contained in the information system at least weekly unless defined elsewhere; 
· Conduct backups of system-level information contained in the information at least weekly unless defined elsewhere;
· Conduct backups of information system documentation including security-related documentation at least weekly; 
· Protect the confidentiality, integrity, and availability of backup information at storage locations;
· Test backup information to verify media reliability and information integrity;
· Use a sample of backup information in the restoration of selected information system functions as part of contingency plan testing;
· Store backup copies of critical information system software and other security-related information in a separate facility or in a fire-rated container that is not collocated with the operational system;
· Transfer information system backup information to the alternate storage at least weekly unless defined elsewhere; and
· Accomplish information system backup by maintaining a redundant secondary system that is not co-located with the primary system and that must be activated without loss of information or disruption to operations.


	Type
	
	Description
	Scheduled Timing

	Baseline
	
	Pre-production image
	Once

	Daily Incremental Files
	
	Data changes during the period
	Daily

	Full Data Files
	
	All resident data files
	Weekly (weekend)

	Applications
	
	All application files
	Monthly and Immediately preceding and following any updates to application software

	Pre-Production Initiations
	
	All initiation files during the Production introduction/implementation period
	Daily

	Operating System and Related Infrastructure software 
	
	All O/S configuration files and related Infrastructure software
	Monthly

	Database
	
	All Database
	Weekly (weekend)

	Full Back up Copy
	
	At request of State when a change is made to a State system a copy will be made before the change.
	As needed



· Communicate appropriately with ODH designees, authorized users and 3rd Party vendors.
· Perform ad hoc operations reporting as agreed by the Parties.
· Prioritize support functions during a crisis as set forth in the Run Book or other supporting documents.
· Serve as primary point of contact and lead IT operations support for the in-scope environments.
· Act as a resource with respect to knowledge and information sharing regarding the supported computing environment, as required by ODH authorized entities and end-users. Provide information and consulting support with respect to system performance. Provide assistance with interface file testing, design appropriate test environments, and maintain system documentation.
[bookmark: _Toc488235914][bookmark: _Toc19785313]Maintaining Support Environment Currency
Contractor’s responsibilities are to maintain the non-Production environments, at a minimum reflective of then current Production Environment (inclusive of application code, State extensions, configuration data and values, representative data/transactions and user profiles).
For testing activities, the currency of the production state maintained in system, performance, user, regression and other required test environments must be aligned with the overall scope of the testing to occur and may require a more up-to-date reflection of the then current Production Environment. The working standard for Testing environment currency must be designed as to not preclude any testing efforts, introduce undue delay, and be reflective of the intended Production Environment for final implementation. 
[bookmark: _Toc488235915][bookmark: _Toc19785314]Continuous Improvement: Managed Service
Contractor’s responsibilities with respect to continuous improvements will include the following:
· Submit improvement ideas, and agree on an annual supported scope and environment consolidation and optimization target to more optimally leverage State provided infrastructure, services, personnel for initially transferred Services (rebalancing, replacement, planned obsolescence, virtualization, re-hosting, decommissioning).
[bookmark: _Toc383066783][bookmark: _Toc488235916][bookmark: _Toc19785315]Disaster Recovery Plan and Implementation
Contractor must have a Disaster Recovery Plan for the System Solution. The Disaster Recovery Plan must document the sequence of events to follow in the circumstance that an internal or external interruption impacts Services provided to the Ohio Integrated System user community that may arise as a result of failure of one of more elements that comprise the ELIMS system  Solution infrastructure, hardware, software, interfaces, networks, State data center facility, power and the like.
The Disaster Recovery Plan must be developed in consultation with ODH and in adherence to ODH IT policies. 
The activities of the Disaster Recovery Plan are intended to reduced or minimize downtime of critical equipment, interruption of employee work schedules, and financial exposures for ODH and Contractor.
The Disaster Recovery Plan documents a sequence of communication events to follow during an internal or external infrastructure failure or natural disaster (act of nature).
In order to minimize downtime, once notification is received from an external utility that disruption is imminent, the Disaster Recovery Plan must be activated.
[bookmark: _Toc209337439][bookmark: _Toc488235917][bookmark: _Toc19785316]Disaster Recovery Planning and Training
To the extent agreed appropriate, participating in planning sessions, testing review sessions and other meeting activities during the term of the Contract.
[bookmark: _Toc209337440][bookmark: _Toc488235918][bookmark: _Toc19785317]Annual Disaster Recovery Rehearsal and Testing
Contractor must establish joint test objectives with ODH designed to verify that the System Solution must be available within the agreed upon timeframes contained in the mutually agreed disaster and business continuity plan.
Contractor must schedule and rehearse and test components of the disaster recovery and business continuity plans relating to the in-scope Applications at least annually in cooperation with ODH, its designees, any testing and recovery providers and relevant State Third Party Contractors no less frequently than annually.
All disaster recovery services must be designed and implemented to allow for ODH and Contractor to continue to operate and manage the Services during periodic disaster recovery tests. 
Contractor must notify ODH as soon as practicable upon becoming aware of a disaster affecting the Services.
Contractor must coordinate with ODH to support the mutually agreed disaster recovery and business continuity plan. In such regard, Contractor must: 
· Perform necessary migrations of the software code and data as required to reinstate the in-scope Applications so that they are functional at a backup location provided by Contractor in accordance with the procedures set forth in the engagement practices and relevant Statements of Work;
· Coordinate with ODH to support the reinstatement of the in-scope Applications at such backup location; and
· Maintain provision of the Services for unaffected areas.
Following any disaster, in consultation with ODH, Contractor must reinstall any in-scope Applications affected by such disaster in accordance with the process for such re-installation set forth in the mutually agreed disaster recovery plan and business continuity plan.
Following any disaster or test, conduct a post-disaster meeting with ODH for the purpose of developing plans to mitigate the adverse impact of future occurrences.
To the extent applicable to the in-scope Applications, maintaining compliance with the disaster recovery policies, standards, and procedures contained in the mutually agreed disaster recovery and business continuity plan.
Provide an annual test, documented results, remediation and feedback procedures contained in the mutually agreed disaster recovery and business continuity plan and allow for State participation and review of the testing process.
[bookmark: _Toc488235919][bookmark: _Toc19785318]Selective Disaster Recovery Checks
Based on Contractor’s demonstrated readiness to perform and support ODH during a Disaster situation, ODH may elect a selective Disaster Recovery Test to validate the efficacy of Contractor’s services in light of one or more of the following conditions:
· Documented issues arising from an annual Disaster Recovery Test;
· Significant System changes or changes to System components that ODH deems material to the ongoing maintenance and viability of the Disaster Recovery plan; or
· Persistent Service Level issues (i.e., one or more SL that is fundamental to the viability and applicability of the Disaster Recovery Plan) where Contractor’s performance is in a RED state for three or more consecutive months.
Contractor must meet with ODH to formulate the scope, plan the timing and operate a Selective Disaster Recovery test to be performed, completed and documented within ninety (90) days of ODH’s written request. Any issues identified that are included in Contractor’s scope during this selective test must be remediated by Contractor within thirty (30) days of the completion of the Selective Disaster Recovery Check test. Contractor will not be responsible for the remediation of any State provided infrastructure elements (data centers, networking, hardware or storage). 
[bookmark: _Toc488235920][bookmark: _Toc19785319]ODH-Specific Business Continuity Plan
Contractor must have back-up and recovery mechanisms in place in the event of system failure, file corruption, or any unexpected event that makes it necessary to reprocess data.  Contractor must develop and maintain a Business Continuity Plan in conformance with the Federal Emergency Management Agency’s Emergency Management Guide for Business and Industry.  The contents must be found at http://www.fema.gov/pdf/business/guide/bizindst.pdf. 
Develop Business Continuity Plan
Contractor must finalize the Business Continuity Plan submitted with its proposal to create a consistent, coherent management plan of action to guide the Business Continuity activities of the project.  The Business Continuity Plan is subject to final approval by ODH.  The plan must include detail sufficient to give ODH an understanding of how the offeror’s knowledge and approach will:
· Manage Business Continuity using Risk and Threat Level;
· Guide Business Continuity decisions;
· Document planning assumptions and decision tree for Plan implementation and execution;
· Facilitate communication among trading partners;
· Define key management review as to Business Continuity, control and resolution;
· Define critical business functions and supporting tasks/staff;
· Define the process for reporting business disruption/failure;
· Define transitions from failure to continuity;
· Define alternative processing sites;
· Provide a baseline for progress measurement and control;
· Define how the Disaster Recovery Plan must be used to recover the production system; and
· Identify the recovery site in which Production will continue.
Minimum Requirements:  The Business Continuity Plan must describe at a minimum the following:
· Personnel staffing;
· Recovery of information (hard copy and electronic);
· Contractor provided telecommunications services and equipment;
· Information systems hardware and software;
· Utilities;
· Facilities;
· Furnishings;
· Equipment required to provide services;
· Identification and prioritizing all business functions;
· Documented policies and procedures for all business functions;
· Contact list with the assignment of responsibilities for items in recovery plan;
· Schedule and timeframes for restoring operations;
· Processes to ensure liquidity and cash flow necessary to provide day to day operations;
· Clause in all agreements and contracts with third parties to require a business continuity plan; and
· Emergency procurement of services and equipment.  
The activities that will trigger activation of the Business Continuity Plan include, but are not limited to, the following:
· Problem that threatens continuity of services for operations;
· The need to protect assets;
· The need to restore critical business processes;
· The need to reduce the length of interruption of business; and
· The need to maintain customer service.
Contractor must update the Business Continuity Plan annually or unless requested otherwise.
All updates to the Business Continuity Plan must be completed and submitted to ODH for approval within 30 days of identifying a change to the Risk and Threat Assessments. 
Test Business Continuity Plan
Contractor must conduct annual testing of the Business Continuity Plan and its procedures unless additional testing is required. The annual test exercise must follow the logical business flow and include all processes normally conducted during daily operations. The first annual test must be performed within 6 months of the implementation date.  The results of the Business Continuity Plan Testing must be presented to ODH for approval. If Contractor fails a test, Contractor may be required to retest all or part of the procedures within a reasonable period of time, as determined by ODH.
Minimum Requirements:  Contractor must:
· Notify ODH to participate and monitor the testing;
· Take action to correct all incidents discovered during the test;
· Conduct a retest to ensure all incidents have been corrected;
· Submit a written Business Continuity Plan Testing report to ODH within 30 days after the annual test is compete that describes the following:
· Procedures used to conduct the test;
· Results of test;
· Incidents identified; and
· Corrective actions taken to resolve deficiencies.
· Incorporate results (lessons learned) from the annual test exercises as updates to the Business Continuity Plan within a reasonable amount of time, as determined by ODH.
[bookmark: _Toc488235921][bookmark: _Toc19785320]Disaster Recovery Plan
Disaster Recovery Plan.  Contractor must provide a comprehensive data center disaster recovery plan.  Contractor must update the disaster recovery plan semi-annually.  Contractor must coordinate plans with ODH to ensure that processing is not interrupted and data confidentiality is not compromised in the event that a disaster occurs at either data center. 
Disaster Recovery Planning Policy and Procedures	
Control:  Contractor must:
· Develop, document, and disseminate to all personnel:
· A DR planning policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; and
· Procedures to facilitate the implementation of the DR planning policy and associated contingency planning controls; and
· Reviews and updates the current:
· DR planning policy semi-annually and
· DR planning procedures semi-annually.
Disaster Recovery Plan
Control:  Contractor:
· Develops a DR plan for the information system that:
· Identifies essential missions and business functions and associated contingency requirements;
· Provides recovery objectives, restoration priorities, and metrics;
· Addresses contingency roles, responsibilities, assigned individuals with contact information;
· Addresses maintaining essential missions and business functions despite an information system disruption, compromise, or failure; 
· Addresses eventual, full information system restoration without deterioration of the security safeguards originally planned and implemented; and
· Is reviewed and approved by Senior Management and ODH with consideration of system restoration within seventy-two hours.
· Distributes copies of the contingency plan to key personnel;
· Coordinates DR planning activities with incident handling activities;
· Reviews the DR plan for the information system semi-annually;
· Updates the DR plan to address changes to the organization, information system, or environment of operation and problems encountered during contingency plan implementation, execution, or testing;
· Communicates DR plan changes to key personnel, ODH; 
· Protects the DR plan from unauthorized disclosure and modification;
· Define the network connectivity for:
· ODH to Contractor’s DR site;
· ODH’s DR site to Contractor’s data center;
· ODH’s DR site to Contractor’s DR site.
· The DR Plan must contain:
· Personnel staffing;
· Recovery of information (hard copy and electronic);
· Contractor provided telecommunications services and equipment;
· Information systems hardware and software;
· Utilities;
· Facilities;
· Furnishings;
· Equipment required to provide services;
· Identification and prioritizing all business functions;
· Documented policies and procedures for all business functions;
· Contact list with the assignment of responsibilities for items in recovery plan;
· Schedule and timeframes for restoring operations;
· Processes to ensure liquidity and cash flow necessary to provide day to day operations;
· Clause in all agreements and contracts with third parties to require a business continuity plan; and
· Emergency procurement of services and equipment.  
Disaster Recovery Training
Control:  Contractor provides DR training to information system users consistent with assigned roles and responsibilities:
· Within three months of assuming a contingency role or responsibility;
· The organization incorporates simulated events into DR training to facilitate effective response by personnel in crisis situations.  
Disaster Recovery Plan Training
Control:  Contractor:
· Tests the DR plan for the information system annually using defined objectives to determine the effectiveness of the plan and Contractor’s readiness to execute the plan;
· Includes a full recovery and reconstitution of the information system to a known state as part of DR plan testing;
· Reviews the DR plan test results; and
· Initiates corrective actions, if needed.
Alternate Storage Site
Control:  Contractor:
· Establishes an alternate storage site including necessary agreements to permit the storage and retrieval of information system backup information; and
· Ensures that the alternate storage site provides information security safeguards equivalent to that of the primary site.
· Contractor configures the alternate storage site to facilitate recovery operations in accordance with recovery time and recovery point objectives. 
· The organization identifies potential accessibility problems to the alternate storage site in the event of an area-wide disruption or disaster and outlines explicit mitigation actions.
Alternate Processing Site
Control:  Contractor:
· Establishes an alternate processing site including necessary agreements to permit the transfer and resumption of Contractor’s system operations for essential ODH missions/business functions within 48 hours when the primary processing capabilities are unavailable;
· Ensures that equipment and supplies required to transfer and resume operations are available at the alternate processing site or contracts are in place to support delivery to the site within 48 hours; and
· Ensures that the alternate processing site provides information security safeguards equivalent to those of the primary site.
Telecommunication Services
Control:  Contractor establishes alternate telecommunications services including necessary agreements to permit the resumption of Contractors and ODHs essential missions and business functions within 48 hours when the primary telecommunications capabilities are unavailable at either the primary or alternate processing or storage sites.
[bookmark: _Toc488235922][bookmark: _Toc19785321]Transition Assistance 
Contractor must provide to ODH the Transition Assistance Services set forth herein in connection with the expiration, termination or non-renewal of the Contract.
To the extent the Transition Assistance Services include any out of scope tasks, Contractor using the IDA or Changes process may charge for Services based on the Rate Card defined in the Contract.
[bookmark: _Ref79831570]“Transition Assistance Services” will mean (a) to the extent requested by ODH, the continued performance by Contractor of its obligations under the Contract (including providing the Services which are subject to expiration, termination or non-renewal), and (b) the provisioning of such assistance, cooperation and information as is reasonably necessary to help enable a smooth transition of the applicable Services to ODH or its designated 3rd Party provider (“Successor”). As part of Transition Assistance Services, Contractor must provide such information as ODH may reasonably request relating to the number and function of each of Contractor personnel performing the Services, and Contractor must make such information available to the Successor designated by ODH.
Contractor must cooperate with ODH in its attempts at transferring the services responsibilities to another provider in a manner in keeping with not adversely affecting the provision of ongoing services.
[bookmark: _Toc209337445][bookmark: _Toc488235923][bookmark: _Toc19785322]Responsibilities
Commencing no less than six (6) months prior to expiration of this Contract or on such earlier date as ODH may request, or commencing upon a notice of termination  or of non-renewal of this Contract, and continuing through the effective date of expiration or, if applicable, of termination or non-renewal of this Contract, Contractor must provide to ODH, or at ODH’s request to ODH’s designee, the assistance requested by ODH to allow the Services to continue without interruption or adverse effect and to facilitate the orderly transfer of the Services to ODH or its designee (including a competitor of Contractor). Contractor must also provide Transition Assistance in the event of any partial termination of this Contract (e.g., termination of an element or other component of the Services) by ODH, with such assistance commencing upon ODH’s notice of termination to Contractor.  The Transition Assistance Services must include the following:
· [bookmark: _Ref166432041]ODH or its designee will be permitted to undertake, without interference from Contractor, an effort to hire any Contractor Personnel primarily performing the Services as of the date of notice of termination or non-renewal, or, in the case of expiration, within the six (6) month period (or longer period requested by ODH) prior to expiration. Contractor must waive, and will cause its subcontractors to waive, their rights, if any, under contracts with such personnel restricting the ability of such personnel to be recruited or hired by ODH or ODH’s designee. ODH or its designee must have access to such personnel for interviews and recruitment.
· If ODH is entitled pursuant to this Contract to a sublicense or other right to use any software owned or licensed by Contractor, Contractor must provide such sublicense or other right.
· Contractor must obtain any necessary rights and thereafter make available to ODH or its designee, pursuant to agreed terms and conditions, any 3rd Party services then being utilized by Contractor in the performance of the Services, including services being provided through 3rdParty service or maintenance contracts on equipment and software used to provide the services. Contractor will be entitled to retain the right to utilize any such 3rd Party services in connection with the performance of services for any other Contractor customer.
· [bookmark: _Ref166328238]For a period of up to twelve (12) months following the effective date of expiration, termination or non-renewal, under other provisions of this Contract and at ODH's request, Contractor must continue to provide Termination/Expiration Assistance. Actions by Contractor under this section will be subject to the other provisions of this Contract.
· [bookmark: _Ref166328318]In the process of evaluating whether to undertake or allow termination, expiration or renewal of this Contract, ODH may consider obtaining, or determine to obtain provisions for performance of services similar to the Services following the termination, expiration or non-renewal of this Contract from a 3rd party or to return these services to ODH for ongoing operation. As and when reasonably requested by ODH for use in such a process, Contractor must provide to ODH such information and other cooperation regarding performance of the Services as would be reasonably necessary for ODH or a 3rd Party to prepare an informed option analysis for such services, and for ODH or a 3rd Party not to be disadvantaged compared to Contractor, if Contractor were to be invited by ODH to submit a proposal.
· [bookmark: _Ref166483979]Contractor acknowledges that, in the event it breaches (or attempts or threatens to breach) its obligation to provide Transition Assistance Services as provided in this section, ODH will be irreparably harmed. In such a circumstance, ODH may proceed directly to court. If a court of competent jurisdiction should find that Contractor has breached (or attempted or threatened to breach) any such obligations, Contractor agrees that, without any additional findings of irreparable injury or other conditions to injunctive relief (including the posting of bond), it will not oppose the entry of an appropriate order compelling performance by Contractor and restraining it from any further breaches (or attempted or threatened breaches).
· Contractor must provide to ODH an inventory of resources (or resource full time equivalents) then performing work under the Contract to assist ODH in determining the appropriate resourcing and skill model required for ODH or a State contracted 3rd Party to assume the services as provided by Contractor. This resource inventory must include (at a minimum); full-or part time equivalent resource models; skill and experience levels; education or technical skill certification levels required; and other mutually agreeable and pertinent information for ODH to assemble or source the capabilities to perform the services described herein. Contractors are to note that ODH does not require names of individuals as part of fulfilling this requirement.
In addition to the requirements in this section, in the event of a transfer of services back to ODH and at ODH’s sole discretion, Contractor must design and implement a training program to State employees designed to convey operational and technical knowledge associated with the ongoing operation of the in-scope applications and systems, conduct knowledge and documentation transfers for the then current operational processes and tasks and work to ensure an overall continuity of services until such time as State employees must reasonably perform the roles in keeping with service levels and other operational quality, timeliness and accuracy considerations associated with the delivery of the service. These services must be priced utilizing the then current Contractor Rate Card at the time of the request and as approved by ODH.
[bookmark: _Toc209337446][bookmark: _Toc488235924][bookmark: _Toc19785323]Standards
Contractor must transfer Services to ODH or its successor(s) in an efficient and orderly manner.
The impact on ODH’s business (including its personnel and customers) and the internal and 3rd Party IT-related costs incurred by ODH in transferring the Services are acceptable to ODH under the circumstances.
The Services continue to be performed by Contractor without disruption or deterioration until the transfer has occurred: (i) consistent with the terms and conditions of this Contract, or (ii) except as approved by ODH.
Any disruption or deterioration of the remaining Services following the transfer (except as approved by ODH or included in the Transition Assistance Services Plan) to the extent the same is within the control of Contractor and as agreed with ODH.
In an effort to facilitate transition of responsibilities, the Key Management Position obligations in the Governance Section of this Supplement will continue to apply during the agreed Transition Assistance Services Period.
[bookmark: _Toc506359618][bookmark: _Toc506360336][bookmark: _Toc506361240][bookmark: _Toc506361657][bookmark: _Toc506366911][bookmark: _Toc506367131][bookmark: _Toc506367599][bookmark: _Toc506367772][bookmark: _Toc506370742][bookmark: _Toc506370900][bookmark: _Toc506371078][bookmark: _Toc506371256][bookmark: _Toc506371813][bookmark: _Toc506371988][bookmark: _Toc506372164][bookmark: _Toc506372315][bookmark: _Toc506372436][bookmark: _Toc506372556][bookmark: _Toc506372678][bookmark: _Toc209337447][bookmark: _Toc488235925][bookmark: _Toc19785324]Transition Assistance Services Plan
The contents of Transition Assistance Plan must include, unless otherwise agreed, the services, functions, and activities as defined below:
· Identification of the Services and related positions or functions that require transition and a schedule, plan and procedures for ODH or its designee assuming responsibility.
· Description of actions to be taken by Contractor in performing Transition Assistance Services.
· Description of how the transfer of (i) relevant information regarding the Services, (ii) resources (if any), (iii) operations and (iv) contracts (if any) will be achieved.
· Description in detail of any dependencies on the successor(s) necessary for Contractor to perform the Transition Assistance Services (including an estimate of the specific Contractor staffing required).
· Inventory of documentation and work products required to facilitate the transition of responsibilities.
· State assistance in the identification of potential risk factors relating to the transition and in designing plans and contingencies to help mitigate the risk.
· Timeline for the transfer of each component of the Transition Assistance Services (including key milestones to track the progress of the transfer).
· A schedule and plan for Contractor’s return to ODH of (i) ODH Service locations then occupied by Contractor (if any), and (ii) ODH Confidential Information, ODH Data, documents, records, files, tapes and disks in Contractor’s possession.
[bookmark: _Hlk506883082][bookmark: _Toc13576084]Transition Assistance Services
Contractor must provide Transition Assistance Services to ODH, or at ODH’s request to ODH’s designee to allow contracted services to continue without interruption or adverse effect and to facilitate the orderly transition to a new service provider. 
Transition Assistance Services must commence as follows:
No less than six (6) months prior to expiration of this Contract or on such earlier date as ODH may request; or
Upon notice of termination/partial termination; or
Upon notice of non-renewal of this Contract.
For a period of up to three (3) months following the effective date of expiration, termination or non-renewal, at the ODH’s request, Contractor must continue to provide Transition Assistance Services. 
Upon ODH request, Contractor must provide Transition Assistance Services that include, at a minimum: 

· Provide assistance, cooperation and information as is reasonably necessary to help enable a smooth transition of the applicable Services to the ODH or its designated service provider.

· Provide information as the ODH may reasonably request relating to the number and function of each of Contractor personnel performing the Services.

· Transfer ODH -owned data, information, deliverables, work products, documentation, etc.

· Identify any dependencies on the new service provider necessary for Contractor to perform the Transition Assistance Services.

· Assist ODH in the identification of significant potential risk factors relating to the transition.

· Assist ODH in designing plans and contingencies to help mitigate identified risks.

· Submit a Transition Plan, for approval by the ODH, which includes a timeline for successfully completing the Transition Assistance Services.

· A schedule and plan for Contractor’s return to ODH of (i) State service locations then occupied by Contractor (if any), and (ii) the ODH Confidential Information, the ODH Data, documents, records, files, tapes and disks in Contractor’s possession.
Contractor must provide a single point of contact who will be responsible for Contractor’s overall performance of Transition Assistance Services.
[bookmark: _Toc209337448][bookmark: _Toc488235926][bookmark: _Toc19785325]Transition Management Team
Contractor must provide a senior Project Manager who be responsible for Contractor’s overall performance of the Transition Assistance Services. 
ODH will appoint a senior Project Manager who will be the primary point of contact for Contractor during the Transition Assistance Services Period. Additionally, ODH may appoint its own Transition Team that would be responsible for the review of then current services provided by Contractor and work to facilitate an orderly transition of services.
[bookmark: _Toc209337449][bookmark: _Toc488235927][bookmark: _Toc19785326]Operational Transfer
Contractor must perform the following activities reasonably required to help effect a smooth and orderly transfer of operational responsibility for the services:
· Facilitating access to any applicable State data, source code, object code, object and production libraries, reference files, field descriptions, record layouts and technical specifications along with run documentation for the solution then in Contractor’s possession including tools, scripts, run books, production schedules and procedures as required to support the in-scope solution which may be used in training, knowledge transfer, sizing assessments, operational reviews and other uses required by ODH at the time of Transition.
· Cooperating with the Successors in conducting migration testing.
· Providing ODH-owned documents and information related to the functionality, program code, data model and data base structure, and access methods for the in-scope Applications and manual and automated processes used for ODH, within the possession or control of Contractor, and reviewing such processes, documents and information with the Successor as reasonably requested.
· Cooperating with ODH’s test plans, back out procedures, and contingency plans as part of the migration of Services.
· After the transfer of the provision of Services to ODH, its designee(s), or both, providing additional assistance as reasonably requested by ODH to facilitate continuity of operations, through the end of the Transition Assistance Services Period.
[bookmark: _Toc474383051][bookmark: _Toc474384035][bookmark: _Toc474385067][bookmark: _Toc479921407][bookmark: _Toc488235937][bookmark: _Toc510002992][bookmark: _Toc19785327] Service Levels
[bookmark: _Toc510002993][bookmark: _Toc19785328]Service Level Requirements
This section sets forth the performance specifications for the Service Level Agreements (SLA) to be established between contractor and the State that are applicable to the Solution and Managed Services elements. It contains the tables and descriptions that provide the State’s framework, requirements relating to service level commitments, and the implications of meeting versus failing to meet the requirements and objectives, as applicable. 
The mechanism set out herein will be implemented to manage contractor’s performance against each Service Level, to monitor the overall performance of contractor in delivery of the Service.
Contractor will be required to comply with the following performance management and reporting mechanisms for all Services within the scope of this RFP and must provide these reports to the State no less frequently than monthly basis: 
· Service Level Specific Performance – Agreed upon specific Service Levels to measure the performance of specific Services or Service Elements. Most individual Service Levels are linked to financial credits due to the State (“Performance Credits”) to incent Contractor performance.
[bookmark: _Toc510002994][bookmark: _Toc19785329]Service Level Specific Performance Credits
Each Service Level (SL) will be measured using a “Green-Yellow-Red” traffic light mechanism (the “Individual SL GYR State”), with “Green” representing the highest level of performance and “Red” representing the lowest level of performance. A Performance Credit will be due to the State in the event a specific Individual SLA GYR State falls in the “Yellow “or “Red” state. The amount of the Performance Credit for each SLA will be based on the Individual SLA GYR State. Further, the amounts of the Performance Credits will, in certain cases, increase where they are imposed in consecutive months. 
Set forth below is a table summarizing the monthly Performance Credits for each SLA. All amounts set forth below that are contained in a row pertaining to the “Yellow” or “Red” GYR State, represent Performance Credit amounts.


	Recurring Failures - SLA Performance Credits

	Individual SL GYR State
	1st 
Monthly Occurrence
	2nd 
Monthly Occurrence
	3rd 
Monthly Occurrence
	4th 
Monthly Occurrence
	5th 
Monthly Occurrence
	6th 
Monthly Occurrence
	7th 
Monthly Occurrence
	8th 
Monthly Occurrence
	9th 
Monthly Occurrence
	10th Monthly Occurrence
	11th 
Monthly Occurrence
	12th 
Monthly Occurrence

	Red
	X =1.71% of MPC
	X + 50% of X
	X + 100% of X
	X + 150% of X
	X + 200% of X
	X + 250% of X
	X + 300% of X
	X + 350% of X
	X + 400% of X
	X + 450% of X
	X + 500% of X
	X + 550% of X

	Yellow
	Y = 0.855% of MPC
	Y + 50% of Y
	Y + 100% of Y
	Y + 150% of Y
	Y + 200% of Y
	Y + 250% of Y
	Y + 300% of Y
	Y + 350% of Y
	Y + 400% of Y
	Y + 450% of Y
	Y + 500% of Y
	Y + 550% of Y

	Green
	None
	None
	None
	None
	None
	None
	None
	None
	None
	None
	None
	None







Contractor agrees that in each month of the Contract, 12% of the monthly project charges (MPC) associated with the Project Implementation portion of this Contract will be at risk. MPCs are the charges for the services and deliverables accepted or due during a given month.  The MPC for the Project Implementation will be at risk for failure to meet the SLs set forth herein. Contractor will not be required to provide Performance Credits for multiple Performance Specifications for the same event; the highest Performance Credit available to the State for that particular event will apply. 
On a quarterly basis, there will be a “true-up” at which time the total amount of the Performance Credits will be calculated (the “Net Amount”), and such Net Amount will be set off against any fees owed by the State to contractor. 
Moreover, in the event of consecutive failures to meet the Service Levels, contractor will be required to credit the State the maximum Performance Credit under the terms of the Contract. 
Contractor will not be liable for any failed Service Level caused by circumstances beyond its control, and that could not be avoided or mitigated through the exercise of prudence and ordinary care, provided that contractor immediately notifies the State in writing and takes all steps necessary to minimize the effect of such circumstances and resumes its performance of the Services in accordance with the SLAs as soon as possible.
[bookmark: _Toc510002995][bookmark: _Toc19785330]Overall Contract Performance
In addition to the service specific performance credits, on a monthly basis, an overall SL score (the “Overall SL Score”) will be determined, by assigning points to each SL based on its Individual SL GYR State. The matrix set forth below describes the methodology for computing the Overall SL Score:
	Individual SLAs GYR State
	Performance Multiple

	Green
	0

	Yellow
	1

	Red
	4








The Overall SL score is calculated by multiplying the number of SLAs in each GYR State by the Performance Multiples above. For example, if all SLAs are Green except for two SLAs in a Red GYR State, the Overall SL Score would be the equivalent of 8 (4 x 2 Red SLAs).
Based on the Overall SL Score thresholds value exceeding a threshold of fifteen (15), mandatory Executive escalation procedures outlined in this RFP will be initiated to restore acceptable Service Levels. 
If a successful resolution is not reached, then the State may terminate the Contract for cause if:
The overall SL score reaches a threshold over a period of 3 consecutive months with the equivalent of 50% of the service levels in a red state; and contractor fails to cure the affected Service Levels within 60 calendar days of receipt of the State’s written notice of intent to terminate; OR
The State exercises its right to terminate for exceeding the threshold level of 75% of Service levels in total not performing to a green state over a six (6) month period.
The Overall Contract Performance will not constitute the State’s exclusive remedy to resolving issues related to contractor’s performance. The State retains the right to terminate for Overall Contract Performance under the terms of this Contract.
[bookmark: _Toc510002996][bookmark: _Toc19785331]Monthly Service Level Report
On a monthly basis, contractor will provide a written report (the “Monthly Service Level Report”)to the State which includes the following information: (i)contractor’s quantitative performance for each Service Level; (ii) each Individual SL GYR State and the Overall SL Score; (iii) the amount of any monthly Performance Credit for each Service Level (iv) the year-to-date total Performance Credit balance for each Service Level and all the Service Levels; (v) a “Root-Cause Analysis” and corrective action plan with respect to any Service Levels where the Individual SL GYR State was not “Green” during the preceding month; and (vi) trend or statistical analysis with respect to each Service Level as requested by the State . The Monthly Service Level Report will be due no later than the tenth (10th) calendar day of the following month. 
Failure to report any SLA, SLA performance in each month, and for any non-Green (i.e., performing to Standard) SLA a detailed root cause analysis that substantiates cause will result in the State considering the performance of contractor for that period as performing in a Red State.
[bookmark: _Toc510002997][bookmark: _Toc19785332]Contractor Performance Reporting
Contractor will implement and utilize measurement and monitoring tools and metrics as well as standard reporting procedures to measure, monitor and report contractor's performance of the Services against the applicable Service Level Specific Performance plus the Overall Performance Score and provide any other reports required under this Scope of Work. Contractor will provide the State with access to contractor’s asset management reports used in performing the Services, and to on-line databases containing up-to-date information regarding the status of service problems, service requests and user inquiries. Contractor also will provide the State with information and access to the measurement and monitoring reports and procedures utilized by contractor for purposes of audit verification. The State will not be required to pay for such measurement and monitoring tools or the resource utilization associated with their use.
Prior to the Commencement Date, contractor will provide to the State proposed report formats, for State approval. In addition, from time to time, the State may identify a number of additional reports to be generated by contractor and delivered to the State on an ad hoc or periodic basis. Generally, contractor tools provide a number of standard reports and the capability to provide real-time ad hoc queries by the State. A number of additional or other periodic reports (i.e., those other than the standard ones included in the tools) mean a number that must be provided incidentally without major commitment of resources or disruption of the efficient performance of the services. Such additional reports will be electronically generated by contractor, provided as part of the Services and at no additional charge to the State. To the extent possible, all reports will be provided to the State on-line in web-enabled format and the information contained therein will be capable of being displayed graphically.
At a minimum, the reports to be provided by contractor must include:
· Monthly Service Level report(s) documenting contractor's performance with respect to Service Level Agreements;
· A number of other periodic reports requested by the State, which the State reasonably determines are necessary and related to its use and understanding of the Services; and Contractor must provide periodic reporting of proposed deliverables in respect to expected time frames with mitigation efforts as required meeting project objectives.
[bookmark: _Toc510002998][bookmark: _Toc19785333]Escalation for Repetitive Service Level Failures
The State may escalate repetitive service level failure to contractor’s executive sponsor, contractor’s Managing Director / Lead Public Sector Partner for Public Sector, or the equivalent position.

[bookmark: _Toc510002999][bookmark: _Toc19785334]Service Level Requirements- Project Implementation and Managed Services
Contractor must meet the Service Level Commitment for each Service Level set forth in the table below and specified in detail later in this section

	Service Level
	Service Level Standard

	
	Performing
	Under-Performing
	Not Achieving

	System Availability the system is available to authorized users and website users during published operating hours (less mutually agreed and scheduled down time for maintenance functions)
	>99.5%
	>95%
	<95%

	Critical Issue Resolution Time: The outage or unavailability duration of a critical function of the Service (functional, technical or support) causing severe impact to the authorized users and website users that utilize Solution and no alternative or bypass is available. 
	< 1 Hour
	< 8 hours
	> 8 hours

	Milestone Delivery Due Dates: The Milestones as scheduled in Contractor’s Work Plan, Deliverable 1
	<5 days
	>5 days
	>14 days







[bookmark: _Toc510003000][bookmark: _Toc19785335]Solution and Managed Services: Service Level Commitments
	Service Level
	SLA or SLO
	Coverage

	1
	Incident Resolution – Mean Time to Repair (Severity 1 Outages)
	SLA
	7x24

	2
	Incident Resolution – Mean Time to Repair (Severity 2 Outages)
	SLA
	7x24

	3
	Incident Resolution – Mean Time to Repair (Severity 3 Outages)
	SLA
	Business Hours

	4
	Service Availability – Application Availability
	SLA
	7x24

	5
	System Performance & Responsiveness 
	SLA
	7x24

	6
	Incident Resolution - Issue Triage, Closure and Recidivist Rate
	SLA
	Business Hours

	7
	User Interaction - Completion of Administrative, Root, DBA, Privileged User Adds/Deletes
	SLA
	Business Hours (non-emergency)

	8
	Security – Security Compliance
	SLA
	continuous

	9
	Monitoring & Auditing – Application Security Breach Detection, Notification and Resolution
	SLA
	7x24

	10
	Job Schedule and Scheduled Reporting Performance 
	SLA
	Scheduled Hours

	11
	Operational Process Control & Repeatability – Changes to Production environments
	SLA
	Scheduled Maintenance

	12
	Service Quality – System Changes
	SLA
	Scheduled Maintenance

	13
	Service Timeliness – System Changes
	SLA
	Scheduled Maintenance





	Project Implementation Service Level Agreement: Deliverable Acceptance


	Definition: The State’s ability to accept Contractor deliverables based on submitted quality and in keeping with initially defined standards and content for Contractor deliverables.
Contractor must provide deliverables to the State in keeping with agreed levels of completeness, content quality, content topic coverage and otherwise achieve the agreed purpose of the deliverable between the State and contractor. For the avoidance of doubt, the deliverables contained in this RFP as they pertain to the system
Project and general Ongoing Project Services delivery will represent the minimum set of expected deliverables. 

Notwithstanding the State review and approval cycles, this SL will commence upon the delivery of a final deliverable for acceptance to the State, and any work/re-work to the final deliverable as a result of any State questions, required clarifications/amplifications, and conclude upon due completion of the required amendments.

This SL will commence upon Project initiation and will prevail until Project completion. 

	Measurement Period
	Data Source
	Collection Frequency
	SL Formula
	SL Measure GYR State

	Monthly, During Project
	Weekly Project Report
	Weekly
	% Deliverable Acceptance (Expressed as %) = # Deliverables Accepted During Period ÷ # Deliverables Presented during Period
	>85%
	>80% and <=85%
	<= 80%




	Project Implementation Service Level Agreement: Milestone Delivery Due Dates

	Definition: Milestones means the milestone for the provision of deliverables specified in the Work Plan Contractor shall submit in Deliverable 1.   The timely delivery of services and achievement of milestones is essential to the Project objective.  Contractor must provide deliverables to the State in keeping with scheduled milestones that shall be outlined in Contractor’s Work Plan under Deliverable 1.  For the avoidance of doubt, the deliverables contained in this RFP as they pertain to the system Project and general Ongoing Project Services delivery will represent the minimum set of expected deliverables. 

Notwithstanding the State review and approval cycles, this SL will commence upon the delivery of its Work Plan in Deliverable 1 or current Work Plan as mutually agreed upon.

Milestone Delivery Due Dates: The Milestones as outlined in Contractor’s Work Plan, Deliverable 1, are deliverable based and in the event the Milestones are not being met the purpose of the Contract and usefulness to the users. Contractor shall use all reasonable endeavors to provide the relevant Deliverable to the State within 5 business days of the relevant Milestone; Contractor shall at no additional cost to the State, allocate additional or re-allocate existing resources and personnel in order to provide the relevant Deliverable within such five day period; State may without liability withhold payment in respect of any invoice issued in respect of Services relating to a Deliverable if such deliverable is not provided within the period referred to in the Work Plan; and the State may terminate this Contract by written notice to Contractor if Contractor does not provide the Deliverable for a Milestone within fourteen (14) days of such Milestone. In the event contractor does not meet a Milestone due to an act or omission of the State, contractor shall use reasonable endeavors to provide the relevant Deliverable to the State within five days of the relevant Milestone and in any event will collaborate with the State to deliver the Deliverable within such other reasonable time as the State may request. This clause will not affect contractor’s obligations to meet Milestones other than the particular Milestone at issue. 

	Measurement Period
	Data Source
	Collection Frequency
	SL Formula
	SL Measure GYR State

	Monthly, During Project
	Weekly Project Report
	Weekly
	100% Y ( # Milestones Missed During Period) +
100% X (# Milestones Missed During Period)
	<5 days
	>5 days
	>14 days




	Project Implementation Service Level Agreement: UAT Severity 1 Outages Resolution – Mean Time to Repair 

	Prompt resolution of system issues identified as part of Contractor System/Unit Testing and/or User Acceptance Testing (UAT).

This Service Level begins upon first migration of Solution functionality into the User Acceptance environment.

The State shall, in consultation with contractor, determine the Severity of each issue identified during UAT.  Formal declaration of the Severity of each UAT issue to contractor will be made by the State Project Manager.

Prioritization: An Issue shall be categorized as "Severity 1" if the issue will prevent the State from authorizing Production migration of the associated functionality or module.  

Typical characteristics of Severity 1 issues are situations that would prohibit the execution of productive work for a group(s) or individual performing a critical business function.  Examples include, but not limited to:

-  ODH users are unable to securely interact with the system 

Measurement: Issue "Time to Repair" will be measured from the time the State reports the issue as Severity 1 to the point in time contractor provides either a resolution or workaround to the State for verification and acceptance.  In the case where the resolution or workaround is determined by the State to be unacceptable the tracking of the "Time to Repair" will recommence at the time the State reports the unacceptability.  

In the case of a workaround, the State may accept the workaround as a short-term solution, allowing the functionality to move to Production, but still need the issue resolved at a lower Severity.  In these circumstances the State will consider the associated Severity 1 issue resolved and contractor will establish a new issue at the State determined Severity for management and tracking.

The "Mean Time to Repair" for the reporting month will be measured by assessing the elapsed time in business days (expressed as a decimal number, to two positions after the decimal point, that reflects the hours and minutes) of all resolved Severity 1 UAT issues to determine the statistical mean.

	Measurement Period
	Data Source
	Collection Frequency
	SL Formula
	SL Measure GYR State

	Reporting Month
	Monthly Service Report
	Per Issue
	Mean Time to Repair (Severity 1 Issues) = (Total elapsed business days for all resolved Severity 1 Issues) ÷ (Total number of all resolved Severity 1 Issues)
	<= 3 days
	> 3 days and <= 5 days
	> 5 days



	Project Implementation Service Level Agreement: UAT Severity 2 Outages Resolution – Mean Time to Repair 

	Prompt resolution of system issues identified as part of Contractor System/Unit Testing and/or User Acceptance Testing (UAT).

This Service Level begins upon first migration of Solution functionality into the User Acceptance environment.

The State shall, in consultation with contractor, determine the Severity of each issue identified during UAT.  Formal declaration of the Severity of each UAT issue to contractor will be made by the State Project Manager.

Prioritization: An issue shall be categorized as "Severity 2" if the issue will prevent the State from authorizing Production access to the associated functionality beyond customer support team members.  

Typical characteristics of Severity 2 issues are situations that require restricted functionality access in a tightly controlled user environment to limit the risk of prohibited execution of productive work for a group(s) or individual performing a critical business function.  Examples include, but are not limited to:

-  Complicated workarounds are required to use the functionality, increasing the likelihood of user error and/or confusion.
-  ODH-specific configuration must be sufficiently completed to permit deployment.

Measurement: Issue "Time to Repair" will be measured from the time the State reports the issue as Severity 2 to the point in time contractor provides either a resolution or workaround to the State for verification and acceptance.  In the case where the resolution or workaround is determined by the State to be unacceptable the tracking of the "Time to Repair" will recommence at the time the State reports the unacceptability.  

In the case of a workaround, the State may accept the workaround as a short-term solution, allowing the functionality to move to Production, but still need the issue resolved at a lower Severity.  In these circumstances the State will consider the associated Severity 2 issue resolved and contractor will establish a new issue at the State determined Severity for management and tracking.

The "Mean Time to Repair" for the reporting month will be measured by assessing the elapsed time in business days (expressed as a decimal number, to two positions after the decimal point, that reflects the hours and minutes) of all resolved Severity 2 UAT issues to determine the statistical mean.

	Measurement Period
	Data Source
	Collection Frequency
	SL Formula
	SL Measure GYR State

	Reporting Month
	Monthly Service Report
	Per Issue
	Mean Time to Repair (Severity 2 Issues) = 
(Total elapsed business days for all resolved Severity 2 Issues) ÷ (Total number of all resolved Severity 2 Issues)
	<= 5 days
	> 5 days and <= 7 days
	> 7 days




	Project Implementation Service Level Agreement: UAT Severity 3 Outages Resolution – Mean Time to Repair 

	Prompt resolution of system issues identified as part of Contractor System/Unit Testing and/or User Acceptance Testing (UAT).

This Service Level begins upon first migration of Solution functionality into the User Acceptance environment.

The State shall, in consultation with contractor, determine the Severity of each issue identified during UAT.  Formal declaration of the Severity of each UAT issue to contractor will be made by the State Project Manager.

Prioritization: An Issue shall be categorized as "Severity 3" if the issue will result in the State limiting ODH web customer use of or access to components/features of the associated functionality.  
 
Typical characteristics of Severity 3 issues are situations that would have adverse effect on the rollout, adoption and training of the functionality.  Examples include, but are not limited to:

-  ODH web customer use will result in significant number of support calls.

Measurement: Issue "Time to Repair" will be measured from the time the State reports the issue as Severity 3 to the point in time contractor provides either a resolution or workaround to the State for verification and acceptance.  In the case where the resolution or workaround is determined by the State to be unacceptable the tracking of the "Time to Repair" will recommence at the time the State reports the unacceptability.  

In the case of a workaround, the State may accept the workaround as a short-term solution, allowing the functionality to move to Production, but still need the issue resolved at a lower Severity.  In these circumstances the State will consider the associated Severity 3 issue resolved and contractor will establish a new issue at the State determined Severity for management and tracking.

The "Mean Time to Repair" for the reporting month will be measured by assessing the elapsed time in business days (expressed as a decimal number, to two positions after the decimal point, that reflects the hours and minutes) of all resolved Severity 3 UAT issues to determine the statistical mean.

	Measurement Period
	Data Source
	Collection Frequency
	SL Formula
	SL Measure GYR State

	Reporting Month
	Monthly Service Report
	Per Issue
	Mean Time to Repair (Severity 3 Issues) = 
(Total elapsed business days for all resolved Severity 3 Issues) ÷ (Total number of all resolved Severity 3 Issues)
	<= 8 days
	> 8 days <=10 days
	> 10 days



	Project Implementation Service Level Agreement: UAT Environment Availability

	System UAT Environment is available to State users for scheduled UAT activities.

UAT Environment availability means access to the UAT functionality being tested is enabled; log-in is permitted from the local user LAN and test scripts must be executed. Contractor must implement State approved operational processes, instrumentation, monitoring and controls that validate availability of the system to State testers.

Measurement: This Service Level will be calculated for those Service Elements that are directly in contractor’s scope and will be measured from the end-user community desktop to the ability to process transactions to the system database. If, in determination of the root cause of an “unavailable” condition, the State LAN, WAN and Data Center outages, or the outage of State provided Infrastructure is the cause of the condition, contractor shall be excused from those outages that arise from such a condition, unless the outage is a direct result of a Contractor created situation.

	Measurement Period
	Data Source
	Collection Frequency
	SL Formula
	SL Measure GYR State

	Reporting Month
	Monthly Service Report
	Continuous, 24 hours a day
	UAT Environment Availability (Expressed as percentage) = (Total Environment Scheduled Uptime – Total Environment Unscheduled Outages) ÷ (Total Application Scheduled Uptime)
	
>= 99.0%
	
>=95.0 and < 99.0
	
<95.0%






	Project Implementation Service Level Agreement: UAT Readiness

	System User Acceptance Test preparations are complete for scheduled UAT activities.

UAT Readiness means that Test Scripts are provided to the State on time and that the functionality to be tested is migrated to the UAT environment on time.

Measurement: Monitoring compliance will be determined by tracking the following key performance indicators (KPIs):
-  Submission of Test Scripts:  the number of business days prior to the scheduled migration date of the associated UAT release that test scripts are submitted to the State.  The baseline is 10 business days.
-  On-time Migration of UAT functionality:  the number of business days after the scheduled UAT release migration date that the release is actually migrated.

	Measurement Period
	Data Source
	Collection Frequency
	SL Formula
	SL Measure GYR State

	Reporting Month
	Monthly Service Report
	Each UAT release migration
	UAT Readiness (Expressed in Business Days) = the greater value of the following two calculations:

10 - (UAT Release Scheduled Date - Test Script Submission Date)
OR
(Actual UAT Release Migration Date - Scheduled UAT Release Migration Date)
	< = 1 day
	>1 day and <=3 days
	> 3 days




	Project Implementation Service Levels: UAT Issue Resolution Quality - Recidivism Rate

	Resolved Severity 1, 2 and 3 UAT issues affecting system do not reoccur or cause other issues as a result of the resolution to the root cause of the Issue.

Monitoring compliance will be determined by tracking the following key performance indicator (KPI):
- Issue Recidivism tracking: the number of closed Severity 1, 2 or 3 issues that reoccur and the number of new issues caused by resolution of a Severity 1, 2 and 3 issue.

Measurement: Recidivism Rate will assess the number of recidivism occurrences in a month to the number of corresponding Severity 1, 2 and 3 issues in the same month.

	Measurement Period
	Data Source
	Collection Frequency
	SL Formula
	SL Measure GYR State

	Calendar Quarter
	Issue Management System Report
	Per Issue
	Recidivism Rate (Expressed as percentage) = Total Number of Recidivism Occurrences ÷ Total number of Resolved Severity 1, 2 and 3 Issues
	<= 1%
	> 1% and <= 3%
	>3%




	Managed Services Service Levels: Issue Resolution – Mean Time to Repair (Severity 1 Issues)

	Prompt resolution of system Solution Severity 1 issues that impact State processing and processes.

This Service Level begins upon completion of agreed production acceptance criteria and a measurement period as documented in the transition to production plan.

The State shall, in consultation with contractor, determine the Severity of each issue.  Formal declaration of the Severity of each issue to contractor will be made by the State Project Manager.

Prioritization: An Issue shall be categorized as a “Severity 1 Issue” if the issue is characterized by the following attributes.   
The Issue: 
-  renders a business critical System, Service, Software, Equipment or network component unavailable, substantially unavailable or seriously impacts normal business operations, in each case prohibiting the execution of productive work, or 
-  affects either a group or groups of people, or a single individual performing a critical business function, or
-  causes violation of policy, regulation or law thereby placing the action at risk of audit and/or legal action.

Measurement: Issue "Time to Repair" will be measured from the time the State reports the issue as Severity 1 to the point in time contractor provides either a resolution or workaround to the State for verification and acceptance.  In the case where the resolution or workaround is determined by the State to be unacceptable the tracking of the "Time to Repair" will recommence at the time the State reports the unacceptability.  

In the case of a workaround, the State may accept the workaround as a short-term solution, allowing the resolution to move to Production, but still need the issue resolved at a lower Severity.  In these circumstances the State will consider the associated Severity 1 issue resolved and contractor will establish a new issue at the State determined Severity for management and tracking.

The "Mean Time to Repair" for the reporting month will be measured by assessing the elapsed time (expressed as a decimal number, to two positions after the decimal point, that reflects the hours and minutes) of all resolved Severity 1 UAT issues to determine the statistical mean.

	Measurement Period
	Data Source
	Collection Frequency
	SL Formula
	SL Measure GYR State

	Reporting Month
	Monthly Service Report
	Per Issue
	Mean Time to Repair (Severity 1 Issues) = 
Expressed in Hours
(Total elapsed time for all resolved Severity 1 Issues) ÷ (Total number of all resolved Severity 1 Issues)
	<= 24 hours
	> 24 hours and <= 48 hours
	> 48 hours




	Managed Services Service Levels: Issue Resolution – Mean Time to Repair (Severity 2 Issues)

	Prompt resolution of system Severity 2 issues that impact State processing and processes.

This Service Level begins upon completion of agreed production acceptance criteria and a measurement period as documented in the transition to production plan.

The State will, in consultation with contractor, determine the Severity of each issue.  Formal declaration of the Severity of each issue to contractor will be made by the State Project Manager.

Prioritization: An Issue shall be categorized as a “Severity 2 Issue” if the issue is characterized by the following attributes.   
The Issue: 
- does not render a business critical System, Service, Software, Equipment or network component unavailable, substantially unavailable but a function or functions are not available, substantially unavailable or functioning as it/they should, and
- affects either a group or groups of people, or a single individual performing a critical business function.

Measurement: In the case of a workaround, the State may accept the workaround as a short-term solution, allowing the resolution to move to Production, but still need the issue resolved at a lower Severity.  In these circumstances the State will consider the associated Severity 1 issue resolved and contractor will establish a new issue at the State determined Severity for management and tracking.

The "Mean Time to Repair" for the reporting month will be measured by assessing the elapsed time (expressed as a decimal number, to two positions after the decimal point, that reflects the hours and minutes) of all resolved Severity 2 UAT issues to determine the statistical mean.

	Measurement Period
	Data Source
	Collection Frequency
	SL Formula
	SL Measure GYR State

	Reporting Month
	Monthly Service Report
	Per Issue
	Mean Time to Repair (Severity 2 Issues) = (Total elapsed time for all resolved Severity 2 Issues) ÷ (Total number of all resolved Severity 2 Issues)
	<= 48 hours
	> 48 hours and <= 72 hours
	> 72 hours




	Managed Services Service Levels: Issue Resolution – Mean Time to Repair (Severity 3 Issues)

	Prompt resolution of system Severity 3 issues that impact State processing and processes.

This Service Level begins upon completion of agreed production acceptance criteria and a measurement period as documented in the transition to production plan.

The State will, in consultation with contractor, determine the Severity of each issue.  Formal declaration of the Severity of each issue to contractor will be made by the State Project Manager.

Prioritization: An Issue shall be categorized as a “Severity 3 Issue” if the issue is characterized by the following attributes.  
The Issue: 
-  causes a group of people or single individual to be unable to access or use a System, Service, Software, Equipment or network component or a key feature thereof, and 
-  a reasonable workaround is not available, but 
-  does not prohibit the execution of productive work.

Measurement: Issue "Time to Repair" will be measured from the time the State reports the issue as Severity 3 to the point in time contractor provides either a resolution or workaround to the State for verification and acceptance.  In the case where the resolution or workaround is determined by the State to be unacceptable the tracking of the "Time to Repair" will recommence at the time the State reports the unacceptability.  

In the case of a workaround, the State may accept the workaround as a short-term solution, allowing the resolution to move to Production, but still need the issue resolved at a lower Severity.  In these circumstances the State will consider the associated Severity 1 issue resolved and contractor will establish a new issue at the State determined Severity for management and tracking.

The "Mean Time to Repair" for the reporting month will be measured by assessing the elapsed time in business days (expressed as a decimal number, to two positions after the decimal point, that reflects the hours and minutes) of all resolved Severity 3 UAT issues to determine the statistical mean.

	Measurement Period
	Data Source
	Collection Frequency
	SL Formula
	SL Measure GYR State

	Reporting Month
	Monthly Service Report
	Per Issue
	Mean Time to Repair (Severity 3 Issues) = 
Expressed in Business Days
(Total elapsed business days for all resolved Severity 3 Issues) ÷ (Total number of all resolved Severity 3 Issues)
	<= 5 days
	> 5 days and <=10 days
	> 10 days




	Managed Services Service Levels: Issue Resolution Quality - Recidivism Rate

	Resolved Severity 1, 2 and 3 Production issues affecting the system do not reoccur or cause other issues as a result of the resolution to the root cause of the Issue.

Monitoring compliance will be determined by tracking the following key performance indicator (KPI):
- Issue Recidivism tracking: the number of closed Severity 1 or 2 issues that reoccur and the number of new issues caused by resolution of a Severity 1,  2 or 3 issue.

Measurement: Recidivism Rate will assess the number of recidivism occurrences in a month to the number of corresponding Severity 1, 2 and 3 issues in the same month.

	Measurement Period
	Data Source
	Collection Frequency
	SL Formula
	SL Measure GYR State

	Calendar Quarter
	Issue Management System Report
	Per Issue
	Recidivism Rate (Expressed as a percentage) = 
Total Number of Recidivism Occurrences ÷ Total number of Resolved Severity 1, 2 and 3 Issues
	<= 0.5%
	> 0.5% and <= 1.0%
	>1.0%






	Managed Services Service Levels: Service Availability – Solution Component/Application Availability

	All system components are Available to All State Users for All Business Functions to Support Critical Processes.

This Service Level begins upon completion of agreed production acceptance criteria and a measurement period as documented in the transition to production plan.

Definition: Solution Component/Application Availability means access to each Solution component in the production system is enabled such that users must log-in and business transactions must be executed.  Contractor must implement operational processes, instrumentation, monitoring and controls that validate availability of system components to the State end-users and web users.

This SLA will be calculated for those Solution Components/Applications and Service Elements that are directly in contractor’s scope and will be measured from the end-user community desktop to the ability to process transactions in the system.  If, in determination of the root cause of an “unavailable” condition is due to the State LAN, WAN and Data Center outages, or the outage of State provided Infrastructure, contractor shall be excused from those outages that arise from such a condition, unless the outage is a direct result of a Contractor created situation.

	Measurement Period
	Data Source
	Collection Frequency
	SL Formula
	SL Measure GYR State

	Reporting Month
	Monthly Service Report
	Continuous, 24 hours a day
	Application Availability (Expressed as a percentage) = (Total Component/Application Scheduled Uptime – Total Application Unscheduled Outages) ÷   (Total Application Scheduled Uptime)
	Production Environment
Greater than or equal to 99.0%

	Production Environment
Between 98% and 99%

	Production Environment
Less than 98%





	Managed Services Service Levels: Online Performance and Responsiveness

	The system performs within expected norms; the end user experience is high performance and responsive.

This Service Level begins upon completion of agreed production acceptance criteria and a measurement period as documented in the transition to production plan.

Definition: Solution Performance and Responsiveness will be based upon an end-to-end service class performance baseline (e.g., application/session response time) performed by contractor during the transition or as mutually agreed.  

Should contractor wish to accept State defined benchmarks in lieu the aforementioned baselining, these values shall serve as the “Performance Baseline” for this Service Level.

Thereafter, contractor will perform automated testing on a daily basis for online transaction elements or provide objective evidence from system generated statistics and compare these to the Performance Baseline.

Two percent deviation values from the Performance Baseline will be calculated for Online Performance and Responsiveness. 


	Measurement Period
	Data Source
	Collection Frequency
	SL Formula
	SL Measure GYR State

	Reporting Month
	Monthly Service Report
	Continuous, 24 hours a day 
	Solution Performance and Responsiveness (Expressed as percentage) = Observed (Online) Performance ÷ Baseline (Online) Performance
	< = 100%
	>100% and <=110%
	> 110%











	Managed Services Service Levels: Security Compliance

	Ensure that State Security policies are implemented correctly, monitored and followed at all times for all users of the system whether end-user, State, Contractor, web user or 3rd Party.

This Service Level begins upon completion of agreed production acceptance criteria and a measurement period as documented in the transition to production plan.

Security Compliance will be determined by monitoring compliance with the following five key performance indicators (KPI):
1. Compliance with the State IT security policies listed in Supplement Two
2. Update of antivirus signatures with most current version every 12 hours
3. 100% of system environments (inclusive of memory, disk and other file structures) to be actively scanned for viruses, Trojan horses, rootkits and other malware every 24 hours 
4. 100% system devices actively scanning for open ports, forwarded ports or configurations not in compliance with State security policies every 24 hours 
5. 100% of environments to be reviewed for inactive/suspended user accounts every 30 days

	Measurement Period
	Data Source
	Collection Frequency
	SL Formula
	SL Measure GYR State

	Month
	Infrastructure Antivirus/Malware/Rootkit logs, Active Port Logs, User Account Review Report
	Monthly
	Security Compliance (Expressed as percentage) = 
(Total number of individual KPI’s performed per month) - (Total number of individual KPI’s performed per month that were not in compliance) ÷ (Total number of individual KPI’s performed per month)
	>99%
	N/A
	< 99%














	Managed Services Service Levels: Service Request Responsiveness

	Prompt response to Service Requests for adds, modifications and deletions within specified timeframe according to urgency or critical nature of the request.

This Service Level begins upon completion of agreed production acceptance criteria and a measurement period as documented in the transition to production plan.

Formal submission of Service Requests will be made by the State Project Manager or designee.

Tier 1: Adds, modifications or deletions that are critical to the operation and decision-making elements of the solution 
Tier 2: Adds, modifications or deletions that are semi-critical to the operation and decision-making elements of the solution
Tier 3: Adds, modifications or deletions that are not critical to the operation of the solution to the operation and decision-making elements of the solution

Measurement: Service Request Elapsed Time will be will be measured from the time the State submits a Service Request to the point in time contractor demonstrates completion of the request.  This elapsed time will be expressed in business days as a decimal number, to two positions after the decimal point, that reflects the hours and minutes expended to meet the request.

	Measurement Period
	Data Source
	Collection Frequency
	SL Formula
	SL Measure GYR State

	Daily, Accounting Month
	Monthly Service Report
	Per Issue
	Mean Time to Complete Response (Expressed in Business Days) = (Total elapsed time for all completed Tier X requests) ÷ (Total Number of completed Tier X Requests)
	Tier 1:<= 2 days

Tier 2:<= 4 days

  Tier 3:<= 6 days
	Tier 1:>2 days and <= 3 days

Tier 2:>4 days and <= 6 days

Tier 3:>6 days and <= 8 days
	Tier 1:>3 days 

Tier 2:>6 days
 
Tier 3:>8 days 




[bookmark: _Toc510003001][bookmark: _Toc19785336]Service Level Requirements
This section sets forth the performance specifications for the Service Level Agreements (SLA) to be established between contractor and the State that are applicable to the Solution and Managed Services elements. It contains the tables and descriptions that provide the State’s framework, requirements relating to service level commitments, and the implications of meeting versus failing to meet the requirements and objectives, as applicable. 
The mechanism set out herein will be implemented to manage contractor’s performance against each Service Level, to monitor the overall performance of contractor in delivery of the Service.
Contractor will be required to comply with the following performance management and reporting mechanisms for all Services within the scope of this RFP and must provide these reports to the State no less frequently than monthly basis: 
· Service Level Specific Performance – Agreed upon specific Service Levels to measure the performance of specific Services or Service Elements. Most individual Service Levels are linked to financial credits due to the State (“Performance Credits”) to incent Contractor performance.
[bookmark: _Toc479921409][bookmark: _Toc510003002][bookmark: _Toc19785337]Overall Contract Performance
In addition to the service specific performance credits, monthly, an overall SL score (the “Overall SL Score”) will be determined, by assigning points to each SL based on its Individual SL GYR State. The matrix set forth below describes the methodology for computing the Overall SL Score:
	Individual SLAs GYR State
	Performance Multiple

	Green
	0

	Yellow
	1

	Red
	4









The Overall SL score is calculated by multiplying the number of SLAs in each GYR State by the Performance Multiples above. For example, if all SLAs are Green except for two SLAs in a Red GYR State, the Overall SL Score would be the equivalent of 8 (4 x 2 Red SLAs).
Based on the Overall SL Score thresholds value exceeding a threshold of fifteen (15), mandatory Executive escalation procedures outlined in this RFP will be initiated to restore acceptable Service Levels. 
If a successful resolution is not reached, then the State may terminate the Contract for cause if:
The overall SL score reaches a threshold over a period of 3 consecutive months with the equivalent of 50% of the service levels in a red state; and contractor fails to cure the affected Service Levels within 60 calendar days of receipt of the State’s written notice of intent to terminate; OR
The State exercises its right to terminate for exceeding the threshold level of 75% of Service levels in total not performing to a green state over a six (6) month period.
The Overall Contract Performance will not constitute the State’s exclusive remedy to resolving issues related to contractor’s performance. The State retains the right to terminate for Overall Contract Performance under the terms of this Contract.
[bookmark: _Toc479921410][bookmark: _Toc510003003][bookmark: _Toc19785338]Monthly Service Level Report
On a monthly basis, contractor will provide a written report (the “Monthly Service Level Report”)to the State which includes the following information: (i)contractor’s quantitative performance for each Service Level; (ii) each Individual SL GYR State and the Overall SL Score; (iii) the amount of any monthly Performance Credit for each Service Level (iv) the year-to-date total Performance Credit balance for each Service Level and all the Service Levels; (v) a “Root-Cause Analysis” and corrective action plan with respect to any Service Levels where the Individual SL GYR State was not “Green” during the preceding month; and (vi) trend or statistical analysis with respect to each Service Level as requested by the State . The Monthly Service Level Report will be due no later than the tenth (10th) calendar day of the following month. 
Failure to report any SLA, SLA performance in each month, and for any non-Green (i.e., performing to Standard) SLA a detailed root cause analysis that substantiates cause will result in the State considering the performance of contractor for that period as performing in a Red State.
[bookmark: _Toc208994958][bookmark: _Toc209334037][bookmark: _Toc479921411][bookmark: _Toc510003004][bookmark: _Toc19785339]Contractor Performance Reporting
Contractor will implement and utilize measurement and monitoring tools and metrics as well as standard reporting procedures to measure, monitor and report contractor's performance of the Services against the applicable Service Level Specific Performance plus the Overall Performance Score and provide any other reports required under this Scope of Work. Contractor will provide the State with access to contractor’s asset management reports used in performing the Services, and to on-line databases containing up-to-date information regarding the status of service problems, service requests and user inquiries. Contractor also will provide the State with information and access to the measurement and monitoring reports and procedures utilized by contractor for purposes of audit verification. The State will not be required to pay for such measurement and monitoring tools or the resource utilization associated with their use.
Prior to the Commencement Date, contractor will provide to the State proposed report formats, for State approval. In addition, from time to time, the State may identify several additional reports to be generated by contractor and delivered to the State on an ad hoc or periodic basis. Generally, contractor tools provide a number of standard reports and the capability to provide real-time ad hoc queries by the State. A number of additional or other periodic reports (i.e., those other than the standard ones included in the tools) mean a number that must be provided incidentally without major commitment of resources or disruption of the efficient performance of the services. Such additional reports will be electronically generated by contractor, provided as part of the Services and at no additional charge to the State. To the extent possible, all reports will be provided to the State on-line in web-enabled format and the information contained therein will be capable of being displayed graphically.
At a minimum, the reports to be provided by contractor must include:
· Monthly Service Level report(s) documenting contractor's performance with respect to Service Level Agreements;
· Several other periodic reports requested by the State which the State reasonably determines are necessary and related to its use and understanding of the Services. 
[bookmark: _Toc479921412][bookmark: _Toc510003005][bookmark: _Toc19785340]Escalation for Repetitive Service Level Failures
The State may escalate repetitive service level failure to contractor’s executive sponsor, contractor’s Managing Director / Lead Public Sector Partner for Public Sector, or the equivalent position.
[bookmark: _Toc479921413][bookmark: _Toc510003006][bookmark: _Toc19785341]Service Level Requirements- Project Implementation and Managed Services
Contractor must meet the Service Level Commitment for each Service Level set forth in the table below and specified in detail later in this section

	Service Level
	Service Level Standard

	
	Performing
	Under-Performing
	Not Achieving

	System Availability the system is available to authorized users and website users during published operating hours (less mutually agreed and scheduled down time for maintenance functions)
	>99.5%
	>95%
	<95%

	Critical Issue Resolution Time: The outage or unavailability duration of a critical function of the Service (functional, technical or support) causing severe impact (i.e., orders mustnot be placed, priced, completed or fulfilled) to the authorized users and website users that utilize Solution and no alternative or bypass is available. 
	< 1 Hour
	< 8 hours
	> 8 hours

	Milestone Delivery Due Dates: The Milestones as scheduled in Contractor’s Work Plan, Deliverable 1
	<5 days
	>5 days
	>14 days



[bookmark: _Toc479921414][bookmark: _Toc510003007][bookmark: _Toc19785342]Solution and Managed Services: Service Level Commitments
	Service Level
	SLA or SLO
	Coverage

	1
	Incident Resolution – Mean Time to Repair (Severity 1 Outages)
	SLA
	7x24

	2
	Incident Resolution – Mean Time to Repair (Severity 2 Outages)
	SLA
	7x24

	3
	Incident Resolution – Mean Time to Repair (Severity 3 Outages)
	SLA
	Business Hours

	4
	Service Availability – Application Availability
	SLA
	7x24

	5
	System Performance & Responsiveness 
	SLA
	7x24

	6
	Incident Resolution - Issue Triage, Closure and Recidivist Rate
	SLA
	Business Hours

	7
	User Interaction - Completion of Administrative, Root, DBA, Privileged User Adds/Deletes
	SLA
	Business Hours (non-emergency)

	8
	Security – Security Compliance
	SLA
	continuous

	9
	Monitoring & Auditing – Application Security Breach Detection, Notification and Resolution
	SLA
	7x24

	10
	Job Schedule and Scheduled Reporting Performance 
	SLA
	Scheduled Hours

	11
	Operational Process Control & Repeatability – Changes to Production environments
	SLA
	Scheduled Maintenance

	12
	Service Quality – System Changes
	SLA
	Scheduled Maintenance

	13
	Service Timeliness – System Changes
	SLA
	Scheduled Maintenance



	Project Implementation Service Level Agreement: Deliverable Acceptance

	Definition: The State’s ability to accept Contractor deliverables based on submitted quality and in keeping with initially defined standards and content for Contractor deliverables.
Contractor must provide deliverables to the State in keeping with agreed levels of completeness, content quality, content topic coverage and otherwise achieve the agreed purpose of the deliverable between the State and contractor. For the avoidance of doubt, the deliverables contained in this RFP as they pertain to the system
Project and general Ongoing Project Services delivery will represent the minimum set of expected deliverables. 

Notwithstanding the State review and approval cycles, this SL will commence upon the delivery of a final deliverable for acceptance to the State, and any work/re-work to the final deliverable as a result of any State questions, required clarifications/amplifications, and conclude upon due completion of the required amendments.

This SL will commence upon Project initiation and will prevail until Project completion. 

	Measurement Period
	Data Source
	Collection Frequency
	SL Formula
	SL Measure GYR State

	Monthly, During Project
	Weekly Project Report
	Weekly
	% Deliverable Acceptance (Expressed as %) = # Deliverables Accepted During Period ÷ # Deliverables Presented during Period
	>85%
	>80% and <=85%
	<= 80%




	Project Implementation Service Level Agreement: Milestone Delivery Due Dates

	Definition: Milestones means the milestone for the provision of deliverables specified in the Work Plan Contractor shall submit in Deliverable 1.   The timely delivery of services and achievement of milestones is essential to the Project objective.  Contractor must provide deliverables to the State in keeping with scheduled milestones that shall be outlined in Contractor’s Work Plan under Deliverable 1.  For the avoidance of doubt, the deliverables contained in this RFP as they pertain to the system Project and general Ongoing Project Services delivery will represent the minimum set of expected deliverables. 

Notwithstanding the State review and approval cycles, this SL will commence upon the delivery of its Work Plan in Deliverable 1 or current Work Plan as mutually agreed upon.

Milestone Delivery Due Dates: The Milestones as outlined in Contractor’s Work Plan, Deliverable 1,  are deliverable based and in the event the Milestones are not being met the purpose of the Contract and usefulness to the users. Contractor shall use all reasonable endeavors to provide the relevant Deliverable to the State within 5 business days of the relevant Milestone; Contractor shall at no additional cost to the State, allocate additional or re-allocate existing resources and personnel in order to provide the relevant Deliverable within such five day period; State may without liability withhold payment in respect of any invoice issued in respect of Services relating to a Deliverable if such deliverable is not provided within the period referred to in the Work Plan; and the State may terminate this Contract by written notice to Contractor if Contractor does not provide the Deliverable for a Milestone within fourteen (14) days of such Milestone. In the event contractor does not meet a Milestone due to an act or omission of the State, contractor shall use reasonable endeavors to provide the relevant Deliverable to the State within five days of the relevant Milestone and in any event will collaborate with the State to deliver the Deliverable within such other reasonable time as the State may request. This clause will not affect contractor’s obligations to meet Milestones other than the particular Milestone at issue. 

	Measurement Period
	Data Source
	Collection Frequency
	SL Formula
	SL Measure GYR State

	Monthly, During Project
	Weekly Project Report
	Weekly
	100% Y (# Milestones Missed During Period) +
100% X (# Milestones Missed During Period)
	<5 days
	>5 days
	>14 days




	Project Implementation Service Level Agreement: UAT Severity 1 Outages Resolution – Mean Time to Repair 

	Prompt resolution of system issues identified as part of Contractor System/Unit Testing and/or User Acceptance Testing (UAT).

This Service Level begins upon first migration of Solution functionality into the User Acceptance environment.

The State shall, in consultation with contractor, determine the Severity of each issue identified during UAT.  Formal declaration of the Severity of each UAT issue to contractor will be made by the State Project Manager.

Prioritization: An Issue shall be categorized as "Severity 1" if the issue will prevent the State from authorizing Production migration of the associated functionality or module.  

Typical characteristics of Severity 1 issues are situations that would prohibit the execution of productive work for a group(s) or individual performing a critical business function.  Examples include, but are not limited to:

-  ODH users are unable to securely interact with the system 


Measurement: Issue "Time to Repair" will be measured from the time the State reports the issue as Severity 1 to the point in time contractor provides either a resolution or workaround to the State for verification and acceptance.  In the case where the resolution or workaround is determined by the State to be unacceptable the tracking of the "Time to Repair" will recommence at the time the State reports the unacceptability.  

In the case of a workaround, the State may accept the workaround as a short-term solution, allowing the functionality to move to Production, but still need the issue resolved at a lower Severity.  In these circumstances the State will consider the associated Severity 1 issue resolved and contractor will establish a new issue at the State determined Severity for management and tracking.

The "Mean Time to Repair" for the reporting month will be measured by assessing the elapsed time in business days (expressed as a decimal number, to two positions after the decimal point, that reflects the hours and minutes) of all resolved Severity 1 UAT issues to determine the statistical mean.

	Measurement Period
	Data Source
	Collection Frequency
	SL Formula
	SL Measure GYR State

	Reporting Month
	Monthly Service Report
	Per Issue
	Mean Time to Repair (Severity 1 Issues) = (Total elapsed business days for all resolved Severity 1 Issues) ÷ (Total number of all resolved Severity 1 Issues)
	<= 3 days
	> 3 days and <= 5 days
	> 5 days



	Project Implementation Service Level Agreement: UAT Severity 2 Outages Resolution – Mean Time to Repair 

	Prompt resolution of system issues identified as part of Contractor System/Unit Testing and/or User Acceptance Testing (UAT).

This Service Level begins upon first migration of Solution functionality into the User Acceptance environment.

The State shall, in consultation with contractor, determine the Severity of each issue identified during UAT.  Formal declaration of the Severity of each UAT issue to contractor will be made by the State Project Manager.

Prioritization: An issue shall be categorized as "Severity 2" if the issue will prevent the State from authorizing Production access to the associated functionality beyond customer support team members.  

Typical characteristics of Severity 2 issues are situations that require restricted functionality access in a tightly controlled user environment to limit the risk of prohibited execution of productive work for a group(s) or individual performing a critical business function.  Examples include, but are not limited to:

-  Complicated workarounds are required to use the functionality, increasing the likelihood of user error and/or confusion.
-  ODH-specific configuration must not be sufficiently completed to permit deployment.

Measurement: Issue "Time to Repair" will be measured from the time the State reports the issue as Severity 2 to the point in time contractor provides either a resolution or workaround to the State for verification and acceptance.  In the case where the resolution or workaround is determined by the State to be unacceptable the tracking of the "Time to Repair" will recommence at the time the State reports the unacceptability.  

In the case of a workaround, the State may accept the workaround as a short-term solution, allowing the functionality to move to Production, but still need the issue resolved at a lower Severity.  In these circumstances the State will consider the associated Severity 2 issue resolved and contractor will establish a new issue at the State determined Severity for management and tracking.

The "Mean Time to Repair" for the reporting month will be measured by assessing the elapsed time in business days (expressed as a decimal number, to two positions after the decimal point, that reflects the hours and minutes) of all resolved Severity 2 UAT issues to determine the statistical mean.

	Measurement Period
	Data Source
	Collection Frequency
	SL Formula
	SL Measure GYR State

	Reporting Month
	Monthly Service Report
	Per Issue
	Mean Time to Repair (Severity 2 Issues) = 
(Total elapsed business days for all resolved Severity 2 Issues) ÷ (Total number of all resolved Severity 2 Issues)
	<= 5 days
	> 5 days
and <= 7 days
	> 7 days




	Project Implementation Service Level Agreement: UAT Severity 3 Outages Resolution – Mean Time to Repair 

	Prompt resolution of system issues identified as part of Contractor System/Unit Testing and/or User Acceptance Testing (UAT).

This Service Level begins upon first migration of Solution functionality into the User Acceptance environment.

The State shall, in consultation with contractor, determine the Severity of each issue identified during UAT.  Formal declaration of the Severity of each UAT issue to contractor will be made by the State Project Manager.

Prioritization: An Issue shall be categorized as "Severity 3" if the issue will result in the State limiting ODH web customer use of or access to components/features of the associated functionality.  
 
Typical characteristics of Severity 3 issues are situations that would have adverse effect on the rollout, adoption and training of the functionality.  Examples include, but are not limited to:

-  ODH web customer use must result in significant number of support calls.

Measurement: Issue "Time to Repair" will be measured from the time the State reports the issue as Severity 3 to the point in time contractor provides either a resolution or workaround to the State for verification and acceptance.  In the case where the resolution or workaround is determined by the State to be unacceptable the tracking of the "Time to Repair" will recommence at the time the State reports the unacceptability.  

In the case of a workaround, the State may accept the workaround as a short-term solution, allowing the functionality to move to Production, but still need the issue resolved at a lower Severity.  In these circumstances the State will consider the associated Severity 3 issue resolved and contractor will establish a new issue at the State determined Severity for management and tracking.

The "Mean Time to Repair" for the reporting month will be measured by assessing the elapsed time in business days (expressed as a decimal number, to two positions after the decimal point, that reflects the hours and minutes) of all resolved Severity 3 UAT issues to determine the statistical mean.

	Measurement Period
	Data Source
	Collection Frequency
	SL Formula
	SL Measure GYR State

	Reporting Month
	Monthly Service Report
	Per Issue
	Mean Time to Repair (Severity 3 Issues) = 
(Total elapsed business days for all resolved Severity 3 Issues) ÷ (Total number of all resolved Severity 3 Issues)
	<= 8 days
	> 8 days <=10 days
	> 10 days



	Project Implementation Service Level Agreement: UAT Environment Availability

	System UAT Environment is available to State users for scheduled UAT activities.

UAT Environment availability means access to the UAT functionality being tested is enabled; log-in is permitted from the local user LAN and test scripts must be executed. Contractor must implement State approved operational processes, instrumentation, monitoring and controls that validate availability of the system to State testers.

Measurement: This Service Level will be calculated for those Service Elements that are directly in contractor’s scope and will be measured from the end-user community desktop to the ability to process transactions to the system database. If, in determination of the root cause of an “unavailable” condition, the State LAN, WAN and Data Center outages, or the outage of State provided Infrastructure is the cause of the condition, contractor shall be excused from those outages that arise from such a condition, unless the outage is a direct result of a Contractor created situation.

	Measurement Period
	Data Source
	Collection Frequency
	SL Formula
	SL Measure GYR State

	Reporting Month
	Monthly Service Report
	Continuous, 24 hours a day
	UAT Environment Availability (Expressed as percentage) = (Total Environment Scheduled Uptime – Total Environment Unscheduled Outages) ÷ (Total Application Scheduled Uptime)
	
>= 99.0%
	
>=95.0 
and < 99.0
	
<95.0%






	Project Implementation Service Level Agreement: UAT Readiness

	System User Acceptance Test preparations are complete for scheduled UAT activities.

UAT Readiness means that Test Scripts are provided to the State on time and that the functionality to be tested is migrated to the UAT environment on time.

Measurement: Monitoring compliance will be determined by tracking the following key performance indicators (KPIs):
-  Submission of Test Scripts:  the number of business days prior to the scheduled migration date of the associated UAT release that test scripts are submitted to the State.  The baseline is 10 business days.
-  On-time Migration of UAT functionality:  the number of business days after the scheduled UAT release migration date that the release is actually migrated.

	Measurement Period
	Data Source
	Collection Frequency
	SL Formula
	SL Measure GYR State

	Reporting Month
	Monthly Service Report
	Each UAT release migration
	UAT Readiness (Expressed in Business Days) = the greater value of the following two calculations:

10 - (UAT Release Scheduled Date - Test Script Submission Date)
OR
(Actual UAT Release Migration Date - Scheduled UAT Release Migration Date)
	< = 1 day
	>1 day and <=3 days
	> 3 days




	Project Implementation Service Levels: UAT Issue Resolution Quality - Recidivism Rate

	Resolved Severity 1, 2 and 3 UAT issues affecting system do not reoccur or cause other issues as a result of the resolution to the root cause of the Issue.

Monitoring compliance will be determined by tracking the following key performance indicator (KPI):
- Issue Recidivism tracking: the number of closed Severity 1, 2 or 3 issues that reoccur and the number of new issues caused by resolution of a Severity 1, 2 and 3 issue.

Measurement: Recidivism Rate will assess the number of recidivism occurrences in a month to the number of corresponding Severity 1, 2 and 3 issues in the same month.

	Measurement Period
	Data Source
	Collection Frequency
	SL Formula
	SL Measure GYR State

	Calendar Quarter
	Issue Management System Report
	Per Issue
	Recidivism Rate (Expressed as percentage) = Total Number of Recidivism Occurrences ÷ Total number of Resolved Severity 1, 2 and 3 Issues
	<= 1%
	> 1% and 
<= 3%
	>3%




	Managed Services Service Levels: Issue Resolution – Mean Time to Repair (Severity 1 Issues)

	Prompt resolution of system Solution Severity 1 issues that impact State processing and processes.

This Service Level begins upon completion of agreed production acceptance criteria and a measurement period as documented in the transition to production plan.

The State shall, in consultation with contractor, determine the Severity of each issue.  Formal declaration of the Severity of each issue to contractor will be made by the State Project Manager.

Prioritization: An Issue shall be categorized as a “Severity 1 Issue” if the issue is characterized by the following attributes.   
The Issue: 
-  renders a business critical System, Service, Software, Equipment or network component unavailable, substantially unavailable or seriously impacts normal business operations, in each case prohibiting the execution of productive work, or 
-  affects either a group or groups of people, or a single individual performing a critical business function, or
-  causes violation of policy, regulation or law thereby placing the action at risk of audit and/or legal action.

Measurement: Issue "Time to Repair" will be measured from the time the State reports the issue as Severity 1 to the point in time contractor provides either a resolution or workaround to the State for verification and acceptance.  In the case where the resolution or workaround is determined by the State to be unacceptable the tracking of the "Time to Repair" will recommence at the time the State reports the unacceptability.  

In the case of a workaround, the State may accept the workaround as a short-term solution, allowing the resolution to move to Production, but still need the issue resolved at a lower Severity.  In these circumstances the State will consider the associated Severity 1 issue resolved and contractor will establish a new issue at the State determined Severity for management and tracking.

The "Mean Time to Repair" for the reporting month will be measured by assessing the elapsed time (expressed as a decimal number, to two positions after the decimal point, that reflects the hours and minutes) of all resolved Severity 1 UAT issues to determine the statistical mean.

	Measurement Period
	Data Source
	Collection Frequency
	SL Formula
	SL Measure GYR State

	Reporting Month
	Monthly Service Report
	Per Issue
	Mean Time to Repair (Severity 1 Issues) = 
Expressed in Hours
(Total elapsed time for all resolved Severity 1 Issues) ÷ (Total number of all resolved Severity 1 Issues)
	<= 24 hours
	> 24 hours and <= 48 hours
	> 48 hours




	Managed Services Service Levels: Issue Resolution – Mean Time to Repair (Severity 2 Issues)

	Prompt resolution of system Severity 2 issues that impact State processing and processes.

This Service Level begins upon completion of agreed production acceptance criteria and a measurement period as documented in the transition to production plan.

The State will, in consultation with contractor, determine the Severity of each issue.  Formal declaration of the Severity of each issue to contractor will be made by the State Project Manager.

Prioritization: An Issue shall be categorized as a “Severity 2 Issue” if the issue is characterized by the following attributes.   
The Issue: 
- does not render a business critical System, Service, Software, Equipment or network component unavailable, substantially unavailable but a function or functions are not available, substantially unavailable or functioning as it/they should, and
- affects either a group or groups of people, or a single individual performing a critical business function.

Measurement: In the case of a workaround, the State may accept the workaround as a short-term solution, allowing the resolution to move to Production, but still need the issue resolved at a lower Severity.  In these circumstances the State will consider the associated Severity 1 issue resolved and contractor will establish a new issue at the State determined Severity for management and tracking.

The "Mean Time to Repair" for the reporting month will be measured by assessing the elapsed time (expressed as a decimal number, to two positions after the decimal point, that reflects the hours and minutes) of all resolved Severity 2 UAT issues to determine the statistical mean.

	Measurement Period
	Data Source
	Collection Frequency
	SL Formula
	SL Measure GYR State

	Reporting Month
	Monthly Service Report
	Per Issue
	Mean Time to Repair (Severity 2 Issues) = (Total elapsed time for all resolved Severity 2 Issues) ÷ (Total number of all resolved Severity 2 Issues)
	<= 48 hours
	> 48 hours and <= 72 hours
	> 72 hours




	Managed Services Service Levels: Issue Resolution – Mean Time to Repair (Severity 3 Issues)

	Prompt resolution of system Severity 3 issues that impact State processing and processes.

This Service Level begins upon completion of agreed production acceptance criteria and a measurement period as documented in the transition to production plan.

The State will, in consultation with contractor, determine the Severity of each issue.  Formal declaration of the Severity of each issue to contractor will be made by the State Project Manager.

Prioritization: An Issue shall be categorized as a “Severity 3 Issue” if the issue is characterized by the following attributes.  
The Issue: 
-  causes a group of people or single individual to be unable to access or use a System, Service, Software, Equipment or network component or a key feature thereof, and 
-  a reasonable workaround is not available, but 
-  does not prohibit the execution of productive work.

Measurement: Issue "Time to Repair" will be measured from the time the State reports the issue as Severity 3 to the point in time contractor provides either a resolution or workaround to the State for verification and acceptance.  In the case where the resolution or workaround is determined by the State to be unacceptable the tracking of the "Time to Repair" will recommence at the time the State reports the unacceptability.  

In the case of a workaround, the State may accept the workaround as a short-term solution, allowing the resolution to move to Production, but still need the issue resolved at a lower Severity.  In these circumstances the State will consider the associated Severity 1 issue resolved and contractor will establish a new issue at the State determined Severity for management and tracking.

The "Mean Time to Repair" for the reporting month will be measured by assessing the elapsed time in business days (expressed as a decimal number, to two positions after the decimal point, that reflects the hours and minutes) of all resolved Severity 3 UAT issues to determine the statistical mean.

	Measurement Period
	Data Source
	Collection Frequency
	SL Formula
	SL Measure GYR State

	Reporting Month
	Monthly Service Report
	Per Issue
	Mean Time to Repair (Severity 3 Issues) = 
Expressed in Business Days
(Total elapsed business days for all resolved Severity 3 Issues) ÷ (Total number of all resolved Severity 3 Issues)
	<= 5 days
	> 5 days and <=10 days
	> 10 days




	Managed Services Service Levels: Issue Resolution Quality - Recidivism Rate

	Resolved Severity 1, 2 and 3 Production issues affecting the system do not reoccur or cause other issues as a result of the resolution to the root cause of the Issue.

Monitoring compliance will be determined by tracking the following key performance indicator (KPI):
- Issue Recidivism tracking: the number of closed Severity 1 or 2 issues that reoccur and the number of new issues caused by resolution of a Severity 1,  2 or 3 issue.

Measurement: Recidivism Rate will assess the number of recidivism occurrences in a month to the number of corresponding Severity 1, 2 and 3 issues in the same month.

	Measurement Period
	Data Source
	Collection Frequency
	SL Formula
	SL Measure GYR State

	Calendar Quarter
	Issue Management System Report
	Per Issue
	Recidivism Rate (Expressed as a percentage) = 
Total Number of Recidivism Occurrences ÷ Total number of Resolved Severity 1, 2 and 3 Issues
	<= 0.5%
	> 0.5% and 
<= 1.0%
	>1.0%






	Managed Services Service Levels: Service Availability – Solution Component/Application Availability

	All system components are Available to All State Users for All Business Functions to Support Critical Processes.

This Service Level begins upon completion of agreed production acceptance criteria and a measurement period as documented in the transition to production plan.

Definition: Solution Component/Application Availability means access to each Solution component in the production system is enabled such that users must log-in and business transactions must be executed.  Contractor must implement operational processes, instrumentation, monitoring and controls that validate availability of system components to the State end-users and web users.

This SLA will be calculated for those Solution Components/Applications and Service Elements that are directly in contractor’s scope and will be measured from the end-user community desktop to the ability to process transactions in the system.  If, in determination of the root cause of an “unavailable” condition is due to the State LAN, WAN and Data Center outages, or the outage of State provided Infrastructure, contractor shall be excused from those outages that arise from such a condition, unless the outage is a direct result of a Contractor created situation.

	Measurement Period
	Data Source
	Collection Frequency
	SL Formula
	SL Measure GYR State

	Reporting Month
	Monthly Service Report
	Continuous, 24 hours a day
	Application Availability (Expressed as a percentage) = (Total Component/Application Scheduled Uptime – Total Application Unscheduled Outages) ÷   (Total Application Scheduled Uptime)
	Production Environment
Greater than or equal to 99.0%

	Production Environment
Between 98% and 99%

	Production Environment
Less than 98%






	Managed Services Service Levels: Online Performance and Responsiveness

	The system performs within expected norms; the end user experience is high performance and responsive.

This Service Level begins upon completion of agreed production acceptance criteria and a measurement period as documented in the transition to production plan.

Definition: Solution Performance and Responsiveness will be based upon an end-to-end service class performance baseline (e.g., application/session response time) performed by contractor during the transition or as mutually agreed.  

Should contractor wish to accept State defined benchmarks in lieu the aforementioned baselining, these values shall serve as the “Performance Baseline” for this Service Level.

Thereafter, contractor will perform automated testing on a daily basis for online transaction elements or provide objective evidence from system generated statistics and compare these to the Performance Baseline.

Two percent deviation values from the Performance Baseline will be calculated for Online Performance and Responsiveness. 


	Measurement Period
	Data Source
	Collection Frequency
	SL Formula
	SL Measure GYR State

	Reporting Month
	Monthly Service Report
	Continuous, 24 hours a day 
	Solution Performance and Responsiveness (Expressed as percentage) = Observed (Online) Performance ÷ Baseline (Online) Performance
	< = 100%
	>100% and <=110%
	> 110%





	Managed Services Service Levels: Security Compliance

	Ensure that State Security policies are implemented correctly, monitored and followed at all times for all users of the system whether end-user, State, Contractor, web user or 3rd Party.

This Service Level begins upon completion of agreed production acceptance criteria and a measurement period as documented in the transition to production plan.

Security Compliance will be determined by monitoring compliance with the following five key performance indicators (KPI):
1. Compliance with the State IT security policies listed in Supplement Two
2. Update of antivirus signatures with most current version every 12 hours
3. 100% of system environments (inclusive of memory, disk and other file structures) to be actively scanned for viruses, Trojan horses, rootkits and other malware every 24 hours 
4. 100% system devices actively scanning for open ports, forwarded ports or configurations not in compliance with State security policies every 24 hours 
5. 100% of environments to be reviewed for inactive/suspended user accounts every 30 days

	Measurement Period
	Data Source
	Collection Frequency
	SL Formula
	SL Measure GYR State

	Month
	Infrastructure Antivirus/Malware/Rootkit logs, Active Port Logs, User Account Review Report
	Monthly
	Security Compliance (Expressed as percentage) = 
(Total number of individual KPI’s performed per month) - (Total number of individual KPI’s performed per month that were not in compliance) ÷ (Total number of individual KPI’s performed per month)
	>99%
	N/A
	< 99%





	Managed Services Service Levels: Service Request Responsiveness

	Prompt response to Service Requests for adds, modifications and deletions within specified timeframe according to urgency or critical nature of the request.

This Service Level begins upon completion of agreed production acceptance criteria and a measurement period as documented in the transition to production plan.

Formal submission of Service Requests will be made by the State Project Manager or designee.

Tier 1: Adds, modifications or deletions that are critical to the operation and decision-making elements of the solution 
Tier 2: Adds, modifications or deletions that are semi-critical to the operation and decision-making elements of the solution
Tier 3: Adds, modifications or deletions that are not critical to the operation of the solution to the operation and decision-making elements of the solution

Measurement: Service Request Elapsed Time will be will be measured from the time the State submits a Service Request to the point in time contractor demonstrates completion of the request.  This elapsed time will be expressed in business days as a decimal number, to two positions after the decimal point, that reflects the hours and minutes expended to meet the request.

	Measurement Period
	Data Source
	Collection Frequency
	SL Formula
	SL Measure GYR State

	Daily, Accounting Month
	Monthly Service Report
	Per Issue
	Mean Time to Complete Response (Expressed in Business Days) = (Total elapsed time for all completed Tier X requests) ÷ (Total Number of completed Tier X Requests)
	Tier 1:<= 2 days

Tier 2:<= 4 days

  Tier 3:<= 6 days
	Tier 1:>2 days and <= 3 days

Tier 2:>4 days and <= 6 days

Tier 3:>6 days and <= 8 days
	Tier 1:>3 days 

Tier 2:>6 days
 
Tier 3:>8 days 
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