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1.0 Ohio’s Enterprise SharePoint Environment
1.1. Background 

The Department of Administrative Services (DAS), Office of Information Technology’s (DAS/OIT) SharePoint Service offers Microsoft SharePoint Server 2010 portal setup and hosting services for state entities interested in internal collaboration, external collaboration, organizational portals, business process workflow and business intelligence.  It has been a mission critical service for the State since 2007 with over 120 State Agency, Board and Commission customers and over 20,000 users. 
The environment has evolved from Windows SharePoint Services 2.0 to the version currently running today, SharePoint Server 2010. Although there are a number of SharePoint farms statewide, the DAS/OIT multi-agency farm is the only shared farm and is open to any state entity. The service can host team sites, intranet sites, extranet sites, as well as public facing sites and access can be granted to external (non-state) users for collaboration purposes. 
Due to resource constraints in recent years, DAS/OIT’s role has mainly focused on infrastructure management. However, given the goal of statewide IT Consolidation, the service now needs to evolve into a strategic service offering to support Ohio’s consolidation efforts outlined in the December 2013 document published Consolidated IT Optimization Approach:
1.2. Overview of Scope
The Enterprise SharePoint Service envisioned will support DAS/OIT in providing SharePoint 2013 in a multi-agency shared service model that can continue to grow and expand its service capabilities and offerings to meet the shared business needs of all participating agencies at a cost effective and efficient manner and drive the productivity of the participating agencies.  The SharePoint service offering must be managed in such a way that it can take advantage of the economies of scale as well as leverage industry best practices and existing DAS/OIT resource expertise.  The SharePoint on premise managed service offerings must seamlessly leverage the SharePoint Online capabilities of Office365 to provide the State Agencies with a true hybrid offering for secure interaction with trusted parties.
The chosen Contractor will migrate the Ohio Department of Medicaid (ODM), as a pilot agency, from their current SharePoint 2013 to the new Enterprise SharePoint Service.  
The following diagram depicts DAS/OIT’s vision of its Enterprise SharePoint Service once the requirements from this RFP have been fulfilled:
[image: image1.png]ERVIC
s | Workflow | WCM | ECM | DLP | OWA

On-Prem Shared Farm

(sP2013)

Office 365 Tenant
(existing)

Onel
SharePoint Online
(existing)





The Contractor has the responsibility to provide overall project management for the following seven (7) task areas in this Supplement, specifically:
1. Design, build, test and deploy an Enterprise SharePoint 2013 environment, (detailed in Section 2 of this Supplement, as well as Supplement 2: Security and Privacy Data Handling Requirements).
2. Migration of current ODM SharePoint 2013 sites-pilot, (detailed in Section 3 of this Supplement, as well as Supplement 2: Security and Privacy Data Handling Requirements)
3. Support and maintain the State’s Enterprise SharePoint 2013 Service (detailed in Sections 4 and 8 of this Supplement).
4. Knowledge Transfer, Educational Services and Training (detailed in Section 5 of this Supplement).
5. Development of a rate card in Support of Additional State Agency Adoption and Deployment of SharePoint services (detailed in section 6 of this Supplement).
6. Project Management practices and Requirements documentation (detailed in section 7 of this Supplement).
7. Service Level Requirements for Enterprise SharePoint Run (detailed in section 8 of this Supplement)
1.3. Identification of Required State Deliverables in this Supplement

All deliverables are numbered sequentially in red text, for identifying purposes only (e.g., Deliverable 000). The numbering sequence follows where, in the text, the deliverable requirement occurs which may not necessarily reflect the actual timing or sequence of deliverables as produced by the Contractor in the course of delivering the work. 
Notwithstanding deliverable numbering, Contractors must deliver all deliverables as part of the work, and as part of their proposal refer to these identifying numbers accordingly without renumbering them. Should a deliverable indicate sub-attributes marked by a red bullet (), the Contractor must include these elements at a minimum, but not necessarily limited to these elements, as part of the deliverable. 
The following deliverables are identified in greater detail throughout this supplement.
Table of Deliverables
Deliverable 001.
Requirements Validation and Documentation 
Deliverable 002.
Solution and Technical Design Document(s)

Deliverable 003.
Configure, Deploy and Migration of SharePoint Sites and Ancillary Software

Deliverable 004.
ITIL-based Implementation and Operations Guide

Deliverable 005.
Migration Validation Test Scripts, Cases and Reports

Deliverable 006.
ODM Training, Organization Change Management and Transition Plan


Deliverable 007.
Service Definition, Governance and Chargeback Model

Deliverable 008.
Development and Ongoing Support Model – Tools and Standard Processes

Deliverable 009.
Detailed Staffing Plan and RACI Chart

Deliverable 010.
Backup and Data Recovery Support Plan

Deliverable 011.
Project Plan

Deliverable 012.
Test Data Repositories

Deliverable 013.
Develop Test Plans, Scripts, Cases and Schedules

Deliverable 014.
System Test Results

Deliverable 015.
UAT Results

Deliverable 016.
Solution Lists

Deliverable 017.
Testing Reports

Deliverable 018.
Deployment Plan

Deliverable 019.
End to End Validation

Deliverable 020.
Project Knowledge Base

Deliverable 021.
Post Implementation Review

Deliverable 022.
Provide Run Book

Deliverable 023.
Installation and Configuration Documentation

Deliverable 024.
Provide Final Upgrade Documentation

1.4. DAS/OIT Responsibilities

The State of Ohio will be responsible for providing the following Infrastructure-as-a-Service to support the Design, Build, Test, Deployment, Support and Maintenance efforts described within this RFP.  Any software used by the Contractor to meet the responsibilities under this contract must be licensed to the State and will be owned by the State.  While the State intends to leverage existing enterprise contracts to purchase SharePoint licensing, we are also interested in the Offeror's extended pricing of SharePoint 2013 licensing.  All pricing must be entered into Attachment 9 Enterprise SharePoint Cost Summary on the BOM tab.
1. Network
2. Hardware
3. Storage
4. Operating System
5. SharePoint licensing
6. VMware instance
7. VMware snapshot
8. Workspace and network
9. Office 365
2.0 Design, Build, Test and Deploy an Enterprise Multi-Agency SharePoint 2013 Environment
The Contractor must design, build, test and deploy an Enterprise SharePoint 2013 Farm consisting of, Production, Test and Development environments. The State has identified the following requirements listed below.  The Offeror must propose a solution that aligns with the State’s requirements and also include any other requirements that are needed. 

As part of performing the work, the Contractor will be responsible for the identification, communication, management and technical discrepancies utilizing the DAS/OIT Infrastructure Services division staff inclusive of Servers/Virtual Machines, Network, Storage, identity/active directory and underlying SharePoint databases (as recipients of these SharePoint servers) and ODM (as users of these SharePoint servers). In addition, the Contractor must provide an automated, repeatable and scalable deployment methodology to migrate software, changes, data and contents from Development (DEV) to QA/Test (QA) to Production (PROD) to include the process for deploying on a pre-defined schedule or an as needed basis.
The Contractor must provide all design, build, deployment, and support functions on-site at the State of Ohio Computer Center.
During this phase of the Project the Contractor will be responsible for producing the following deliverables to the State:
Deliverable 1. Requirements Identification and Documentation 
Delivery of a definitive requirements document that must include:
· Build a scalable, multi-agency environment that supports all State of Ohio agencies, boards and commissions
· Provide an Intranet-As-A-Service offering to equip agencies with a user-friendly process for designing customized intranet portal branding and content-publishing solutions. 
The offering must:
· leverage pre-designed, best-of-breed modules and repeatable design methodologies
· be able to integrate with SharePoint Online
· be consumable on a per-agency basis, without affecting other agencies residing on the same tenant
· be customizable by engaging the Offeror’s development team to design or assist with agency-specific needs
· be a service that the Offeror is already providing, and from which the Offeror is already earning revenue, or be a service provided by an existing 3rd-party provider
· Integration of Agency Applications & Services: 
· Seamless integration of agency SharePoint site(s) with the O365 suite of tools and on premise or cloud applications. 
· Authentication via the DAS/OIT ID Domain and Single Sign On for all users.
· Unified Search experience including enablement of users to search contents in the O365 suite of tools and on premise solutions including integrated enterprise document management solutions such as Hyland Onbase and corporate shared drives.  The results must be presented to the user as a single set of data (not separately as Cloud and on premise)
· Develop a detailed Requirements Traceability Matrix
· Develop detailed test plans for farm validation
Deliverable 2. Solution and Technical Design Document(s)
Provide definitive architectural and Solution Design documents to include:
· Logical development, logical test and logical production environments for each agency.
· Single sign-on must be enabled for all Enterprise Users.  Once an Enterprise User logs into their endpoint, they will not be required to re-authenticate.
· The farms must use the State’s current Enterprise Active Directory as the authentication provider for all three environments.  If needed, the solution must be capable of using the Azure Active Directory services.
· The farms will be used as the State’s Enterprise farm and therefore must be scalable.
· The Test and Development environments must use a separate Active Directory than the Production environment.
· The farm must be configured as a hybrid working seamlessly with the State’s SharePoint Online Tenant
· All tiers will be built on the VMware platform.
· Architecture must be designed for high availability.
· The Contractor must provide hardware specifications to support a multi-agency based on the Enterprise requirements (See Deliverable 001).
· Identify, document and work in conjunction with DAS/OIT to resolve any network (e.g., IP addresses, domain, name/numbering, firewall) or SharePoint server specific items (e.g., administration, user management, identities, roles and permissions) that may arise.
· The Contractor must provide services that enable rights management for SharePoint (On Premise and Cloud) and One Drive
· The configuration must support encryption at rest and encryption in transit.
· The system must be configured to be able to audit all activities on SharePoint and Office 365, including file use and search.
· The Contractor must work with DAS/OIT and ODM to develop required security procedures and policies that can be enforced via the application.  These procedures and policies must be updated continuously based on direction from the State of Ohio Security team and/or upgrades and changes to SharePoint or Office 365 suite of tools.
Deliverable 3. Configure, Deploy and Migration of SharePoint Sites and Ancillary Software
In parallel with the above, and under the supervision of DAS/OIT, the Contractor must configure, deploy and perform system testing functions to demonstrate to both DAS/OIT and ODM that the migration will not adversely impact day-to-day operations nor result in any loss of data. The Contractor must design, implement and migrate services to the new environment by using DAS/OIT’s provided Technical Infrastructure (collectively: servers, storage, networking, software licenses, and identity/security/role information).
· Migrate all data, SharePoint sites, business rules, processing logic, views and reports implemented at Medicaid utilizing SharePoint to the DAS/OIT SharePoint Service 
· Migrate any Microsoft or 3rd Party companion tools or replace with equivalent or superior tools to enable equivalent or superior application business logic and workflow (e.g.., Metalogix, Nintex and Dell applications) to the DAS/OIT Service.
· Document all test results. 
Deliverable 4. ITIL-based Implementation and Operations Guide
The Contractor must provide an Implementation Guide inclusive of configuration details and ongoing Operations for the farm build ongoing operations that is suitable for the State to use thereafter for subsequent projects and operation of the system.
· The Contractor must design and implement an Operational Run and Maintenance service that includes the State’s ITIL based high level processes for the Enterprise SharePoint 2013 platform (See Section 4) inclusive of:
· Incident Management – Manage service disruptions and restore normal operation quickly.
· Problem Management – Identify the underlying cause of recurring multiple incidents appearing related, (recurring related incidents).
· Change Management – Minimize the impact of service maintenance.
· Configuration Management – Define and maintain a configuration management database (CMDB).
· Operational Reports – Customized operational and maintenance reports regarding platform performance, availability, uptime, users and other statistical information.
3.0 SharePoint Migration Requirements
The Ohio Department of Medicaid (ODM) will be the first agency to migrate existing content from the current Ohio Department of Job & Family Services’ SharePoint 2013 farm to the newly built Enterprise farm.  Business requirements are as follows:
· The ODM SharePoint environment must enable Cloud portal for collaboration, including the O365 suite of tools
· The ODM SharePoint environment must enable users to access the Medicaid Central Intranet sites and subsites without the use of a VPN when the user is outside of the ODM network
· The new SharePoint farm must have services in place for Data loss prevention (for sensitive data***), eDiscovery and legal hold.
The definition of Sensitive Data for purposes of this Work, and all implementations that may contain sensitive data is as follows: Sensitive data is any type of computerized data that presents a high or medium degree of risk if released or disclosed without authorization. There is a high degree of risk when unauthorized release or disclosure is contrary to a legally mandated confidentiality requirement. There may be a medium risk and potentially a high risk in cases of information for which an agency has discretion under the law to release data, particularly when the release must be made only according to agency policy or procedure. The computerized data may be certain types of personally identifiable information that is also sensitive such as medical information, social security numbers, and financial account numbers. The computerized data may also be other types of information not associated with a particular individual such as security and infrastructure records, trade secrets and business bank account information as defined in Supplement 2: Sate Architecture and Computing Standards, Security, Privacy and Data Handling Requirements.
The offeror must provide services that enable rights management for SharePoint (On Premise and Cloud) and One Drive
The configuration must support encryption at rest and encryption in transit.
The system must be configured to be able to audit all activities on SharePoint and Office 365, including file use and search.
The offeror must provide or make available processes and tools to enable external sharing with non-state entities (via SOUID or other state supplied Identity Management mechanism).
The offeror must develop and maintain a SharePoint System Security Plan (SSP) for the ODM configuration in alignment with NIST 800-53, Rev. 4 (moderate) security controls and relevant State of Ohio and Ohio Department of Medicaid Policies.  The SSP must be updated no less than annually or based on direction from the State of Ohio Office of Information Security and Privacy and/or upgrades and changes to SharePoint or Office 365 suite of tools or third-party security tools.
The Contractor must develop procedures, including job aids and end user documentation, for ODM detailing how to utilize rights management, auditing, eDiscovery, legal hold, encryption, and any other implemented security controls.
The following diagram depicts the required User Interaction end state for the ODM SharePoint 2013 environment.
ODMs Conceptual End-State Architecture
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The following services must be enabled and available for ODM use as part of the initial setup and migration. Additionally, the Contractor must recommend a roadmap for the implementation and adoption of these services within Medicaid:
SharePoint 2013 Services
· Excel Services
· Access Services
· Managed Metadata Service
· Secure Store Service
· Visio Graphics Service
· Work Management Service
· SharePoint Add-Ins
· Office Web Apps
· Nintex Workflow (recommended SKU: Complete)
Office 365 Services
· SharePoint Marketplace access / Office Store service
· Office 365 API / Integrated Apps Service
· PowerBI
· Planner
· Yammer (pending State of Ohio Security guidelines) 
· Azure Rights Management service (pending State of Ohio Security guidelines)
The Contractor must, as part of its design and implementation activities include design and implementation of integration with Hyland OnBase, as referred to in Integration of Applications & Services in Deliverable 001, sufficient to provide users functions to 
· store documents and other artifacts developed using SharePoint/Office365 as a system of record in OnBase
· include OnBase search results as defined by the Unified Search experience in Deliverable 001.
Further, the Contractor must, as part of its design and implementation activities include design and implementation of integration with The IT Service Management Tool to provide an operational dashboard view of user tickets within the Medicaid Central portal, as referred to in Integration of Applications & Services in Deliverable 001.
3.1. Migration of existing ODM SharePoint solutions and contents

The Contractor must successfully migrate all the current site collections which include Medicaid Central Intranet, Point solutions, eRoom and OneDrive.  This must include data, documents, and workflows (excludes inflight workflows).  When copying and migrating content, the scope must include primary sites and sub-sites.
The Contractor must work with the ODM PM to coordinate the meetings and discussions that are required to support the project lifecycle activities. Work for each project lifecycle step must be completed in its entirety (i.e, activities, work products and all deliverables accepted) prior to work commencing in subsequent lifecycle steps.
The Contractor’s migration methodology must include and the Contractor must utilize steps for:
· Migration Plan 
· Detailed test plan – System Test, Integration and Performance test
· User Acceptance Test
· Knowledge Transfer
· Final Deployment
· Post Deployment Support
These site collections and migrations must include: 
Medicaid Central sites (SharePoint Intranet; approximately 35GB size), :
1. Executive Use
a. Info & Tech Services
b. Contracts & Procurement
c. Fiscal Operations
d. Legal
e. Program Integrity
f. Chief Strategy Office
g. Health Plan Policy
h. State Plan
i. Internal Resources
j. Communications
k. State Innovation Model (SIM)
2. Provider Services
a. Cost Avoidance TPL
b. Managed Care
c. Provider Services
3. Beneficiary Services
a. Clinical Operation
b. Consumer Operations
c. Long Term Care
Point Solutions (Nintex Workflow solutions; medium to high workflow complexity; current data content size approximately 27GB)
1. ARTS
2. Position Request
3. ID Badge Request
4. Incident Reporting
5. Overtime Request
6. Training/Seminar/Conference/Travel Request
7. Constituent Inquiry
8. Rules Processing
eRoom (Document Libraries; approximately 55GB size; 60+ subsites)
Deliverable 5. Migration Validation Test Scripts, Cases and Reports
The Contractor must develop migration validation test scripts, cases and reports sufficient for DAS/OIT and ODM to verify that all data has been migrated, user access integrity (roles, permissions, etc.) is maintained and that any 3rd party tools or extensions as identified herein remain functional as per the existing ODM environment instances. 
Deliverable 6. ODM Training and Transition Plan
· The Contractor must develop and implement a detailed training and transition plan for activities that must be conducted by ODM Staff in the new environment.
· ODM Adoption Plan 
· The Contractor must develop and execute an Organizational Change Management (OCM) Plan that provides agency wide awareness, education, adoption and usage of the new service offerings.  The OCM plan must incorporate Medicaid Central content publishing, SharePoint on premise, SharePoint Online, O365 and integrated enterprise service offerings such as Hyland software's OnBase. 
3.2. Post Deployment Methodology
The Contractor must define and document a post deployment support methodology and communicate this to the ODM Project team prior to final deployment to ensure that:
· After the successful migration of the ODM Sites, subsites and contents, ongoing services must be available for Site provisioning/de-provisioning, management of shared site templates, and resolution of any post-deployment defects and approved change controls. 
· ODM migration signoff by ODM and DAS/OIT. 
The newly provisioned environment must support the ability to deploy and rollback changes to the environments per a pre-defined release schedule that follows a scripted and repeatable change and release management methodology or on an as needed (emergency) basis to support ODM’s customer requirements. The Contractor must collaborate with the State as part of Deliverables 006, 007 and 008 to develop, refine and finalize these methods for ongoing State use.
4.0 Support and Maintenance of the State’s Enterprise SharePoint Service 
In high-level terms, Support and Maintenance of the State’s Enterprise SharePoint Service will include: 
· SharePoint application administration, reporting, and support;
· Supporting the State in re-testing or validating State specified requirements coincident with Major and Minor SharePoint system releases; 
· Application Break/Fix responsibility and Minor Enhancements to State specified requirements;
· Migration to Production of Application Break/Fixes once meeting the State’s acceptance criteria;
· Environment refresh services for all environments built as part of this implementation
· Following the State’s existing system change management and Production version control; 
· Review of system usage, performance and reliability reports and collaboration with State Infrastructure Staff to drive system usability, reliability and performance;
4.1. Specialized Project Staffing Requirement
The State will require the Contractor to provide, at minimum, the following resource on-site during core business hours.
One SharePoint Farm Admin/Tenant Admin that is fluent in contemporary SharePoint system administration tasks and preferably maintains either SharePoint System Administration certification from Microsoft or recent and demonstrable experience in performing large-scale SharePoint System Administration functions. 
4.2. Foundational Enterprise Support and Maintenance Requirements
The Contractor must work within the State’s IT Service Management Tool service desk framework and adhere to all established ITIL processes and procedures as outlined in Section 4.12. As part of service introduction, the Contractor must develop, and thereafter adhere to and support the State in operating under the following Service Support and Maintenance deliverables:
Deliverable 7. Service Definition, Governance and Chargeback Model
· Working with the State, the Contractor must create a Service Definition Document that defines all facets of the service as described in Section 1.1 Background and Section 1.2 Overview of Scope. The document must also include a defined set of Service Management Standards, Common Service Capabilities, and Common Solutions and Tools.
· Working with the State, the Contractor must create a Governance Document to govern all aspects of the service offering including Functional and Operational Agreements, Security Standards and Guidelines, Service and Data Privacy Standards and Guidelines, Service Request and Review Process, User Adoption and Training Strategy.
· Working with the State, the Contractor must create a chargeback model that captures all operating costs of the SharePoint Service sufficient to amicably charge Agencies that utilize the Service that includes the managed service as well as the use of any premium tools and/or services. 
· The Contractor must jointly coordinate with the O365 Governance Board and DAS/OIT on all matters that pertain to the service.
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Deliverable 8. Development and Ongoing Support Model – Tools and Standard Processes
· The Contractor must create a Development Support Model to cover any client side and user solution development customers may do to include, but not limited to, Workflow development, Content Publishing and deployment/migration of artifacts between environments
· The Contractor must recommend a standard set of tools for Workflow, Administration, Migration, Reporting, Monitoring, and Content Management.  If the State agrees with the Contractor’s recommendation, the State may choose to purchase the standard set of tools.
· The Contractor must create a Standard Set of Processes for Site Provisioning, App Provisioning and Password Reset.
Deliverable 9. Detailed Staffing Plan and RACI Chart
The Contractor must provide a RACI chart that represents its support for the service in run (operate and maintain) State inclusive of all Contractor, State (OIT and Agency teams) staff members.
Deliverable 10. Backup and Data Recovery Support Plan
The Contractor must provide a backup and data recovery support plan for SharePoint sites. Current DAS/OIT backup procedures include nightly virtual machine snapshots with a 30-day retention policy.
4.3. Service Reporting Requirements
The Contractor must design and implement and as part of operating and maintaining the Service, deliver the following reports for the enterprise as well as site specific reports and make them available to DAS/OIT staff and the specific agency site staff:
Real-time Dashboard: including System Health Status (i.e., Issue reporting and tracking, Estimated Time of Service Restore, Current Status, User Impact, Scope of Impact, Start Time, Preliminary Root Cause, Next Update By) 
Agency Use Dashboard: including, at the agency level, current service usage and health to include quantification of page views, document sharing, volume of space used, number of workflows used and how often, and listing of the top queries.
Weekly New Sites Report: including List of New Sites, URL, Site Name, Site Admin
Monthly Environment Summary Report: including Total Number of Users, Total Number of Web Apps, Total Number of Site Collections, Total Number of Sites
Monthly Hierarchy Report: including List of Web Apps - with URL, List of Site Collections - with URL and Site Admins, List of Site Collections, List of Sites
Monthly Performance Report: including Performance Metrics (Application), Total Hits per Web App, Total Hits per Site Collection, Total Disk Space per Site Collection, Used Disk Space per Site Collection, Free Disk Space per Site Collection, Used Disk Percentage per Site Collection, Free Disk Percentage per Site Collection, Server Uptime, Server Downtime, Server Uptime Percentage, Server Downtime Percentage
Quarterly Performance Report: including Performance Metrics (Application), Total Hits per Web App, Total Hits per Site Collection, Total Disk Space per Site Collection, Used Disk Space per Site Collection, Free Disk Space per Site Collection, Used Disk Percentage per Site Collection, Free Disk Percentage per Site Collection, Server Uptime, Server Downtime, Server Uptime Percentage, Server Downtime Percentage
Monthly Server Metrics Report: including Performance Metrics (Server), CPU Utilization, Memory Utilization
Quarterly Server Metrics Report: including Performance Metrics (Server), CPU Utilization, Memory Utilization
Monthly Web App Report: including Web App, URL, Database, Number of Site Collections, Number of Sites, Number of Lists, Number of Files
Monthly Database Report: including Database List, Total Number of Databases, Database Name, Database Size
Monthly Miscellaneous Report: including Analytics Usage, App Monitoring, App Statistics, Bandwidth Monitoring, Feature Use, Timer Jobs
4.4. General Operating Requirements

The Contractor must design and deliver a set of operational run and maintenance services to provide the State:
· High Degrees of Availability – Agency customers and users will be able to use this service 24 hours a day, 7 days a week less any scheduled maintenance windows.
· Seamless Continuity – The Enterprise SharePoint 2013 service must allow for seamless recovery from service disruptions.
· Operational Efficiency – This service must be delivered in a manner that requires fewer resources to meet the operational demands of the State Agency customer base.
· Common Enterprise Operational Processes – The Enterprise SharePoint 2013 is designed for all Agencies to utilize a common technology and process framework for complex and routine reporting, analytical, analysis and other data-driven decision making. 
· Global Administration of the system, configuration, roles, permissions and the service licensing relationship with Enterprise SharePoint 2013;
· Maintenance, upgrades and releases which are coordinated through the Change Administration Board and the Technical Change Advisory Board (TCAB) that are scheduled and communicated no less frequently than monthly. Agency customer and DAS/OIT Service owner involvement are essential in providing User Acceptance Testing and reviews specific to release management and coordination.
4.5. Major/Minor Upgrades (Ongoing)

Release upgrades for packaged SharePoint and related software are initiated through periodic releases by Microsoft as Major or Minor releases. Due to the packaged nature of these releases associated with the SharePoint platform (i.e., unified patch streams that apply to the cloud software, security and other elements), the State requires that the Contractor lead and coordinate, through the Change Administration Board, efforts to analyze, install/apply, test/verify these releases in the State’s environment. As the State is dependent on SharePoint and is responsible for Enterprise infrastructure operations, this coordination and leadership must be well defined and executed so that the State can realize the benefits of a release while not introducing any service impacting or application related issues.
Further, the State understands the importance of SharePoint major and minor upgrades to its overall capabilities in support of the State’s mission and, in particular, over the life of a multi-year contract.  The State is committed to maintaining the SharePoint system and related service at the most current proven release at all times, unless the State provides a written exception in such a manner as to maintain ongoing compliance with  Microsoft requirements for maintenance.
4.6. Software Upgrade and Maintenance Process and Compliance
The Contractor must provide a detailed SharePoint 2013 and related software upgrade and maintenance process.  As part of this process, the Contractor must comply with the following:
· The State’s requirement is to always operate on a set of Application and Technical Infrastructure components that are on the current SharePoint release and support model and terms as provided by Microsoft;
· As part of annual planning and coincident with monthly project review meetings, the Contractor must inform State of any components that are moving beyond a current support model or would be rendered unusable as a result of an upcoming release and present a plan to implement the required updates in a controlled manner to the applicable State environment(s) to maintain compliant SharePoint support models;
· Based on review of any upgrade or update plan (inclusive of all elements required to effectively manage, resource, test, validate and implement the change as outlined elsewhere in this statement of work), the State and the Contractor will schedule a mutually agreeable upgrade / update effort and authorize the Contractor to perform these upgrade services to maintain the required support model; 
· Upgrade and update efforts must factor any regularly scheduled batch processing or system availability as well as any seasonal processing requirements and should be scheduled to maintain compliance with system availability in consideration of then prevailing development release or production schedule; 
· The Contractor must be responsible for the design, development, and implementation of the Minor/Major enhancements in the State environments including requirements/design discussions, applicable conference room pilots, design review/signoff, document design specification, documenting and executing unit and integration/interface tests, and support the State in executing UAT;
· The Contractor must work with the State in the planning and deployment of periodic releases of non-emergency patches and enhancements (e.g., test new functionality, regression test entire application, document release notes, coordinate with the State for end user change management/communication) as well as perform these responsibilities for all Contractor developed elements for the State;
· The Contractor must be capable of verifying and accepting enhancements not developed by the Contractor (e.g., review designs, execute tests, migration to production);
· All System Enhancements must be performed in accordance with the appropriate software development lifecycle procedures in this Supplement; and
· For all code based deliverables that are accepted by the State or otherwise placed in commercial use, the Contractor must provide an electronic copy of all source and executable code elements to the State as part of the deployment of the element’s introduction to production or commercial use.
· All software upgrade and maintenance processes and procedures must be coordinated through the DAS/OIT Technical Change Administration Board.
4.7. Microsoft Version and Support Currency Requirements
Notwithstanding Major and Minor Upgrade enhancement requirements as outlined above, the Contractor has an obligation to maintain all  SharePoint elements in keeping with a current support and in accordance with agreed procedures associated with the minimization of exposure to viruses, security holes or flaws, incompatibility issues, software patch currency, technical updates, corrections and other elements that directly influence the warrantee, support, performance and ongoing upgradeability of underlying software and State specified RICEFW objects of the  Enterprise SharePoint Service.
Upgrades and updates must be scheduled in such a manner as to minimize disruption, capital requirements and risk to the State while balancing Contractor staffing availability and synergies as to affect to the extent possible a seamless and overall consistent upgrade approach and staffing and leverage pricing, staffing, personnel and overall management synergies to the extent possible. The Contractor must propose fixed pricing for performance of these upgrades in keeping with the timing considerations outlined herein that is applicable to the overall term of the agreement.
4.8. System/Environment Administration Support

The Contractor must perform SharePoint technical activities including but not limited to: system code/object migrations, patch implementations, log administration, data copies and exports, responsibility for incident resolution such that migrations into production will be executed at agreed periodic intervals and other production changes must be scheduled during the maintenance window.
If required, the Contractor must support multiple release levels of System software/hardware elements for in-scope Services, provided that such support does not impair the Contractor’s ability to meet Contractor development and project commitments until such time as all environments can be upgraded to the same version/release level.
4.9. Program Management & Master Release Calendar

The Contractor must follow the State established Master Release Plan and support the State in the development, maintenance and publication on a monthly basis of a Master Release Calendar that includes a schedule (with dates) of:
· Major/Minor and Scheduled Releases, Upgrades, Updates and Enhancements;
· Implementation of Projects, Minor Enhancements or Discretionary Work;
· Scheduled Maintenance Windows and Planned Outages;
· Major and Minor Project Key Dates (i.e., Start, SDLC Gate Completion, Production Release, Completion) whether Contractor delivered or otherwise; and
· Other pertinent dates that require end-user notification or coordination.
4.10. Minor Change Services

Based on the State’s experience with the management and ongoing operations of other environments, the State is requiring the Contractor to provide the capability to address minor alterations or enhancements (generally less than 100 hours per occurrence inclusive of analysis, design, construction, testing and implementation tasks) to Applications within the scope of the Services that arise as a result of legal, regulatory, mandates or changes to the State’s business. Due to the nature of these requirements (e.g., minor display field changes, edits, reports, etc.), the State may require the Contractor to provide these services as needed.
· The Parties will agree to a resource plan to support discretionary services in order to maximize personnel continuity.
· The Contractor must include, in their proposed annual cost for discretionary hours, an initial pool of four thousand (4,000) annual hours to be used in conjunction with the Contractor’s Rate Card, and represent an initial minimal monthly staffing level of two full-time equivalents. The hours will be pro-rated for the first Contract fiscal year commencing July 1st. 
· The Contractor and State will meet at the conclusion of each fiscal year of Contract execution to review this discretionary hour pool and make adjustments as required. In the event that the discretionary hour pool is adjusted, the State and Contractor will work to establish an annual number of hours, and base staffing level commitment for each year of the agreement.
· The Contractor must provide a schedule of discretionary hours consumed (by activity, resource and Project) and a forecast of remaining hours and activities to the State on a monthly basis. 
· Ad-Hoc Requests may be required under this discretionary hour pool. 
· Ad-hoc requests require no modification, configuration, or customization of the environments.
· Routine tracking procedures will provide visibility of all ad-hoc requests to the State Authorized service representative. The Contractor and the State will develop a prioritization approach for ad-hoc requests based upon business impact and document such process as mutually agreed.
4.11. Maintaining Solution and Operations Documentation 

Contractor must: 
· Document the solutions developed or modified by the Contractor in accordance with established methods, processes, and procedures such that, at a minimum the State or a competent 3rd Party Contractor can subsequently provide a similar scope of Services;
· Develop and maintain the documentation on system environments. Where it is determined that documentation is inaccurate (for example, due to demonstrated errors or obsolescence), and such inaccuracy may negatively affect the Services, Contractor must correct such documentation as part of normal day-to-day operational support; 
· Update programmer, End User and operational reference materials;
· Maintain all documentation on the State’s SharePoint site and ensure that all documentation is current following any change to the service or SharePoint as it relates to documentation and conduct an annual audit for State review of all documentation to ensure ongoing compliance with these requirements; and
· Contractors will comply with State IT Access policies for State systems, Offerors are to note that this compliance may require the provision of certain Contractor personnel related identifying (but anonymous) information to establish Contractor personnel on State systems such as insignificant (last 4) digits of SSN or Driver’s license information. 
4.12. Information Technology Infrastructure Library (ITIL) Operations and Maintenance Services
The State requires that the Contractor follow design and implementation principles which will continue the State use of Information Technology Infrastructure Library (ITIL®) compatibility. It is therefore required that the Contractor design and deliver services via a set of ITIL® v3 compatible concepts and techniques for managing the State’s SharePoint environments. 
Offerors are advised that the State SharePoint team and related Business Unit functions have been operating under, and in many cases have been trained on ITIL principles and processes. Therefore, Offerors are not to propose general ITIL training as part of their response. 
The ITIL discipline has been implemented to be focused on providing the appropriate Services to support the following areas. The Contractor will propose, implement and utilize the following as part of its solution:
The Service Desk handles all in scope services incidents, problems and questions as well as providing an interface for other activities such as Request for Change (RFC), maintenance contracts, software licenses, Service Level Management, Configuration Management, Availability Management, Financial Management, Application Management, and IT Services Continuity Management for the SharePoint Service inclusive of all tools, data and jobs.
Incident Management process and procedures are in place and continually refreshed in order to have the capability to restore a normal service operation as quickly as possible and to minimize the impact on business operations. An incident is considered to be any event which is not part of the standard operation of a service and which causes, or may cause, an interruption to, or a reduction in, the quality of that service. The objectives of the incident management process is to:
· Restore normal operations as quickly as possible with the least possible impact on either the business or the user, at a cost-effective price; and
The Contractor will provide and deliver Processes and procedures that include:
· Incident detection and recording;
· Classification and initial support;
· Investigation and diagnosis;
· Resolution and recovery;
· Incident closure; and
· Incident ownership, monitoring, tracking and communication.
Upon return to service or service restoration, a "Preliminary Root Cause" may be required with the understanding that the actual root cause will be determined in Problem Management.
Problem Management processes have been implemented to identify record, track, correct and manage problems impacting DAS/OIT service delivery. This area will be maintained to assist the State in recognizing recurring problems, addressing procedural incidents and containing or minimizing the impact of problems that occur. 
The Contractor will support and follow established Problem Management processes to allow the State to find and resolve the root cause of incidents to minimize the adverse impact of IT infrastructure incidents and problems on the State and to prevent recurrence of incidents related to these errors. 
The Contractor must, also, maintain a comprehensive inventory of 'known problems' (without a known root cause) or 'known errors' (with a root cause) under the control of Problem Management and registered in an error database.
The requirements of the Problem Management process is to allow DAS/OIT to provide a proactive process that identifies and resolves problems before incidents occur. 
Implemented processes and procedures must include:
· Problem identification and recording;
· Problem classification;
· Problem investigation and diagnosis;
· Identification of the root cause of incidents;
· Trend analysis;
· Initiation of targeted support action;
· Providing information to the organization; and
· Iterative processing to diagnose known errors until they are eliminated by the successful implementation of a change under the control of the Change Management process.

Change Management allows for the successful introduction of Changes to an IT system or environment. Change Management processes and tools are designed to minimize the impact of service maintenance to State operations and Agencies, inclusive of changes to production (code, process, configuration, reports and otherwise), controls with versioning, testing and verification and that change management and environment changes supported by SharePoint processes and tools. 
Configuration Management processes are implemented and followed for designing, planning and maintaining the physical and logical configuration of DAS/OIT services as well as 3rd Party integration and tool components and the way these resources are interrelated in the DAS/OIT environment. The Contractor must employ ITIL compatible processes and tools that track all of the individual Configuration Items in the DAS/OIT service catalog for the supported infrastructure, software and service elements. 
4.13. General Operational Process and Procedure Requirements
Contractor delivered processes and procedures must include:
· Planning: The Configuration Management capability must be implemented to support planning of State service offerings for a rolling six months in detail, and a following twelve months in outline. It is reviewed with the State at least quarterly and include strategy, policy, scope, objectives, roles and responsibilities, the Configuration Management processes, activities and procedures, the database, relationships with other processes and 3rd Parties, as well as tools and other resource requirements. 
· Control: This only accepts and records authorized and identifiable Configuration Items from receipt to implementation. The State provided infrastructure systems are under Change Management control. 
· Monitoring: Accounting and reporting on all current and historical data concerned with each Contractor supported item throughout its life-cycle. It enables changes to items and tracking of their records through various statuses, e.g. ordered, received, under test, live, under repair, withdrawn or for disposal. 
· Verification: Provide reviews and audits that verify the physical existence of items, and checks that they are correctly recorded in the Configuration Management database. It must also include the process of verifying Release Management and Change Management documentation before changes are made to the State live environment.
· Service Catalog Management – Automate requests for enhancements to the Enterprise SharePoint 2013 Environment from Agency customers to assist all parties in designing, operating and maintaining services across the Enterprise.
· Knowledge Management – Gather, store and share knowledge within SharePoint DAS/OIT/Infrastructure Service Delivery (ISD) and Agency technical communities to drive awareness, standards and consistency of operations and maintenance functions.
· Reports – Customized reporting, dashboards for a variety of leadership, service owner and operational staff use that drive a consistent service and an understanding of all elements of the Service. 
· Other Future Capabilities – Additional SharePoint 2013 enhancements that the State may choose to implement in the future based on State priorities and preferences, which may be the subject of a change request issued by the State upon determination of need.  
4.14. Operational Services Requirements

Operational Services processes must be implemented by the Contractor and followed that define the daily activities to deliver Enterprise SharePoint 2013 services from the use of DAS/OIT infrastructure, applications, software and services in order to meet Service Level Agreements and established business targets for Agencies that use the environment. This collection of processes must be designed to adapt and respond to day to day fluctuations that occur in order to provide as much of the committed service as possible. This collection represents the day to day service operations within SharePoint Contractor (as a service provider) and DAS/OIT/ISD (as an infrastructure provider). 
4.15. Run (Operate and Maintain) Responsibilities
The Contractor must maintain the State’s SharePoint 2013 environment and support State customers, inclusive of but not limited to the following:
· Environment maintenance and support for the SharePoint 2013 environment
· Patching of the SharePoint 2013 application environment to include third-party tools
· Business Analysis, requirements gathering and prioritization for enhancements and new reports
· Provide Operations Management
· Provide Training, Organizational Change Management and User Support including working with business users to offer customized training tailored to agency- specific needs, providing value management, creating/updating training materials (including tailored course content), creating & communicating monthly SharePoint enhancement release notes and monthly training schedules, creating/administering project communication plans (as needed), scheduling and logistical support for training classes and conducting, instructor-led training classes.
4.16. Production/Version Control and Release Management

The Contractor will be responsible for working with the State and executing the production deployment and roll-out of any Release Package to the State’s Enterprise SharePoint Environment.
Production deployment includes software deployment to the production instance of SharePoint and (if applicable) interfaces to production tools and systems that orchestrate, manage, report or control those devices and services managed by the Service, identification of interfaces and any required conversions/migrations, installation of server software, and any required testing to achieve the proper roll-out of the Release Package software.
Contractor must establish and comply with the State required implementation and deployment procedures.  This may include laboratory testing, migration procedures, the use of any pre-production or pseudo-production environment prior to production migration. Contractor will submit to the State, for the State’s approval, a written deployment plan describing Contractor’s plan to manage each such implementation.  The tasks and activities to be performed by Contractor as part of the Deployment Services also include the following:
· Establish procedures and automated software versioning mechanism(s) to ensure that the entire contents of a release, following State acceptance or authorization to implement to a production environment, are complete and maintain all elements that comprise the defined Release Package and the then current production version of the software prior to deployment of the Release Package to same;
· Develop, prepare and test emergency back out or roll back procedures to return the production system to its pre-deployment State as it pertains to correcting an errant, erroneous or defective deployment of a Release Package to the production environment inclusive of all code, data, middleware, infrastructure, tables and parameters;
· If, in the mutual opinion of the State and Contractor, the deployment of a Release package to the production environment is errant, erroneous or otherwise defective, implement back-out or rollback procedures in their entirety upon the written authorization or direction of the State. 
· If required, convert electronic data into a format to be used by the new solution using a data conversion program;
· Conduct production pilot(s) (including “day in the life” simulations) and fine tune solution as mutually agreed with the State as appropriate;
· Compile and maintain solution issue lists;
· Conduct post Production Deployment quality and progress reviews with appropriate State personnel;
· Develop, and thereafter maintain and make available to the State, a knowledge base of documentation gathered throughout the Release Package’s life and allow for re-use of such documentation for future Projects; and
· Establish a performance baseline for the impacted business systems, and where appropriate document requirements for future enhancement of the business systems implemented as part of a future Project or Authorized Work.
4.17. Break/Fix Support

The Contractor must: 
· Manage the Enterprise SharePoint 2013 Farm
· Provide optional support services to agencies.  The cost of these services must be calculated by using the Contractor’s rate card as the basis for the cost.
· Track, monitor and provide remediation for solution defects and incidents requiring system configuration or in-scope environment code or configuration changes;
· Identify and implement required system or configuration changes to address solution defects; 
· Maintain solution documentation (technical specifications and testing documentation) as well as a compendium of common problems, root causes and remedy to aid in the identification and remediation of underlying system incidents;
· Test configuration changes to confirm resolution of defects;
· Support the State in performing applicable acceptance testing or review of any changes arising as a result of break/fix or patch/release Contractor responsibilities; and
· Ensure compliance with any State security or SharePoint mandated patches or system levels to the extent and system enhancement turnaround time required given the nature of the security mandate and report to the State in writing any risks or issues that the Contractor becomes aware of in providing Service to the State. For example: patches designed to address immediate or active Security issues may be scheduled for a near-real-time release, where other less pressing releases may be implemented during a scheduled maintenance or outage period.
4.18.  SharePoint Technology and Service Delivery Process Optimization Plan

The Contractor must create and follow a technology and process optimization plan that is aligned with industry best practices and in keeping with the achievement of DAS/OIT’s Service Level Agreements (SLAs) provided to Agencies. Based on industry best practices, and in keeping with the DAS/OIT’s attainment of the defined SLAs, the Contractor must propose a specific approach that is achievable within SharePoint or propose an alternate business practice with a detailed description and rationale that include:
· Refinement of existing service specific toolsets, environments and operational processes to ensure overall continuity and minimization of late-term disruptions or diminishment in services due to opportunities to optimize the SharePoint platform and how it operates;
· Phased replacement or enhancements to operational and technical processes over the term of the Contract to best leverage existing State investment in technology components, use of personnel (both State and Contractor) while minimizing any disruptions in service associated with the implementation of the operational or technical processes.
4.19. Implementation Plan for Future Services and Features
The Contractor must provide and implement a plan to include existing or future DAS/OIT technology services and features (whether production or non-production); and adjust processing, configuration, job schedules or operating processes/procedures to leverage the State’s investment in the SharePoint infrastructure and software while minimizing manual labor, work/re-work cycles, non-productive endeavors or other elements that would allow the State to deploy, operate and manage DAS/OIT services in a more optimal fashion. 
4.20. Additional Services

To the extent an incident is due to errors or defects within an in-scope environment, supported service or element licensed by a 3rd Party to the State that interfaces with or provides data to SharePoint, the Contractor must refer such incidents to the appropriate 3rd Party entity for resolution and coordinating with the 3rd Party contractor or software provider as appropriate, on behalf of the State, in problem management. Further, the Contractor will be responsible for Implementing measures to help avoid unnecessary recurrence of incidents impacting the Enterprise SharePoint Service, by performing root cause analysis and event correlation.
5.0 Knowledge Transfer and Educational Services
5.1. Overview

Contractor must design and provide the State a formal Knowledge Transfer and Education Service in connection with any Major Release of SharePoint or six months preceding the expiration or termination of the contract arising from this RFP. 
5.2. Periodic/Ongoing Knowledge Transfer and Training

In addition, on a continuous basis, the Contractor must conduct informal information sharing and knowledge transfer services that coincide with the “go-live” of any mutually defined release of Contractor developed functionality in such a manner as to ensure that State personnel assigned to support, develop, manage or operate the Enterprise SharePoint Service are apprised of the contents of each release, features, functions, known defects and workarounds and other information as to manage and communicate to DAS/OIT leadership (in general) and users of the system (specifically) as to the most effective use of the then current system assets (i.e., the SharePoint platform and Contractor developed enhancements or extensions). 
The Contractor must also provide Training Materials for Farm Administrators, Tenant Administrators, Site Administrators, Power Users, and Level 1 and Level 2 End Users. A Self-help Support Knowledgebase must also be created and maintained by Contractor.
The Contractor must provide documentation and training for any created/developed artifacts and a Best Practices Guide for all processes and procedures as part of the managed service.
5.3. Communications and User Training
Over the course of an implementation, the Contractor must have the following responsibilities with regard to the effort which are additive to the general responsibilities contained in this Supplement as they pertain to Communications and User Training. Each will be discussed in turn:
Change Management/Communications
· Contractor must work with the State to develop general communications materials regarding the scope, anticipated impact of change with regard to the contents of a release to the Contractor provided solution(s). These communications documents must be focused (at a minimum) on general communique to service delivery staff and State expert SharePoint users for onward dissemination to service delivery teams and DAS/OIT customers by the State, and
· For expert SharePoint Users, the Contractor must develop progress reports and design summaries to be shared by the State with these users.
Service Delivery Functions Help / FAQ Materials
For Statewide and Expert Users, the Contractor must develop for the State to publish general guides containing FAQ, one-page “how to” and help pages for the DAS/OIT website on utilizing the new system for required functions;
User and Service Delivery Training
For the State Service delivery functions and Business support functions, the Contractor, in conjunction with the State, must develop targeted training sessions as appropriate to Business, Operations (e.g., State IT personnel) and Technical (e.g., State developers or infrastructure personnel) to be delivered that highlight the implementation, use, changes, workflow, reporting and other use considerations in such a manner as to facilitate the migration of business and technical infrastructure support functions to the new system. 
For the DAS/OIT service owners that support Agency customers and DAS/OIT help desks, the Contractor must develop targeted presentations that highlight specific system support processes, workflows, job aids and updates arising from the solution implementation.
5.4. Contract Conclusion Knowledge Transfer and Training

These services must be designed and delivered in a manner as to:
a) to the extent requested by the State, the continued performance by Contractor of its obligations under the Contract (including providing the Services which are subject to termination or expiration), and
b) the provisioning of such assistance, cooperation and information as is reasonably necessary to help enable a smooth transition of the applicable Services to the State or its designated 3rd Party provider (“Successor”). 
As part of these services, Contractor must provide such information as the State may reasonably request relating to features, functions, extensions, configurations, release and programmer notes, FAQs and other delivery artifacts required to operate and maintain the system, and Contractor must make such information available to the State in a Microsoft SharePoint site provided by the State for this purpose.
5.5. Cooperation with State or Successor Contractor

Contractor must cooperate with the State in its attempts at transferring the services responsibilities to another provider in a manner in keeping with not adversely affecting the provision of ongoing services.
In addition to the requirements in this section, at the written request of the State, the Contractor must design and deliver a training program (via an approved Statement of Work) to State employees or contractors designed to convey operational and technical knowledge associated with the ongoing operation of the system and systems, conduct knowledge and documentation transfers for the then current operational processes and tasks and work to ensure an overall continuity of services until such time as State employees or contractors can reasonably perform the roles in keeping with service levels and other operational quality, timeliness and accuracy considerations associated with the delivery of the system.
6.0 Development of Rate Card in Support of Additional State Agency Adoption and Deployment of Future SharePoint-based Requirements
The State may from time to time request proposals in the form of Statements of Work (SOW) (e.g., Change Request/Amendments or Interval Deliverable Agreements [IDAs]) under the Contract arising from this RFP for the design, development, testing and deployment of new applications or significant application enhancements (“Application Development Projects”) or other services.  Upon completion of a Project Services implementation, the completed application, once meeting the State’s acceptance criteria, will, in most cases, be managed by the Contractor on an ongoing basis as an Enterprise DAS/OIT service.
The State may also request staff augmentation services from the Contractor.  When staff augmentation services are provided by the Contractor that do not involve full lifecycle development or implementation responsibilities, the Project Requirements described in this Supplement must be followed unless the State determines at its sole discretion that some of these requirements are not necessary.  The State acknowledges that it is responsible for the management of these types of projects and of the work being provided by any Contractor staff providing services under a staff augmentation-type engagement. 
6.1. Future Project Services Objectives
The Future Project Services are defined to achieve the following:
· Standardize the Delivery Model for new application development using the Enterprise SharePoint Service;
· Facilitate smooth, well-defined transitions of new Projects to steady-state/production support;
· Utilize the Contractor’s rate card to better control overall development costs across the State;
· Improve delivery through clearly defined development standards, conventions and guiding principles;
· Implement a standards based governance structure to drive process improvements and consistency across the State; 
· Speed up the development lifecycle by reducing the procurement timeline; 
· Identify, design and develop Agency specific Security and Data privacy requirements that follow State standards included in Supplement 2 as well as any Agency specific requirements based on Agency use of the Enterprise SharePoint service. 
· Migrate current Enterprise SharePoint 2010 customers to the new Enterprise 2013 farm; and
· Migrate existing SharePoint farms state-wide to the Enterprise SharePoint Service. These farms are of differing versions.
The State has invested in the creation and ongoing operation of the Enterprise SharePoint Service. As a result of ongoing Microsoft releases, stabilization and extension into new lines of business and services as well as current IT Optimization efforts underway State-wide, the State has identified several opportunities for Agencies to leverage the SharePoint service in support of the State’s overall, and Agency-specific missions.
The Contractor must support DAS/OIT in: 
· The development and refinement of ongoing SharePoint Business Roadmaps for State identified opportunities;
· Creation of business case, change programs and SharePoint adoption/extension budgets, timelines and investment models that are pragmatic and grounded in the realities of budgets, implementation efforts and SharePoint capabilities;
· Development and delivery of exploratory workshops with new Agency customer groups from the above;
· Leading of “change agent” type communications designed to encourage Agency and Statewide adoption of SharePoint service offerings; and
· Support DAS/OIT management in bridging: business, functional and technical and organizational changes to propose, design, implement and extend SharePoint offerings Statewide. 
6.2. Development Life Cycle Proposals associated with Development and Enhancement Projects
The Contractor must provide a disciplined Systems Development Life Cycle (SDLC) methodology for use on Application Development Projects and must adhere to such methodology during the performance of Application Development Projects.  The Contractor must adapt this methodology as required to meet the State’s needs.  The Contractor must provide the State with a comprehensive description of the methodology, the formal training available if required, the development tools and templates used with the methodology, the project management tools to be used with the methodology, and the plan for implementing the methodology within the State environment.  For large changes and releases the Production/Version Control and Release Management requirements sections above must be followed. 
6.3. Future Project Services Pricing Response and Rate Card

Contractors must utilize the Rate Card, by project personnel role and experience level as well as Technical role and experience level that is binding over the Contract term. The Contractor may not propose rates in any Project SOW that exceed this rate card as allowed under any contract arising from this RFP. 
6.4. Submission and Acceptance of the Proposed Contractor Offer and Statement of Work associated with a Future Project
At the State’s request, the Contractor must provide an offer that addresses the State’s SOW for an Application Development Project.  The Contractor’s offer must incorporate the SDLC described above (or as agreed to by the State) and as appropriate, be in accordance with all the requirements included in both the Mandatory Project Management and Execution sections of this Supplement.  At a minimum, the Contractor’s offer must include a list of activities to be executed and deliverables to be created, organized by SDLC Phase (e.g., design, build, test and implement).  
The Contractor’s offer must be priced based on either the Rate Card (for time based projects) or Fixed Price Deliverables/Milestones included in the Cost Summary for the completion of the deliverables required by the State’s requirements and as contained in a mutually agreeable SOW.
The State will review the Contractor’s offer and provide feedback as needed to the Contractor within thirty (30) days of receipt of the offer. Under no circumstances will work be started without State approval, and the State will have no financial obligation for services performed without State approval.
Upon State acceptance of a Contractor Proposal, all standards, conventions and general Project Management requirements contained in this Supplement must apply unless otherwise agreed to in writing by the State.
6.5. Additional Work Requirements and Conditions

The following identify additional work requirements and conditions for staff augmentation services:
1.
Contractor staff must submit time sheets for all time and materials work (for that work that is time and material based) to the State for review and approval on a monthly basis and a formal Deliverable or Milestone approval sheet for that Work that is Deliverable or Milestone based on a monthly basis for that work completed during the month.
2.
Contractor staff must work, at a minimum, during normal core business hours Monday through Friday, except for State holidays. Core business hours are 8am to 5pm local time.  It is the Contractor’s responsibility to ensure staff is working within these parameters and to communicate to the State when exceptions, such as requested time off, personal illness or emergencies arise, to ensure these situations will not impact the project or service.

3.
Contractor staff work location will be identified in the SOW.  If it is not necessary for Contractor staff to be onsite, the Contractor will be responsible for providing an offsite work location.  For Work that requires the Contractor to work onsite, the State will provide each Contractor staff workspace and internet access. Contractor personal computing equipment, printers, general office supplies and other administrative items required to perform the work for the State are the sole responsibilities of the Contractor unless the State provides written approval of items to the Contractor. 
7.0 Project Management Practices and Requirements Documentation: Applies to All Implementation Based Work Contained in this Supplement 
7.1. Project Management and Coordination Services

The Contractor must, in conjunction with an authorized Statement of Work arising from this RFP:
· Be responsible for the coordination and delivery of overall Project;
· Maintain the overall Project Plan;
· Ensure deliverables have a detailed project sub plan as required by the State to ensure timely delivery and appropriate quality;
· Ensure that all efforts have an effective version control mechanism for all documents within the project document library that will be maintained on a State provided Microsoft SharePoint site;
· Ensure that an appropriate “Project Kickoff” occurs and that all integrated work plans are agreed to by the State from project commencement;
· Complete status reporting adhering to the PMO policies;
· Work with the State leadership to ensure that the Project is staffed appropriately;
· Ensure that required testing activities across both technical and operational components are completed to minimize Project risk; and
· Collaborate with the task areas to ensure appropriate cross-team communication and delivery.
7.2. Create and Maintain Project Plan

Deliverable 11. Project Plan
The Contractor must produce a detailed Project Plan, in electronic and paper form, to the Project Representative (e.g., State’s Project Manager) for approval within twenty (20) business days after the State issues a purchase order or other written payment obligation under the Contract. The Contractor must lead a Project Plan review session which ensures:
· A common understanding of the project plan;
· A common vision of all deliverables; 
· Contains a critical path that identifies all major milestones, dependences (both internal and external to the project), resources by name and resource assignments and is complete and inclusive of the entire work effort from commencement until conclusion of all contracted activities; and
Clarity on scope of overall project and the responsibilities of the Contractor has been defined and agreed to by the State.
Thereafter, the Contractor must:
· Formally update the Project Plan, including work breakdown structure and schedule, and provide the updated Project plan as part of its reporting requirements during the Project; and 
· Ensure the Project Plan allows adequate time and process for the development for the State’s review, commentary, and approval.  
The State will determine the number of business days it needs for such reviews and provide that information to the Contractor after award and early in the development of the Project Plan. Should the State reject the plan or associated deliverables, the Contractor must correct all deficiencies and resubmit it for the State’s review and approval until the State accepts the Deliverable at no additional cost to the State.
7.3. Meeting Attendance and Reporting Requirements. 

The Contractor’s project delivery approach must adhere to the following meeting and reporting requirements:
· Immediate Reporting - The Contractor’s Project Manager or a designee must immediately report any Project staffing changes to the State Project Manager; 
· Attend Weekly Status Meetings - The State and Contractor Project Managers and other Contractor Project team members must attend weekly status meetings with the State Project Manager and other members of the State Project teams deemed necessary to discuss Project issues. These weekly meetings must follow an agreed upon agenda and allow the Contractor and the State to discuss any issues and new items;
· Provide Weekly Status Reports - The Contractor must provide written status reports to the Project Representative at least one (1) full business day before each weekly status meeting. At a minimum, weekly status reports must contain the items identified below:
· Updated GANTT chart, along with a copy of the corresponding Project Plan files (i.e. MS Project) on electronic media acceptable to the State;
· Status of currently planned tasks, specifically identifying tasks not on schedule and a resolution plan to return to the planned schedule;
· Issues encountered, proposed resolutions, and actual resolutions;
· Anticipated tasks to be completed in the next week; and
· Task and Deliverable status, with percentage of completion and time ahead or behind schedule for tasks and milestones.
7.4. Utilize DAS/OIT’s Document Sharing/Collaboration Capability

In conjunction with the delivery of the Project, coincident with the start of the Project through its conclusion, the Contractor must use the State provided and hosted document management and team collaboration capability (Microsoft® SharePoint™) to provide access through internal state networks and secure external connections to all project team members, approved project stakeholders and participants. In conjunction with the utilization of this tool, the Contractor must:
· Structure the document management and collaboration pages and data structures in such a manner as to support the overall requirements of the Project;
· Be responsible for the maintenance and general upkeep of the designer configurations of the tool in keeping with commercially reasonable considerations and industry best practices as to not adversely impact the project delivery efforts performed by the Contractor and State; and
· At the conclusion of the project, or upon request of the State, ensure that the State is provided a machine readable and comprehensive backup of the SharePoint™ database(s) contained within the tool that is owned by the State and not proprietary to the Contractor or otherwise required by the State to maintain ongoing project documentation and artifacts (i.e., Contractor is to remove all Contractor proprietary or non-State owned or licensed materials from the tool).
7.5. System and Acceptance Testing Requirements

For any SharePoint Technical Implementation, code-based deliverables, development, upgrade / update or elements will be subject to a formal testing and acceptance process that uses objective and thorough test criteria established by the Parties that will allow the Parties to verify that each build meets the specified functional, technical and where appropriate, performance requirements.  The testing and acceptance process must be developed for each build as soon as possible after establishing the business and user requirements.  The testing and acceptance process will include sufficient audit trails and documentation as required to track and correct issues.  
The tasks and activities that the Contractor will perform as part of the testing and acceptance process include the following:
Deliverable 12. Test Data Repositories
Develop and maintain test data repositories as agreed appropriate;
Deliverable 13. Develop Test Plans, Scripts, Cases and Schedules
Develop test plans, scripts, cases and schedules as agreed appropriate;
· Perform the following testing activities for solution components and assess quality and completeness of results including:
· System Test / Assembly;
· Integration/interface testing and regression testing for new releases of existing applications; and
· Performance Test including regression testing new releases of existing applications as well as the potential performance impacts to current production environments where a risk of impacting performance may be introduced as a result of these elements;
· Provision test environments populated with quasi production data as required to perform the system and user acceptance testing work, and where appropriate performance testing.  The test environments will be designed and maintained by Contractor so that test activities will not adversely affect the production environment.  Contractor must request capacity expansion if testing requirements are constrained by the hardware; 
Deliverable 14. System Test Results
Document system and performance test results for State review and acceptance prior to the State’s commencement of acceptance testing. 
7.6. Support the State’s Performance of User Acceptance Test (UAT) 

The Contractor must support the State’s user acceptance testing for solution components as follows:
· Develop with the State agreed upon UAT test plans, scripts, cases and applicable acceptance criteria;
· Coordinate UAT execution and acceptance procedures with the appropriate State participants;
Deliverable 15. UAT Results
Record and report UAT results;
· Review changes, fixes and enhancements with the participants in the UAT testing;  
· Correct identified defects and nonconformities in accordance with the acceptance process;
Deliverable 16. Solution Lists
Compile and maintain solution issue lists;
· Coordinate and confirm the State approval of solution components and verification of applicable acceptance criteria for transition into deployment and production use.
Deliverable 17. Testing Reports
Provide the State with reports on a weekly basis tracking the progress of Contractor’s performance of testing work, or in the case of user acceptance testing, support of the State activities.  In addition, Contractor will provide timely responses to the State’s requests for information and reports necessary to provide updates to the State business units and stakeholders.  Contractor will also provide the State with a database extract from the database that tracks progress of Contractor’s performance of testing work.
7.7. Pre-Production / Production Deployment Phase

The Contractor must be responsible for working with the State and its 3rd party contractors, and executing the production deployment and roll-out of any SharePoint Technical Implementation to the Production Environment(s) utilized by the State.
Deliverable 18. Deployment Plan
Contractor must comply with the State required implementation and deployment procedures.  This should include, network laboratory testing, system security plan, migration procedures, the use of any pre-production or pseudo-production environment prior to production migration.  Contractor will be responsible for business user support required during the initial weeks of a production deployment as determined by the affected State business units and must maintain the capability to provide enhanced levels of support during the term of the Contract.  Contractor must submit to the State, for the State’s approval, a written deployment plan describing Contractor’s plan to manage each such implementation, including working with the State’s Infrastructure Services Division, if applicable. 
Deliverable 19. End to End Validation
End to end final validation of the operational architecture for the system;
Deliverable 20. Project Knowledge Base
Develop, and thereafter maintain and make available to the State, a knowledge base of documentation gathered throughout the Project's life and allow for re-use of such documentation for future Projects; 
Deliverable 21. Post Implementation Review
Conduct a post-implementation review process upon the completion of the Project which must include an analysis of how the business system(s) resulting from the Project compare to the post-deployment performance requirements established for such Project. 
Deliverable 22. Provide Run Book
Contractor must provide a run book of SharePoint Production deployment and implementation.
Deliverable 23. Installation and Configuration Documentation
Maintain appropriate documentation for installation and configuration of any components required for troubleshooting and maintenance.
7.8. System Changes as a Result of Contractor Projects

For those System Changes (updates, upgrades, patches or otherwise) to any State system or environment within the Contractor’s scope of work that involve the change of code or data (SharePoint, Interfaces, Scripts, Web Pages, Database Structures/Elements, operating system or database scripts, extensions, configuration items or otherwise) associated with the Contractor’s effort, the Contractor must:
· Support the State to establish, publish and maintain a formal release calendar in consideration of the scheduled or required changes to the SharePoint system;
· Support the State in the development of release packaging rules that include provisions for Contractor system and performance testing, State review and approval of Contractor results, provisions for State acceptance or validation testing (depending on the nature of the change);
· Operational procedures to backup or otherwise copy the SharePoint environment prior to implementing the change; and
· Rollback or reversibility considerations including success/failure criterion applicable to the change.
The Contractor must implement, utilize and maintain:
· Structured code management, version control tools based on a supported change management suite;
· Include requirements traceability for all elements of a system change;
· Ensure that all changes adhere to State security, privacy and data handling Policies as contained in Supplement 2;
· Employ standard test beds or scripts that are utilized and extended for purposes of fully demonstrating completeness of adherence to business, functional and technical requirements at State required quality levels; and
· If applicable, include performance testing for high volume (transaction or data) transactions at the mutual agreement of the State and Contractor in consideration of the contents of a change.
7.9. Project Completion Activities and Final Documentation

Following forty-five (45) days of successful execution (defined as no Severity 1 or 2 issues) by the Contractor to the State production environment, the Contractor will not be responsible for Implementation Project requirements contained in this document. During the 45-day period immediately following the introduction of the Contractor provided enhancements, configurations or extensions to the State’s production environment the Contractor must:
· Ensure adequate staffing from the Contractor Project Team is on hand (or available remotely) to ensure that during this 45-day period all defects identified by the State and mutually committed to be resolve by the Contractor in this RFP or under any SOW are adhered to.
· specifically include: Prompt isolation, triage and repair of any Severity 1 or 2 issues; and all interfaces, and system functions perform and function as specified; 
After this 45-day period, the Contractor will transition from Implementation tasks to Operational Support tasks.
If, during the 45-day period immediately following the introduction to Production, a Severity 1 or 2 issue occurs that can be directly attributable to the efforts of the Contractor, and not the State, or other non-Project parties, the 45-day period will, at the sole discretion of the State, be reset for additional 45 day periods until such time as the system can perform without Severity 1 and 2 issues.
Deliverable 24. Provide Final Upgrade Documentation
Compile all final versions of the upgrade documentation, work products and delivery materials and locate / organize them as ‘FINAL’ on the State provided SharePoint site.
Obtain a final acceptance document from the State and the Contractor Managed Service Team confirming that all of the above has been delivered and accepted as final.
7.10. Identification of Future Work

Although not in scope for this RFP, DAS/OIT plans to migrate its 2010 customers to the 2013 farm as a path to the cloud. Any customers that have a need to remain On-Premise will remain on the 2013 Farm while all other customers will be moved to the Cloud. It is DAS/OIT’s strategy that all customers that do not have a justification for remaining On-premise will be moved to the Cloud.
Contractor’s responsibilities with respect to identification of future work will include the following:
· Submit improvement ideas, and agree to a development roadmap to more optimally deploy, operate and maintain DAS/OIT services via SharePoint, State and Contractor extensions and enhancements and State processes.
· Streamlining or eliminating sub-optimal processes (technical, performance, organizational and work-effort) that surround SharePoint, whether in the Contractor’s responsibility or those provided by the State for Contractor use or those that impact the timeliness, quality or cost of DAS/OIT services to Agency customers.
· Review of DAS/OIT Service Level performance and discussion of increasing service delivery quality to DAS/OIT customers through improvement of visibility of operational performance, bottlenecks, I/P/C processes and SLA performance via adjustments or enhancements to State specified RICEFW (Reports, Interfaces, Configurations, Extensions, Forms and Workflow) objects.
· Upon the State’s request, develop a non-binding rough order of magnitude schedule and cost for consideration and following this consideration or upon direction of the State, develop a formal pricing and Statement of Work inclusive of delivery dates, requirements, scope, deliverables and other implementation specifics for the State’s authorization to proceed as defined within Section 5 of this Supplement. 
Should the Contractor be engaged by any State Agency to perform services using the Enterprise SharePoint Service, the Contractor will adhere to the project delivery, management, development, testing and deployment conventions as defined by DAS/OIT.  This is to ensure consistent development, roadmap, project management, operational and maintenance processes to be aligned with and follow the conventions established by DAS/OIT.
8.0 Service Level Requirements: Enterprise SharePoint / Run 
This section sets forth the performance specifications for the Service Level Agreements (SLA) and Service Level Objectives (SLO) to be established between the Contractor and the State that are applicable to any work associated with the operation, maintenance, updates or upgrades of any software associated with this Supplement in general, and under Section 2 specifically as the work pertains to any SharePoint Operations and Run services.
The section contains the tables and descriptions that provide the State framework, requirements relating to service level commitments, and the implications of meeting versus failing to meet the requirements and objectives, as applicable. This document defines the State’s detailed performance, management, and reporting requirements for the Operations and Run Services and to all subsequent Operations and Run services and phases that are contracted under future Statements of Work between the State and the Contractor related to this RFP. 
The mechanism set out herein will be implemented to manage the Contractor’s performance against each Service Level, in order to monitor the overall performance of the Contractor.
The Contractor will be required to comply with the following performance management and reporting mechanisms for all Services within the scope of this RFP and will provide these reports to the State on a no less frequent than monthly basis: 
· Service Level Specific Performance – Agreed upon specific Service Levels to measure the performance of specific Services or Service Elements. Most individual Service Levels are linked to financial credits due to the State (“Performance Credits”) to incent Contractor performance.
· Overall Contract Performance – An overall performance score of the Contractor across all Service Levels. The overall performance score is linked to governance and escalation processes as-needed to initiate corrective actions and remedial processes.
8.1. Service Level Specific Performance Credits

Each Service Level (SL) will be measured using a “Green-Yellow-Red” traffic light mechanism (the “Individual SL GYR State”), with “Green” representing the highest level of performance and “Red” representing the lowest level of performance. A Performance Credit will be due to the State in the event a specific Individual SLA GYR State falls in the “Yellow “or “Red” state. The amount of the Performance Credit for each SLA will be based on the Individual SLA GYR State. Further, the amounts of the Performance Credits will, in certain cases, increase where they are imposed in consecutive months. No Service Level Performance Credit will be payable for the Contractor’s failure to meet a Service Level Objective.
Set forth below is a table summarizing the monthly Performance Credits for each SLA. All amounts set forth below that are contained in a row pertaining to the “Yellow” or “Red” GYR State, represent Performance Credit amounts.
	Consecutive 
(SLA Performance Credits)

	Individual SL GYR State
	1st 
Month
	2nd 
Month
	3rd 
Month
	4th 
Month
	5th 
Month
	6th 
Month
	7th 
Month
	8th 
Month
	9th 
Month
	10th 
Month
	11th 
Month
	12th 
Month

	Red
	A =1.71% of MPC
	A + 50% of A
	A + 100% of A
	A + 150% of A
	A + 200% of A
	A + 250% of A
	A + 300% of A
	A + 350% of A
	A + 400% of A
	A + 450% of A
	A + 500% of A
	A + 550% of A

	Yellow
	B = 0.855% of MPC
	B + 50% of B
	B + 100% of B
	B + 150% of B
	B + 200% of B
	B + 250% of B
	B + 300% of B
	B + 350% of B
	B + 400% of B
	B + 450% of B
	B + 500% of B
	B + 550% of B

	Green
	None
	None
	None
	None
	None
	None
	None
	None
	None
	None
	None
	None


The Contractor agrees that in each month of the Contract, 12% of the monthly project charges (MPC) associated with the Project Implementation portion of this RFP will be at risk. MPCs are the charges for the deliverables accepted during a given month. The MPC for the Project Implementation will be at risk for failure to meet the Service Levels set forth in the Contract. The Contractor will not be required to provide Performance Credits for multiple Performance Specifications for the same event; the highest Performance Credit available to the State for that particular event will apply. 
On a quarterly basis, there will be a “true-up” at which time the total amount of the Performance Credits will be calculated (the “Net Amount”), and such Net Amount will be set off against any fees owed by the State to the Contractor. 
Moreover, in the event of consecutive failures to meet the Service Levels, the Contractor will be required to credit the State the maximum Performance Credit under the terms of the Contract. 
The Contractor will not be liable for any failed Service Level caused by circumstances beyond its control, and that could not be avoided or mitigated through the exercise of prudence and ordinary care, provided that the Contractor immediately notifies the State in writing and takes all steps necessary to minimize the effect of such circumstances and resumes its performance of the Services in accordance with the SLAs as soon as possible.
For example, if an Individual SL GYR State is Yellow in the first Measurement Period, Red in the second Measurement Period and back to Yellow in the third Measurement Period for an SLA then the Performance Credit due to the State will be the sum of Yellow Month 1 (B) for the first Measurement Period, Red Month 2 (A + 50% of A) for the second Measurement period, and Yellow Month 3 (B + 100% of B) for the third Measurement period, provided (1) such Performance Credit does not exceed 12% of the MPC (the At-Risk Amount); and, (2) no single Service Level Credit will exceed 20% of the total At-Risk Amount, as stated below: 

	SLA Calculation EXAMPLE

	Monthly Project Charge (MPC) = $290,000.00

	Monthly At Risk Amount = 12% of MPC = $34,800

	Maximum for any one SLA = 20% of At Risk Amount = $6,960

	GYR State
	1st Month
	2nd Month
	3rd Month

	Red
	0
	$
	0
	$7,438.50
	0
	

	Yellow
	1
	$2,479.50
	1
	
	1
	$4,959.00

	Green
	6
	$
	6
	
	6
	

	Totals
	7
	$2,479.50
	7
	$7,438.50
	7
	$4,959.00

	Adjusted Totals by At Risk Amount and 20% per individual SLA Limitations
	 (Is monthly total of all Service Level Credits equal to or less than $34,800?) - Yes
	 (Is monthly total of all Service Level Credits equal to or less than $34,800?) - Yes
	 (Is monthly total of all Service Level Credits equal to or less than $34,800?) - Yes

	
	(Is monthly amount for any one Service Level Credit equal to or less than $ 6,960?) - Yes
	(Is monthly amount for any one Service Level Credit equal to or less than $ 6,960?) - No
	(Is monthly amount for any one Service Level Credit equal to or less than $ 6,960?) - Yes

	
	$2,479.50 
	$6,960.00 
	$4,959.00 

	Total Quarterly Credit: 


$ 2,479.50 + 

 $ 6,960.00 + 

$ 4,959.00

	Total Quarterly Credit: $ 14,398.50


Service Level Performance Credit payable to the State = (B) + (A + 50% A) + (B + 100% B), based on an illustrative MPC of $290,000;
The total of any weighting factors may not exceed 100% of the total At-Risk Amount. To further clarify, the Performance Credits available to the State will not constitute the State’s exclusive remedy to resolving issues related to the Contractor’s performance. Service Levels will commence with Project initiation for any Implementation Project. 
8.2. Overall Contract Performance

In addition to the service specific performance credits, on a monthly basis, an overall SL score (the “Overall SL Score”) will be determined, by assigning points to each SL based on its Individual SL GYR State. The matrix set forth below describes the methodology for computing the Overall SL Score:
	Individual SLAs and SLOs GYR State
	Performance Multiple

	Green
	0

	Yellow
	1

	Red
	4


The Overall SL score is calculated by multiplying the number of SLAs and SLOs in each GYR State by the Performance Multiples above. For example, if all SLAs and SLOs are Green except for two SLAs in a Red GYR State, the Overall SL Score would be the equivalent of 8 (4 x 2 Red SLAs).
Based on the Overall SL Score thresholds value exceeding a threshold of fifteen (15), mandatory Executive escalation procedures outlined in this RFP will be initiated to restore acceptable Service Levels. 
If a successful resolution is not reached, then the State may terminate the Contract for cause if:
The overall SL score reaches a threshold over a period of 3 consecutive months with the equivalent of 50% of the service levels in a red state; and the Contractor fails to cure the affected Service Levels within 30 calendar days of receipt of the State’s written notice of intent to terminate; OR
The State exercises its right to terminate for exceeding the threshold level of 75% of Service levels in total over a six (6) month period.
The Overall Contract Performance will not cons

titute the State’s exclusive remedy to resolving issues related to the Contractor’s performance. The State retains the right to terminate for Overall Contract Performance under the terms of this Contract.
8.3. Monthly Service Level Report

On a monthly basis, the Contractor will provide a written report (the “Monthly Service Level Report”) to the State which includes the following information: (i)the Contractor’s quantitative performance for each Service Level; (ii) each Individual SL GYR State and the Overall SL Score; (iii) the amount of any monthly Performance Credit for each Service Level (iv) the year-to-date total Performance Credit balance for each Service Level and all the Service Levels; (v) a “Root-Cause Analysis” and corrective action plan with respect to any Service Levels where the Individual SL GYR State was not “Green” during the preceding month; and (vi) trend or statistical analysis with respect to each Service Level as requested by the State . The Monthly Service Level Report will be due no later than the tenth (10th) accounting day of the following month. 
Failure to report any SLA, SLA performance in a given month, or for any non-Green (i.e., performing to Standard) SLA a detailed root cause analysis that substantiates cause will result in the State considering the performance of the Contractor for that period as performing in a Red State.
8.4. Failure to Report or Report Late after Mutually Agreed Dates

Should for any reason the Contractor fail to report or produce the Monthly Service Level Report to the State on a mutually agreeable date, in part or in total, the Contractor performance for the Service Levels, in part or in total, must be considered Red for that period. Should, under agreement of the State a Service Level not apply in a given period, the report must reflect this agreement and indicate “not applicable this period”.
8.5. SharePoint Applications and Environments

The State acknowledges that its SharePoint environment requirements fall into two major categories: 1) critical applications – those that are required to perform day-to-day state functions in production; and 2) non-critical application environments – which are defined as items that do not have a significant impact on day-to day operations, are used in a non-production capacity, which may not adversely impact the productivity of State development efforts or are otherwise used to support non-commercial activities. The Contractor must deliver Service Levels in keeping with the criticality levels as described herein.
8.6. Temporary Escalation of an SLO to an SLA

In general, SLOs are considered measurable objectives by the State and the SLA framework accommodates their treatment and importance to the State via Contract termination considerations as opposed to financial credits as contained herein. However, in the event that Contractor performance is not meeting the established standards and requirements for SLO related items, the State may determine that an SLO needs to be escalated to an SLA. The following conditions must prevail in this escalation:
· Contractor performance falls below yellow standard in an SLO area for three consecutive months; or
· Contractor performance falls below 75% of red standard in any given month; or 
· Contractor performance is consistently in a yellow or red status for four of any six consecutive months.
Should one or more of these conditions exist, the State may:
· Temporarily replace any SLA of its choosing with the SLO until such time as the below standard SLO is determined to be consistently (i.e., more than 3 months in a row) performing to standard;
· Add the SLO to the SLA group and rebalance the weighting accordingly such that the monthly fees at risk percentage agreed to is maintained (i.e., fees at risk remain constant, the number of SLAs that are considered against those fees changes) until such time as the below standard SLO is determined to be consistently (i.e., more than 3 months in a row) performing to standard.
At the conclusion of period of three consecutive months where the escalated SLO is deemed to be performing in a green status, the State and Contractor must revert the escalated SLO (now an SLA) back to its SLO state.
8.7. State Provided Service Support Infrastructure Elements

The following items will not be considered Contractor Fault with respect to Service level failures and therefore not apply to any Contractor Performance Credits or Overall Contract Performance considerations discussed later in this section:
· Failures outside of the scope of the Contractor responsibilities pursuant to the Services responsibility scope;
· Failures due to non-performance of State retained responsibilities pursuant to the services responsibility scope;
· Failure of an out-of-scope State provided element that directly impacts an in-scope Contractor element;
· Failures arising from State provided equipment or networks; 
· A pre-existing or undocumented deficiency in a State provided computing element as they pertain to adhering to State Policies and Standards. In this case, upon identification the Contractor is to promptly notify the State of the identified deficiency. 
· Failure of a State provided resource to follow and comply with Contractor provided processes and procedures except where: (i) State Policies and Contractor policies are in conflict in which case the State resource must notify the Contractor of the conflict and resolve which process applies or; (ii) in cases of emergency that would place the State resource at physical peril or harm; 
· Failure of a State provided third party warranty or maintenance agreement to deliver services to the Contractor for in-scope services and infrastructure elements that result in the Contractor’s inability to perform at required levels; 
· The period of time associated with an incident where a State provided or contracted 3rd party service, repair or replacement service renders an in-scope infrastructure element unusable by the Contractor to provide the Contracted Services must be reduced from the overall duration timing of an incident; 
· The incident requires assistance for a State retained responsibility, is delayed at the State’s request, or requires availability of an End User that is not available;
· Mutually agreed upon service interruptions such as scheduled changes to the technical environment. 
· State implemented changes to Production Environments that the Contractor is not aware or apprised of.
8.8. Managed Service: Service Level Commitments

Contractor must meet the Service Level Commitment for each Service Level set forth in the table below and specified in detail later in this section 
	Service Level
	SLA or SLO
	Coverage

	1
	Incident Resolution – Mean Time to Repair (Severity 1 Outages)
	SLA
	7x24

	2
	Incident Resolution – Mean Time to Repair (Severity 2 Outages)
	SLA
	7x24

	3
	Incident Resolution – Mean Time to Repair (Severity 3 Outages)
	SLO
	Business Hours

	4
	Service Availability – Application Availability
	SLA
	7x24

	5
	Application Performance & Responsiveness 
	SLA
	7x24

	6
	Incident Resolution - Issue Triage, Closure and Recidivist Rate
	SLO
	Business Hours

	7
	User Interaction - Completion of Administrative, Root, DBA, Privileged User Adds/Deletes
	SLO
	Business Hours (non-emergency)

	8
	Security – Security Compliance
	SLO
	continuous

	9
	Monitoring & Auditing – Application Security Breach Detection, Notification and Resolution
	SLA
	7x24

	10
	Job Schedule and Scheduled Reporting Performance 
	SLA
	Scheduled Hours

	11
	Operational Process Control & Repeatability – Changes to Production environments
	SLO
	Scheduled Maintenance

	12
	Service Quality – System Changes
	SLA
	Scheduled Maintenance

	13
	Service Timeliness – System Changes
	SLA
	Scheduled Maintenance

	14
	Data Accuracy
	SLA
	continuous


Offerors are to note that for Major Projects (generally those in excess of 1,000 hours of Contractor effort) that Project level Service Level Commitments must apply as specified in Supplement 2 which are only applicable to those Project fees or charges associated with the performance of those projects under a State Authorized Statement of Work or Change Request.
8.8.1. Incident Resolution – Mean Time to Repair (Severity 1 Outages)

	Business Intent:
	Prompt resolution of SharePoint outages that impact State processing and processes

	Definition:
	Mean Time to Repair (Severity 1 Outages) will be determined by determining the elapsed time (stated in hours and minutes) representing the statistical mean for all Severity 1 Outage Service Requests for in-scope Services in the Contract Month. “Time to Repair” is measured from time Service Request is received at the Level 2 Service Desk to point in time when the incident is resolved or workaround is in place and the Contractor submits the resolved Service Request to the State for confirmation of resolution. 
“Severity 1 Outage” is defined as :

An Incident must be categorized as a “Severity 1 Outage” if the Incident is characterized by the following attributes: the Incident (a) renders a business critical System, Service, Software, Equipment or network component un-Available, substantially un-Available or seriously impacts normal business operations, in each case prohibiting the execution of productive work, and (b) affects either (i) a group or groups of people, or (ii) a single individual performing a critical business function. 
This Service Level begins upon completion of agreed production acceptance criteria and a measurement period as documented in the transition to production plan.
The Contractor must report updates and progress to the State every thirty (30) minutes for this SLA until resolved.

	Formula:
	Mean Time to Repair (Severity 1 Outages)
	=
	Total elapsed time it takes to repair Severity 1 Outage Service Requests
	
	

	
	
	
	Total Severity 1 Outage Service Requests
	
	

	Measurement Period:
	Reporting Month

	Data Source:
	Monthly Service Report

	Frequency of Collection:
	Per incident


Service Level Measures:
	Individual SL GYR State
	Mean Time to Repair (Severity 1 Outages).

	Green
	<= 4 hours

	Yellow
	> 4 hours and <= 6 hours

	Red
	> 6 hours


8.8.2. Incident Resolution – Mean Time to Repair (Severity 2 Outages)

	Business Intent:
	Prompt resolution of SharePoint outages that impact State processing and processes

	Definition:
	Mean Time to Repair (Severity 2 Outages) will be determined by determining the elapsed time (stated in hours and minutes) representing the statistical mean for all Severity 2 Outage Service Requests for in-scope Services in the Contract Month. “Time to Repair” is measured from time Service Request is received at the Level 2 Service Desk to point in time when the incident is resolved or workaround is in place and the Contractor submits the resolved Service Request to the State for confirmation of resolution. 
“Severity 2 Outage” is defined as : An Incident shall be categorized as a “Severity 2 Outage” if the Incident is characterized by the following attributes: the Incident (a) does not render a business critical System, Service, Software, Equipment or network component un-Available or substantially un-Available, but a function or functions are not Available, substantially Available or functioning as they should, in each case prohibiting the execution of productive work, and (b) affects either (i) a group or groups of people, or (ii) a single individual performing a critical business function.
This Service Level begins upon completion of agreed production acceptance criteria and a measurement period as documented in the transition to production plan.
In the event of “go live” of new functionality, an Upgrade, or significant change in the architecture of the Application environment, this Service Level will be suspended temporarily from the time the “go live” of the applicable Change through two (2) business days following completion of stabilization criteria in accordance with the transition to production plan.
The Contractor must report updates and progress to the State every sixty (60) minutes for this SLA until resolved.

	Formula:
	Mean Time to Repair (Severity 2 Outages)
	=
	Total elapsed time it takes to repair Severity 2 Outage Service Requests
	
	

	
	
	
	Total Severity 2 Outage Service Requests
	
	

	Measurement Period:
	Reporting Month

	Data Source:
	Monthly Service Report

	Frequency of Collection:
	Per incident


Service Level Measures:
	Individual SL GYR State
	Mean Time to Repair (Severity 2 Outages).

	Green
	<= 8 hours

	Yellow
	> 8 hours and <= 12 hours

	Red
	> 12 hours


8.8.3. Incident Resolution – Mean Time to Repair (Severity 3 Outages)

	Business Intent:
	Prompt resolution of SharePoint issues and irregularities that impact State processing and processes

	Definition:
	Mean Time to Repair (Severity 3 Outages) will be determined by determining the elapsed time (stated in hours and minutes) representing the statistical mean for all Severity 3 Outage Service Requests in the Contract Month. 
“Time to Repair” is measured from time a Service Request for in-scope Services is received at the Level 2/3 Contractor Service Desk to point in time when the incident is resolved or workaround is in place and the Contractor submits the resolved Service Request to the State for confirmation of resolution. 
“Severity 3 Outage” Is defined as:
An Incident must be categorized as a “Severity 3 Outage” if the Incident is characterized by the following attributes: 
· the Incident causes a group or individual to experience an Incident with accessing or using a System, Service, Software, Equipment or network component or, 
· a key feature thereof and a reasonable workaround is not available, but does not prohibit the execution of productive work.
This Service Level begins upon completion of agreed production acceptance criteria and a measurement period as documented in the stabilization and transition to production plan. 
The Contractor must report updates and progress to the State every twenty-four (24) hours for this SLA until resolved.


	Formula:
	Mean Time to Repair (Severity 3 Outages)
	=
	(Total elapsed time it takes to repair Severity 3 Outage Service Requests)
	
	

	
	
	
	Total Severity 3 Outage Service Requests
	
	

	Measurement Period:
	Reporting Month

	Data Source:
	Monthly Service Report

	Frequency of Collection:
	Per incident


Service Level Measures:
	Individual SL GYR State
	Mean Time to Repair (Severity 3 Outages).

	Green
	<=  5 business days

	Yellow
	> 5 business days <=7 business days

	Red
	> 7 business days


8.8.4. Service Availability – Application Availability

	Business Intent:
	SharePoint is Available to All State Users for All Business Functions to Support State Processes.

	Definition:
	Application Availability for each in-scope Platform, Environment, Module and Business Process
Application Availability means access to the production system is enabled; log-in permitted from the local user LAN and business transactions can be executed. While it is dependent on State provided infrastructure and Third Party software availability the expectation is that the Contractor must implement operational processes, instrumentation, monitoring and controls that validate availability of SharePoint to the end-user and development community in the State.
This SLA will be calculated for those Service Elements that are directly in the Contractor’s scope and will be measured from the end-user community desktop to the ability to process transactions to the SharePoint databases. If, in determination of the root cause of an “unavailable” condition, the State LAN, WAN and Data Center outages, or the outage of State provided Infrastructure is the cause of the condition, the Contractor must be excused from those outages that arise from such a condition, unless the outage is a direct result of a Contractor created situation.
Critical Environments shall be those that are hosting or supporting State SDLC environments for those projects in excess of $5M in a given 12-month period and Production environments
Non-Critical Environments include routine development, testing, training, demo and the like


	Formula:
	Application Availability
	=
	Total Application Scheduled Uptime – Total Application Unscheduled Outages
	
	

	
	
	
	Total Application Scheduled Uptime
	
	

	Measurement Period:
	Reporting Month

	Data Source:
	Monthly Service Report

	Frequency of Collection:
	Continuous, 24 hours a day


Service Level Measures:
	Individual SL GYR State
	Critical/Production Environment
	Non Critical Environments

	Green
	>= 99.9%
	>= 99.0

	Yellow
	>= 99.7% and < 99.9%
	>=95.0 and < 99.0

	Red
	<99.7%
	<95.0%


8.8.5. Application Performance and Responsiveness

	Business Intent:
	SharePoint Online and Batch Processes perform within expected norms, the end user experience is high performance and responsive and scheduled jobs, processes and reports execute within the established job schedule without intruding upon online application users or other business functions


	Definition:
	System Performance and Responsiveness will be based upon an end-to-end service class performance baseline (e.g., network time, application/session response time, system time, and network return time) performed by the Contractor during the transition or as mutually agreed will perform for key service elements for a statistically valid sample of 5 EPM/SharePoint scheduled reports.
Should the Contractor wish to accept State written requirements for each of the above in lieu of benchmarking, or use the aforementioned benchmarking, this sample shall serve as the “Performance Baseline” for this SLA.
Thereafter, the Contractor must perform automated testing on a daily basis for online transaction elements or provide objective evidence from system generated statistics, and provide run-time statistics for scheduled/batch system jobs and scheduled report and compare these to the Performance Baseline.
Two % deviations from the Performance Baseline will be calculated: 1) % Variation Online Transactions and 2) % Variation Batch/Scheduled Operations; The higher variation (i.e., online or batch) shall be used in the below formula for both the numerator and denominator


	Formula:
	System Performance and Responsiveness
	=
	Observed (Online or Batch Scheduled) Performance
	
	

	
	
	
	Baseline (Online or Batch) Performance
	
	

	Measurement Period:
	Reporting Month

	Data Source:
	Monthly Service Report

	Frequency of Collection:
	Continuous, 24 hours a day and Schedule Job/Report Performance


Service Level Measures:
	Individual SL GYR State
	System Performance and Responsiveness

	Green
	< = 100%

	Yellow
	>100% - <=110%

	Red
	> 110%


8.8.6. Incident Resolution - Issue Triage, Closure and Recidivist Rate

	Business Intent:
	Incidents affecting SharePoint, online batch or otherwise, are promptly addressed, prioritized and resolved to the satisfaction of the State and to no reoccur or cause corollary or spurious issues to occur as a result of the repair to the element that was the root cause of the Incident.


	Definition:
	Incident Triage, Closure and Recidivist Rate will be determined by monitoring compliance with the following four key performance indicators (KPI):
1. Incident Triage: Contractor to indicate high-level diagnosis and estimate to remedy to the State within 30 minutes of acknowledgement
2. Incident Closure: Incident to be documented with root cause remedy, (where root cause is within Contractor’s control), and procedures to eliminate repeat of incident within 24 hours of incident close
3. Incident Recidivist Rate: Closed incidents not to reappear across all in scope Services no more than 1 times following incident closure.
4. Incident means any Severity 1 or 2 incident where the Services for which Contractor is responsible are unavailable.

	Formula:
	Issue Triage, Closure and Recidivist Rate
	=
	Total Severity 1 and 2 Incidents for which Contractor is responsible under the SOW, where solution Services are unavailable) - (Number of Incidents where the KPI was not in compliance
	

	
	
	
	(Total Severity 1 Incidents where Services for which Contractor is responsible under the SOW are unavailable)
	

	Measurement Period:
	Calendar Quarter

	Data Source:
	Incident Management System Report

	Frequency of Collection:
	Calendar Quarter, All Severity 1 and 2 Incidents


Service Level Measures:
	Individual SL GYR State
	Incident Resolution - Incident Triage and Closure and Recidivist Rate

	Green
	>= 99.5

	Yellow
	< 99.5 and > =99.3

	Red
	< 99.3


8.8.7. Security – Monitoring & Auditing – Security Breach Detection

	Business Intent:
	Ensure that State Security policies are implemented correctly, and monitored and followed at all times for all users of SharePoint whether end-user, State, Contractor or 3rd Party

	Definition:
	System Security Breach Detection will be determined by monitoring compliance with the following three key performance indicators (KPI):
System security breach success notification due within 30 minutes of physical intrusion detection of any element within the Contractor’s responsibility area or Contractor provided facility or element that accesses SharePoint including Contractor’s machines. Notification will be as set forth in the State/Contractor Process Interface Manual or other supporting documents.
Suspension or Revocation of unapproved or intruder access in accordance with State established procedures within 10 minutes of State approval or (absent State approval) 15 minutes.
System security breach (attempt, failure) notification due within 1 hour of such physical intrusion detection. Notification will be as set forth in the Process Interface Manual or other supporting documents.

	Formula:
	Security Breach Detection
	=
	(Number of instances where individual KPI’s were not in compliance)
	

	
	
	
	
	

	Measurement Period:
	Month

	Data Sources:
	Infrastructure Antivirus/Malware/Rootkit Scan logs, Active Port Scanning Logs, User Account Review Report

	Frequency of Collection:
	Monthly


Service Level Measures:
	Individual SL GYR State
	Security Breach Detection

	Green
	<= 0

	Yellow
	N/A

	Red
	> 0


8.8.8. Job Schedule and Scheduled Reporting Performance

	Business Intent:
	Scheduled Jobs and Reports Start and Complete with established time parameters and execute in such a manner as to not intrude upon online users of SharePoint. Job abends and restarts are monitored and executed within the established schedule.

	Definition:
	Job Schedule and Scheduled Reporting Performance shall consider all scheduled daily, weekly, monthly and business cycle Jobs and Reports that execute under the responsibility and scope of the Contractor via UC4 (or successors), automated operating system job schedulers (e.g., cron, task scheduler), interfaces and any reports in the Contractor’s scope.
The Contractor shall, as part of establishing and maintaining the SharePoint Run Book, establish automated schedules for SharePoint scheduled processes and reports and set Start, Stop and Completion and Job dependencies as appropriate.
The actual Start and Completion of all Scheduled Jobs and Reports shall be recorded on a daily basis as afforded by the automated schedule. For those jobs that cannot be automated for any reason and require Contractor personnel to manually execute these jobs, the actual Start and Stop times shall be recorded and included in the below calculation.

	Formula:
	Job Schedule and Scheduled Reporting Performance
	=
	(Total Number of Minutes Jobs/Reports were delayed from Starting) + (Total Number of Minutes Jobs/Reports Ran in Excess of Completion/Stop Parameters)
	

	
	
	
	Total Number of Minutes Jobs/Reports Ran as Scheduled
	

	Measurement Period:
	Monthly

	Data Sources:
	Scheduled Job Report

	Frequency of Collection:
	Daily


Service Level Measures:
	Individual SL GYR State
	Job Schedule and Scheduled Reporting Performance

	Green
	<= 10%

	Yellow
	> 10% <= 15%

	Red
	> 15%


8.8.9. Operational Process Control & Repeatability – Changes to Production Environments

	Business Intent:
	All changes to production environments follow a disciplined process, are authorized by the State and documentation is updated at all times to ensure that the operating environment of SharePoint is up to date and documentation is current. Production changes are tested/validated and move as a comprehensive change package as opposed to piecemeal elements that result in unintended consequences. 

	Definition:
	The changes to production environment measure is determined by monitoring compliance with the following six key performance indicators: 
1. All changes to production environments have an authorization from an approved the State employee 
2. Code or System changes are promoted to production environments that use contemporary change control methods including version control, data backup/back out procedures (if applicable)
3. All elements that comprise a system change inclusive of code, configuration values, environment parameters, database elements, security, executables and other required change elements are applied as part of a Production change. 
4. No untested or unapproved changes or changed elements that are not required by a production change are introduced into the production environment
5. Changes that are detected to introduce errors or unavailability to production systems are reversed in accordance with the Contractor back-out procedure and the system is restored to the pre-change state without impacting regular operations
6. Corresponding updates to the supporting documents are completed within a reasonable timeframe of receiving and implementing minor approved change request(s).

	Formula:
	Changes to Production Environments
	=
	Total Number of KPIs not met
	

	
	
	
	Total Number of KPIs met
	

	Measurement Period:
	Monthly

	Data Sources:
	Production Change Report

	Frequency of Collection:
	Each Change to Production


Service Level Measures:
	Individual SL GYR State
	Changes to Production Environments

	Green
	<= 1%

	Yellow
	> 1% <= 3%

	Red
	> 3%


8.8.10. Service Quality – System Changes

	Business Intent:
	System Changes are implemented correctly the first time, and do not cause unintended consequences to SharePoint users, scheduled jobs and reports, corrupt or compromise data or data relationships and otherwise perform as intended from a functional, technical and performance perspective. Non-Production environments reflect Production.

	Definition:
	The Service Quality System Changes measure is determined by monitoring compliance with the following four key performance indicators (KPI): 
1. System changes or updates (i.e., break fix, configuration, and patches) in any release to production environment are implemented correctly the first time inclusive of all code, non-code, configuration, interface, scheduled job or report, database element or other change to the production environment
2. System changes or updates are propagated within 5 business days as mutually deemed appropriate to non-production environments such that environment configurations are synchronized and reflect the then current environment and a common development, testing, QA, demonstration and training environment is carried forward that is reflective of production
3. Production system changes (i.e., break fix, configuration, and patches) in releases that do not cause other problems
4. System changes or updates (i.e., break fix, configuration, and patches) in emergency releases are implemented correctly the first time that comprise the SharePoint system

	Formula:
	Service Quality – System Changes
	=
	Total Number of KPIs not met
	

	
	
	
	Total Number of KPIs met
	

	Measurement Period:
	Monthly

	Data Sources:
	Production Change Report

	Frequency of Collection:
	Each Change to Production and Follow-On Changes to Non-Production


Service Level Measures:
	Individual SL GYR State
	Service Quality – System Changes

	Green
	<= 2%

	Yellow
	> 2% <= 5%

	Red
	> 5%


8.8.11. Service Timeliness – System Changes

	Business Intent:
	System Changes are implemented in a timely manner as scheduled with the State or (if applicable) during a Scheduled Maintenance Period or as required by the State

	Definition:
	The Service Timeliness System Changes measure is determined by monitoring compliance with the following two key performance indicators (KPI): 
1. Emergency system changes or updates (i.e., break fix, configuration, and patches) to SharePoint will be initiated within 24 hours of the State approved request and Change Management Process and to be reported complete within 1 hour of completion 
2. Non-emergency system changes or updates (i.e., break fix, configuration, and patches) to SharePoint to be initiated in accordance with the State policies during a scheduled maintenance period or as mutually scheduled between the Contractor and State and reported within 2 days of post implementation certification


	Formula:
	Service Quality – System Change Timeliness
	=
	Total Number of KPIs not in Compliance in a Month
	

	
	
	
	Total Number of System Changes in a Month
	

	Measurement Period:
	Monthly

	Data Sources:
	Production Change Report

	Frequency of Collection:
	Each Change to Production and Follow-On Changes to Non-Production


Service Level Measures:
	Individual SL GYR State
	Service Quality – System Changes

	Green
	<= 2%

	Yellow
	> 2% <= 5%

	Red
	> 5%
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