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SUPPLEMENTAL
INFORMATION
HEADER

The following pages contain supplemental information for this competitive document.  The supplemental information is contained between this header and a trailer page.  If you receive the trailer page, all supplemental information has been received. 

If you do not receive the trailer page of this supplement, use the inquiry process described in the document to notify the Procurement Representative. 

Note: portions of the supplemental information provided may or may not contain page numbers. The total number of pages indicated on the cover page does not include the pages contained in this supplement. 
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SUPPLEMENT 2
Vendor Information Guide
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Ohio Department of Medicaid 
VENDOR INVOICE GUIDE  
8.20.13 update 
 
In order to avoid any delays in payment, please follow these important steps when submitting your invoices: 
Your invoice should include: 
· The valid Purchase Order (PO) number(s)  
· The date(s) of service 
· An invoice date 
· The unique invoice number  
· The contract number, if applicable Be sure to verify: 
· The “remit to” address on the invoice must be in OAKS and on file with Ohio Shared Services 
· The invoice service dates are within the state fiscal year (July 1st – June 30th) and/or within service dates of the PO 
· The invoice description matches the PO description and/or contract deliverables.  It is extremely important to use the same language from the PO on the invoice   Other Tips: 
· Print invoices on standard letter-size white or lightly-colored paper for clear imaging 
· Remove any heavily shaded areas from invoices 
· Do not staple multiple page invoices 
· When sending invoices by email to OSS: 
· Individual attached invoice (single scanned file) may include the supporting documentation. 
· Each email can include up to 99 different attached invoices (but only ONE invoice per scanned file).  
· An individual attachment (single scanned file) with multiple invoices will be rejected. 
 
Vendor invoices for the Ohio Department of Medicaid should be sent to the Ohio Shared Services email address or location below.   
Email: 	invoices@ohio.gov (the preferred file type for email attachments is .pdf.  The only other acceptable invoice formats for submission are .tif, .txt, or .jpg) 
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	Mail:   
 
	Ohio Shared Services  
P.O. Box 182880 
Columbus, Ohio 43218-2880 

	Fax: 
	614.485.1039 


 
Questions about the status of an invoice should be directed to Ohio Shared Services at: 
	Telephone: 	 	1.877.OHIO.SS1 (1.877.644.6771) or 1.614.338.4781 
 
Email:   	 	ohiosharedservices@ohio.gov  
All Vendor Information updates (e.g. correspondence, statements, etc) should be sent to: 
	Mail:  	 	Ohio Shared Services 
	 	 	 	ATTN: OSS-Vendor Maintenance 
	 	 	 	4310 E. 5th Avenue 
	 	 	 	Columbus, Ohio 43219 
 
	Fax: 	 	 	614.485.1039 
 
	Email:  	 	vendor@ohio.gov 
 
 
 
  

The recently passed FY 2014-15 state budget includes a number of provisions that may impact Ohio Medicaid’s vendor community. One particular item that may be of interest to your operations is an unprecedented small business tax cut. Introduced by Governor John R. Kasich, the provision provides virtually all of Ohio’s small businesses with a 50 percent tax cut on the first $250,000 of net business income.  
To learn more on how you and your business may benefit from the plan, please visit http://transforming.ohio.gov/cuttingtaxes.aspx or http://www.tax.ohio.gov/legal/OhioTaxLawChanges.aspx. 




SUPPLEMENT 3
Service Level Requirements

Service Level Requirement (SLRs).
  
The Contractor must consistently meet or exceed the following performance specifications for the Service Level Requirements (SLRS) to be established between the Contractor and the Ohio Department of Medicaid (ODM).  The attachment contains the expectations related to service level commitments and the implications of meeting versus failing to meet the service level requirements and objectives, as applicable.  The following are minimum service levels required for the duration of the Contract period.

Both the State and the Contractor recognize and agree that new categories of Service Levels and performance standards may be added or adjusted during the term of the Contract as business objectives, organizational objectives and technological changes permit or require.

The Contractor will not be liable for any failed Service Level caused by circumstances beyond its control, and that could not be avoided or mitigated through the exercise of prudence and ordinary care, provided that the Contractor immediately notifies the State in writing and takes all steps necessary to minimize the effect of such circumstances and resumes its performance of the Services in accordance with the SLRs as soon as possible.

Implementation Deadline.  The Contractor must ensure that the EVV system is implemented by the time stated in the Proposal.  If the Contractor fails to meet the required date, the State may assess liquidated damages as follows:

a. $2,500.00 per calendar day, or any part thereof, for each of the first ten calendar days; 
b. $5,000.00 per calendar day, or any part thereof, for each of the next 30 calendar days; and
c. $7,500.00 per calendar day, or any part thereof, for each additional day.

Service Level Commitments.  

The Contractor will meet the Service Level commitment for each Service Level set forth in the charts below (All times referenced are in Columbus, Ohio local time – Eastern Time Zone):

	Service Level
	Requirements

	
	Support Hours
	Response
	Resolution/Remedy
	Liquidated Damages

	System and Equipment Availability. The EVV system and any other support technologies required must maintain an uptime of 98.5% in a day.
	24 Hours / 7 Days a Week
	Notification upon unavailability.
	If a lengthy failure occurs, the Contractor must provide staff to complete any backlogged work.

	In accordance to the Issue Priority Definitions.

	System Backup. The Contractor must provide a complete backup system to ensure that if a Contractor-provided device or server fails, production will not be affected.
	24 Hours / 7 Days a Week
	Immediate notice to ODM of missed or failed backup.
	If a failure of the Contractor’s equipment or software results in more than two downtime periods exceeding 6 consecutive hours each within 5 consecutive calendar days, the equipment must be replaced with new equipment at no cost to the State.
	$1,000 per incident (daily)

	Device Failure in Individual’s Home.  The Contractor will ensure that repair and/or replacement of devices occurs as necessary within 24 hours of receiving notification of the need for repair/replacement.
	24 Hours / 7 Days a Week
	Immediate notice to ODM of device failure.
	Repair and/or replacement must be completed.
	$100 per device 

	Unexpected Failure to Provide Real Time Validation.  Visit verification must be handled in real-time.
	24 Hours / 7 Days a Week
	Reporting of any unexpected delays in verification must be sent to ODM within 4 hours of discovery.
	Contractor must confirm and report on incident, including any justification, actions taken and resolution.
	$100 per incident.

	Unexpected Failure to Provide Real Time Data Aggregation.  The Contractor must accept information from and return information to approved alternate data collection systems (in accordance with program policy) in near real time to effectively complete visit verifications and to ensure late and missed visit notices are sent in a timely manner.
	24 Hours/7 Days a Week
	Notification upon unavailability in accordance with the Issue Management procedures outlined in the contract
	The Contractor must work with all impacted entities using alternate data collection systems to capture data affected by the failure and to ensure a complete data set within the EVV system.
	$250 per incident

	Failure to Timely Test and Approve/Dis-Approve Alternate Data Collection Systems
The Contractor must work with provider and managed care plan’s promptly to test and approve/dis-approve proposed alternate data collection systems.  Approval /dis-approval notice must be issued in writing with 5 business days 
	Monday through Friday, 8:00 a.m. to 5:00 p.m. (Columbus, Ohio local time – Eastern Time Zone)
	Notification of failure to timely issue approval/dis-approval within 24 hours of missed deadline
	The Contractor must work with the impacted entity or entities to issue a written notice of approval/dis-approval as soon as possible
	$1,000 per incident initially;
An additional $250 for every 24 hours in excess of 5 business days until the written notice of approval/dis-approval is issued

	Failure to return information to MITS in real time for individual claim inquiry
	24 Hours/7 Days a Week
	Notification of failure within Issue Management procedures outlined in the contract
	The Contractor must establish and maintain communication with ODM and/or its designee in accordance with the Issue Management process outlined in the contract until the issue is resolved
	$100 per incident

	Failure to return information to MITS in near real time for batch inquiries
	24 Hours/7 Days a Week
	Notification of failure within Issue Management procedures outlined in the contract
	The Contractor must establish and maintain communication with ODM and/or its designee in accordance with the Issue Management process outlined in the contract until the issue is resolved
	$1,000 per incident

	Phone support availability for Individuals receiving services, Direct Care Workers and Medicaid Providers
	24 Hours/7 Days a Week
	Notification of failure within Issue Management procedures outlined in the contract
	Contractor must confirm support reestablished and provide detailed summary via email within 24 hours.
	$100 per incident/hourly

	Online support availability for Individuals receiving services, Direct Care Workers and Medicaid Providers
	24 Hours/7 Days a Week
	Notification of failure within Issue Management procedures outlined in the contract
	Contractor must confirm support reestablished and provide detailed summary via email within 24 hours.
	$100 per incident/hourly

	Phone and Online Support Availability for Operations
	24 Hours/7 Days a Week
	Notification of failure within Issue Management procedures outlined in the contract
	Contractor must confirm support reestablished and provide detailed summary via email within 24 hours.
	$100 per incident/hourly

	Critical Business Impact Incident. Contractor must provide ongoing support and service to users of the EVV system.
	24 Hours / 7 Days a Week
	Notification of failure within Issue Management procedures outlined in the contract
	Resolution detailed and categorized via email within 24 hours.
	$1000 per incident/hourly


	Major Business Impact Incident. Contractor must provide ongoing support and service to users of the EVV system.
	24 Hours / 7 Days a Week
	Contractor acknowledge response within 10 minutes.
	Resolution detailed and categorized via email within 24 hours.
	$750 per incident/day

	Moderate Business Impact Incident. Contractor must provide ongoing support and service to users of the EVV system.
	24 Hours / 7 Days a Week
	Contractor acknowledge response within 60 minutes.
	Resolution detailed and categorized via email within 24 hours.
	$500 per day

	Minimal Business Impact Incident.  Contractor must provide ongoing support and service to users of the EVV system.
	24 Hours / 7 Days a Week
	Contractor acknowledge response within 60 minutes.
	Resolution detailed and categorized via email within 24 hours.
	$250 per week

	Missing Report.  Reports must be scheduled for delivery as agreed upon and defined in the Contract.
	Per report schedule as defined in the Contract.
	Missed/Failed reports must be sent to ODM within 4 hours of notice.
	Contractor must confirm and report on incident, including any justification, actions taken and resolution, within 24 hours.
	$100 per incident.

	Abandonment Rate of Calls.  Must be less than or equal to 5% a month.
	24 Hours / 7 Days a Week
	Contractor must provide a report on abandonment rate and staffing levels.
	Contractor must provide plan to reduce abandoned calls through increased availability.
	$100 per hour.

	Call Answer Time.  Calls must be answered in less than or equal to 120 seconds.
	24 Hours / 7 Days a Week
	Contractor must provide a report on call answer times and staffing levels.
	Contractor must provide plan to reduce call answer time through increased availability.
	$100 per hour.

	Missed Visit Alert Notice.  Any visit past the established tolerance level must be recorded as missed or late.
	24 Hours / 7 Days a Week
	Contractor reports incident within an hour.
	Contractor must confirm and report on incident, including any justification, actions taken and resolution, within 24 hours.
	$100 per incident.

	Installation Appointment Missed
	24 Hours / 7 Days a Week
	Contractor must reschedule within hour (as available to the Individual) of missed appointment.
	Device must be installed.
	$100 per day that goes beyond initial appointment.

	Installation Wait Times for New Individual.  Device must be installed for a new Individual within forty-eight hours of notification.
	24 Hours / 7 Days a Week
	Contractor must immediately notify ODM of pending schedule of installations.
	Device must be installed.
	$100 per day that goes beyond initial forty-eight hours.

	Installation Wait Times for a Change in Residence.  Device must be installed in new residence within forty-eight hours of notification.
	24 Hours / 7 Days a Week
	Contractor must immediately notify ODM of pending schedule of installations.
	Device must be installed.
	$100 per day that goes beyond initial forty-eight hours.

	Installation Wait Times for New Program or Service.  Devices must be installed no later than 14 days prior to implementation of the new service or program.
	24 Hours / 7 Days a Week
	Contractor must immediately notify ODM of pending schedule of installations.
	Device must be installed.
	$100 per day that goes beyond initial allowance.



Issue Priority Definitions

	Priority Level
	Description
	Liquidated Damages

	Critical Business Impact
	The Incident has caused, or has the potential to cause, the entire system to go down or be unavailable. A complete and immediate work stoppage, affecting a Critical Function or Critical Infrastructure component such that a primary business process or a broad group of Users such as an entire department, floor, branch, line of business, or external customer is affected. No workaround available. 
	$100,000 per day.

	Major Business Impact
	The issue/problem directly affects the public, or a large number of stakeholders are prevented from using the system. High-priority problems include those that render a site unable to function, or key functions of the application are inoperable. Slow processing of data; severely impacts multiple stakeholders. Leads to federal penalties, misdirected payments or corrupt data. 
	$10,000 per day.

	Moderate Business Impact
	Medium priority problems include those errors that render minor or non-critical functions of the system to be inoperable or unstable. Incidents that prevent stakeholders or administrators from performing some of their tasks.
	$1,000 per day.

	Minimal Business Impact
	All Service requests and other problems that prevent a stakeholder from performing some tasks, but in situations a workaround is available.
	$100 per day.




Mean Time to Repair/Resolve:  Mean time to repair will be measured from the time an Issue is reported to the Contractor‘s Help Desk to the point in time when the Issue is resolved or a workaround is in place and the Contractor submits the repair to the State for confirmation of resolution.
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[bookmark: _Toc435194988]Overview and Scope
This Supplement shall apply to any and all Work, Services, Locations and Computing Elements that the Contractor will perform, provide, occupy or utilize in conjunction with the delivery of work to the State and any access of State resources in conjunction with delivery of work. 
This scope shall specifically apply to:
· Major and Minor Projects, Upgrades, Updates, Fixes, Patches and other Software and Systems inclusive of all State elements or elements under the Contractor’s responsibility utilized by the State;
· Any systems development, integration, operations and maintenance activities performed by the Contractor;
· Any authorized Change Orders, Change Requests, Statements of Work, extensions or Amendments to this agreement;
· Contractor locations, equipment and personnel that access State systems, networks or data directly or indirectly; and
· Any Contractor personnel, or sub-Contracted personnel that have access to State confidential, personal, financial, infrastructure details or sensitive data.
 
The terms in this Supplement are additive to the Standard State Terms and Conditions contained elsewhere in this agreement. In the event of a conflict for whatever reason, the highest standard contained in this agreement shall prevail.
[bookmark: _Toc435194989]General State Security and Information Privacy Standards and Requirements
The Contractor will be responsible for maintaining information security in environments under the Contractor’s management and in accordance with State IT Security Policies. The Contractor will implement an information security policy and security capability as set forth in this agreement.
The Contractor’s responsibilities with respect to Security Services will include the following:
· Provide vulnerability management Services for the Contractor’s internal secure network connection, including supporting remediation for identified vulnerabilities as agreed. 
· Support the implementation and compliance monitoring for State IT Security Policies.
· Develop, maintain, update, and implement security procedures, with State review and approval, including physical access strategies and standards, ID approval procedures and a breach of security action plan.
· Manage and administer access to the systems, networks, System software, systems files and State data, excluding end-users.
· Provide support in implementation of programs to educate State and Contractor end-users and staff on security policies and compliance.
· Install and update Systems software security, assign and reset passwords per established procedures, provide the State access to create User ID's, suspend and delete inactive logon IDs, research system security problems, maintain network access authority, assist in processing State security requests, perform security reviews to confirm that adequate security procedures are in place on an ongoing basis, and provide incident investigation support (jointly with the  State ), and provide environment and server security support and technical advice. 
· Develop, implement, and maintain a set of automated and manual processes to ensure that data access rules are not compromised. 
· Perform physical security functions (e.g., identification badge controls, alarm responses) at the facilities under the Contractor’s control. 
· Prepare an Information Security Controls Document. This document is the security document that is used to capture the security policies and technical controls that the Contractor will implement, as requested by the State, on Contractor managed systems, supported servers and the LAN within the scope of this agreement. The Contractor will submit a draft document for State review and approval during the transition period.

The State will:
· Develop, maintain and update the State IT Security Policies, including applicable State information risk policies, standards and procedures.
· Provide a State Single Point of Contact with responsibility for account security audits; 
· Support intrusion detection and prevention and vulnerability scanning pursuant to State IT Security Policies;
· Provide the State security audit findings material for the Services based upon the security policies, standards and practices in effect as of the Effective Date and any subsequent updates.
· Assist the Contractor in performing a baseline inventory of access IDs for the systems for which the Contractor has security responsibility; 
· Authorize User IDs and passwords for the State personnel for the Systems software, software tools and network infrastructure systems and devices under Contractor management;
· Approve non-expiring passwords and policy exception requests, as appropriate.
1.1. [bookmark: _Toc435194990]State Provided Elements: Contractor Responsibility Considerations
The State is responsible for Network Layer (meaning the internet Protocol suite and the open systems interconnection model of computer networking protocols and methods to process communications across the IP network) system services and functions that build upon State infrastructure environment elements, the Contractor shall not be responsible for the implementation of Security Services of these systems as these shall be retained by the State. 
To the extent that Contractor’s access or utilize State provided networks, the Contractor is responsible for adhering to State policies and use procedures and do so in a manner as to not diminish established State capabilities and standards.
The Contractor will be responsible for maintaining the security of information in environment elements that it accesses, utilizes, develops or manages in accordance with the State Security Policy.  The Contractor will implement information security policies and capabilities, upon review and agreement by the State, based on the Contractors standard service center security processes that satisfy the State’s requirements contained herein. 
The Contractor’s responsibilities with respect to security services must also include the following:
· Support intrusion detection & prevention including prompt agency notification of such events, reporting, monitoring and assessing security events. 
· Provide vulnerability management services including supporting remediation for identified vulnerabilities as agreed.
· Support the State IT Security Policy which includes the development, maintenance, updates, and implementation of security procedures with the agency’s review and approval, including physical access strategies and standards, ID approval procedures and a breach of security action plan.
· Support OIT in the implementation, maintenance and updating of statewide data security policies, including the State information risk policies, standards and procedures. 
· Managing and administering access to the systems, networks, Operating Software or System Software, (including programs, device drivers, microcode and related code supporting documentation and media that: 1) perform tasks basic to the functioning of data processing and network connectivity; and 2) are required to operate Applications Software), systems files and the State Data. 
· Supporting the State in implementation of programs to raise the awareness of End Users and staff personnel as to the existence and importance of security policy compliance.
· Installing and updating State provided or approved system security Software, assigning and resetting passwords per established procedures, providing the agency access to create user ID's, suspend and delete inactive logon IDs, research system security problems, maintain network access authority, assisting in processing the agency requested security requests, performing security audits to confirm that adequate security procedures are in place on an ongoing basis, with the agency’s assistance providing incident investigation support, and providing environment and server security support and technical advice.
· Developing, implementing, and maintaining a set of automated and manual processes so that the State data access rules, as they are made known by the State, are not compromised.
· Performing physical security functions (e.g., identification badge controls, alarm responses) at the facilities under Contractor control. 
1.2. [bookmark: _Toc435194991]Periodic Security and Privacy Audits
The State shall be responsible for conducting periodic security and privacy audits and generally utilizes members of the DAS Officer of Information Security and Privacy, the OBM Office of Internal Audit and the Auditor of State, depending on the focus area of an audit. Should an audit issue or finding be discovered the following resolution path shall apply:
· If a security or privacy issue is determined to be pre-existing to this agreement, the State will have responsibility to address or resolve the issue. Dependent on the nature of the issue the State may elect to contract with the Contractor under mutually agreeable terms for those specific resolution services at that time or elect to address the issue independent of the Contractor.
· For in-scope environments and services, all new systems implemented or deployed by the Contractor shall comply with State security and privacy policies.
1.3. [bookmark: _Toc435194992]Annual Security Plan: State and Contractor Obligations
The Contractor will develop, implement and thereafter maintain annually a Security Plan for review, comment and approval by the DAS Office of Information Security and Privacy and the Ohio Department of Medicaid, that a minimum must include and implement processes for the following items related to the system and services:
· Security policies
· Logical security controls (privacy, user access and authentication, user permissions, etc.) 
· Technical security controls and security architecture (communications, hardware, data, physical access, software, operating system, encryption, etc.)
· Security processes (security assessments, risk assessments, incident response, etc.)
· Detail the technical specifics to satisfy the following:
· Network segmentation
· Perimeter security
· Application security and data sensitivity classification
· PHI and PII data elements
· Intrusion management
· Monitoring and reporting
· Host hardening
· Remote access
· Encryption
· State-wide active directory services for authentication
· Interface security
· Security test procedures
· Managing network security devices
· Security patch management
· Detailed diagrams depicting all security-related devices and subsystems and their relationships with other systems for which they provide controls
· Secure communications over the Internet

The Security Plan must detail how security will be controlled during the implementation of the System and Services and contain the following: 
· High-level description of the program and projects 
· Security risks and concerns 
· Security roles and responsibilities 
· Program and project security policies and guidelines 
· Security-specific project deliverables and processes 
· Security team review and approval process 
· Security-Identity management and Access Control for Contractor and State joiners, movers, and leavers 
· Data Protection Plan for personal/sensitive data within the projects 
· Business continuity and disaster recovery plan for the projects 
· Infrastructure architecture and security processes 
· Application security and industry best practices for the projects 
· Vulnerability and threat management plan (cyber security) 
1.4. [bookmark: _Toc435194993]State Network Access (VPN)
Any remote access to State systems and networks, Contractor or otherwise, must employ secure data transmission protocols, including the secure sockets layer (SSL) protocol and public key authentication, signing and encryption. In addition, any remote access solution must use Secure Multipurpose Internet Mail Extensions (S/MIME) to provide encryption and non-repudiation services through digital certificates and the provided PKI.  Multi-factor authentication is to be employed for users with privileged network access by leveraging the State of Ohio RSA solution.
1.5. [bookmark: _Toc435194994]Security and Data Protection. 
All Services must also operate at the [moderate level baseline] as defined in the National Institute of Standards and Technology (“NIST”) 800-53 Rev. 4 [moderate baseline requirements], be consistent with Federal Information Security Management Act (“FISMA”) and SANS Critical Security Controls requirements, and offer a customizable and extendable capability based on open-standards APIs that enable integration with third party applications.  Additionally, they must provide the State’s systems administrators with 24x7 visibility into the services through a real-time, web-based “dashboard” capability that enables them to monitor, in real or near real time, the Services’ performance against the established SLAs and promised operational parameters.  
1.6. [bookmark: _Toc435194995]State Information Technology Policies
The Contractor is responsible for maintaining the security of information in environment elements under direct management and in accordance with State Security policies and standards. The Contractor will implement information security policies and capabilities as set forth in Statements of Work and, upon review and agreement by the State, based on the Offeror’s standard service center security processes that satisfy the State’s requirements contained herein. The Offeror’s responsibilities with respect to security services include the following:
· Support intrusion detection & prevention including prompt agency notification of such events, reporting, monitoring and assessing security events.
· Support the State IT Security Policy which includes the development, maintenance, updates, and implementation of security procedures with the agency’s review and approval, including physical access strategies and standards, ID approval procedures and a breach of security action plan.
· Managing and administering access to the Operating Software, systems files and the State Data. 
· Installing and updating State provided or approved system security Software, assigning and resetting administrative passwords per established procedures, providing the agency access to create administrative user ID's, suspending and deleting inactive logon IDs, researching system security problems, maintaining network access authority, assist processing of the agency requested security requests, performing security audits to confirm that adequate security procedures are in place on an ongoing basis, with the agency’s assistance providing incident investigation support, and providing environment and server security support and technical advice.
· Developing, implementing, and maintaining a set of automated and manual processes so that the State data access rules are not compromised.
· Where the Contractor identifies a potential issue in maintaining an “as provided” State infrastructure element with the more stringent requirement of an agency security policy (which may be federally mandated or otherwise required by law), identifying to agencies the nature of the issue, and if possible, potential remedies for consideration by the State agency. 
· The State shall be responsible for conducting periodic security and privacy audits and generally utilizes members of the DAS Office of Information Security and Privacy, the OBM Office of Internal Audit and the Auditor of State, depending on the focus area of an audit. Should an audit issue be discovered the following resolution path shall apply:
· If a security or privacy issue is determined to be pre-existing to this agreement, the State will have responsibility to address or resolve the issue. Dependent on the nature of the issue the State may elect to contract with the Contractor under mutually agreeable terms for those specific resolution services at that time or elect to address the issue independent of the Contractor.
· If over the course of delivering services to the State under this Statement of Work for in-scope environments the Contractor becomes aware of an issue, or a potential issue that was not detected by security and privacy teams the Contractor is to notify the State within two (2) hours. This notification shall not minimize the more stringent Service Level Agreements pertaining to security scans and breaches contained herein, which due to the nature of an active breach shall take precedence over this notification. Dependent on the nature of the issue the State may elect to contract with the Contractor under mutually agreeable terms for those specific resolution services at that time or elect to address the issue independent of the Contractor.
· For in-scope environments and services, all new systems implemented or deployed by the Contractor shall comply with State security and privacy policies. 

The Contractor will comply with State Security and Privacy policies and standards. For purposes of convenience, a compendium of links to this information is provided in the Table below. 
State of Ohio Security and Privacy Policies
	Item
	Link

	Statewide IT Standards 
	http://das.ohio.gov/Divisions/InformationTechnology/StateofOhioITStandards.aspx 

	Statewide IT Bulletins
	http://das.ohio.gov/Divisions/InformationTechnology/StateofOhioITBulletins.aspx 

	IT Policies and Standards
	http://das.ohio.gov/Divisions/InformationTechnology/StateofOhioITPolicies/tabid/107/Default.aspx 

	Ohio Department of Medicaid Internal Policies and Procedures
	ODM IPP 10002 Computer and Information Systems Usage
ODM IPP 3000 Series – Information Technology Services
ODM IPP 8500 Series – Sensitive Information Series
Available upon request



[bookmark: _Toc435194996]State and Federal Data Privacy Requirements
Because the privacy of individuals’ personally identifiable information (PII) and  State Sensitive Information (SSI), generally information that is not subject to disclosures under Ohio Public Records law, is a key element to maintaining the public’s trust in working with the State, all systems and services shall be designed and shall function according to the following fair information practices principles. To the extent that personally identifiable information in the system is “protected health information” under the HIPAA Privacy Rule, these principles shall be implemented in alignment with the HIPAA Privacy Rule. To the extent that there is PII in the system that is not “protected health information” under HIPAA, these principles shall still be implemented and, when applicable, aligned to other law or regulation.
All parties to this agreement specifically agree to comply with state and federal confidentiality and information disclosure laws, rules and regulations applicable to work associated with this RFP including but not limited to:
· United States Code 42 USC 1320d through 1320d-8 (HIPAA);
· Code of Federal Regulations, 42 CFR 431.300, 431.302, 431.305, 431.306, 435.945,45  Parts 160 and 164 Standards for Privacy of Individually Identifiable Health Information;
· Ohio Revised Code, ORC 173.20, 173.22, 1347.01 through 1347.99, 2305.24, 2305.251, 3701.243, 3701.028, 4123.27, 5101.26, 5101.27, 5101.572, 5112.21, and 5111.61; and
· Corresponding Ohio Administrative Code Rules and Updates.
· Systems and Services must support and comply with the State’s security operational support model which is aligned to NIST 800-53 Revision 4 and SANS critical-security-controls. 
· Social Security Administration (SSA)
· Department of Health & Human Services (DHHS)
· Center for Medicare & Medicaid Services (CMS)
· HHS Administration for Children & Families (ACF)
· Internal Revenue Service (IRS)
· U.S. Department of Education (ED)

1.7. [bookmark: _Toc435194997]Protection of State Data
Protection of State Data. To protect State Data as described in this agreement, in addition to its other duties regarding State Data, Contractor will:
· Maintain in confidence any personally identifiable information (“PII”) and State Sensitive Information (“SSI”) it may obtain, maintain, process, or otherwise receive from or through the State in the course of the Agreement; 
· Use and permit its employees, officers, agents, and independent contractors to use any PII/SSI received from the State solely for those purposes expressly contemplated by the Agreement; 
· Not sell, rent, lease or disclose, or permit its employees, officers, agents, and independent contractors to sell, rent, lease, or disclose, any such PII/SSI to any third party, except as permitted under this Agreement or required by applicable law, regulation, or court order; 
· Take all commercially reasonable steps to (a) protect the confidentiality of PII/SSI received from the State and (b) establish and maintain physical, technical and administrative safeguards to prevent unauthorized access by third parties to PII/SSI received by Contractor from the State;
· Give access to PII/SSI of the State only to those individual employees, officers, agents, and independent contractors who reasonably require access to such information in connection with the performance of Contractor’s obligations under this Agreement; 
· Upon request by the State, promptly destroy or return to the State in a format designated by the State all PII/SSI received from the State;
· Cooperate with any attempt by the State to monitor Contractor’s compliance with the foregoing obligations as reasonably requested by the State from time to time. The State shall be responsible for all costs incurred by Contractor for compliance with this provision of this subsection;
· Establish and maintain data security policies and procedures designed to ensure the following:
a) Security and confidentiality of PII/SSI;
b) Protection against anticipated threats or hazards to the security or integrity of PII/SSI; and
c) Protection against the unauthorized access or use of PII/SSI.
1.7.1. Disclosure
Disclosure to Third Parties. This Agreement shall not be deemed to prohibit disclosures in the following cases: 
· Required by applicable law, regulation, court order or subpoena; provided that, if the Contractor or any of its representatives are ordered or requested to disclose any information provided by the State, whether PII/SSI or otherwise, pursuant to court or administrative order, subpoena, summons, or other legal process, Contractor will promptly notify the State (unless prohibited from doing so by law, rule, regulation or court order) in order that the State may have the opportunity to seek a protective order or take other appropriate action. Contractor will also cooperate in the State’s efforts to obtain a protective order or other reasonable assurance that confidential treatment will be accorded the information provided by the State. If, in the absence of a protective order, Contractor is compelled as a matter of law to disclose the information provided by the State, Contractor may disclose to the party compelling disclosure only the part of such information as is required by law to be disclosed (in which case, prior to such disclosure, Contractor will advise and consult with the State and its counsel as to such disclosure and the nature of wording of such disclosure) and Contractor will use commercially reasonable efforts to obtain confidential treatment therefore;
· To State auditors or regulators;
· To service providers and agents of either party as permitted by law, provided that such service providers and agents are subject to binding confidentiality obligations; or
· To the professional advisors of either party, provided that such advisors are obligated to maintain the confidentiality of the information they receive. 
1.8. [bookmark: _Toc435194998]Handling the State’s Data
The Contractor must use due diligence to ensure computer and telecommunications systems and services involved in storing, using, or transmitting State Data are secure and to protect that data from unauthorized disclosure, modification, or destruction. “State Data” includes all data and information created by, created for, or related to the activities of the State and any information from, to, or related to all persons that conduct business or personal activities with the State. To accomplish this, the Contractor must adhere to the following principles:
· Apply appropriate risk management techniques to balance the need for security measures against the sensitivity of the State Data.
· Ensure that its internal security policies, plans, and procedures address the basic security elements of confidentiality, integrity, and availability.
· Maintain plans and policies that include methods to protect against security and integrity threats and vulnerabilities, as well as detect and respond to those threats and vulnerabilities.
· Maintain appropriate identification and authentication processes for information systems and services associated with State Data.
· Maintain appropriate access control and authorization policies, plans, and procedures to protect system assets and other information resources associated with State Data.
· Implement and manage security audit logging on information systems, including computers and network devices.
1.9. [bookmark: _Toc435194999]Contractor Access to State Networks Systems and Data
The Contractor must maintain a robust boundary security capacity that incorporates generally recognized system hardening techniques. This includes determining which ports and services are required to support access to systems that hold State Data, limiting access to only these points, and disable all others. 
To do this, the Contractor must:
· Use assets and techniques such as properly configured firewalls, a demilitarized zone for handling public traffic, host-to-host management, Internet protocol specification for source and destination, strong authentication, encryption, packet filtering, activity logging, and implementation of system security fixes and patches as they become available.
· Use two-factor authentication to limit access to systems that contain particularly sensitive State Data, such as personally identifiable data.
· Assume all State Data and information is both confidential and critical for State operations, and the Contractor’s security policies, plans, and procedure for the handling, storage, backup, access, and, if appropriate, destruction of that data must be commensurate to this level of sensitivity unless the State instructs the Contractor otherwise in writing. 
· Employ appropriate intrusion and attack prevention and detection capabilities. Those capabilities must track unauthorized access and attempts to access the State’s Data, as well as attacks on the Contractor’s infrastructure associated with the State’s data. Further, the Contractor must monitor and appropriately address information from its system tools used to prevent and detect unauthorized access to and attacks on the infrastructure associated with the State’s Data.
· Use appropriate measures to ensure that State Data is secure before transferring control of any systems or media on which State Data is stored. The method of securing the State Data must be appropriate to the situation and may include erasure, destruction, or encryption of the State Data before transfer of control. The transfer of any such system or media must be reasonably necessary for the performance of the Contractor’s obligations under this Contract.
· Have a business continuity plan in place that the Contractor tests and updates at least annually. The plan must address procedures for response to emergencies and other business interruptions. Part of the plan must address backing up and storing data at a location sufficiently remote from the facilities at which the Contractor maintains the State’s Data in case of loss of that data at the primary site. The plan also must address the rapid restoration, relocation, or replacement of resources associated with the State’s Data in the case of a disaster or other business interruption. The Contractor’s business continuity plan must address short- and long-term restoration, relocation, or replacement of resources that will ensure the smooth continuation of operations related to the State’s Data. Such resources may include, among others, communications, supplies, transportation, space, power and environmental controls, documentation, people, data, software, and hardware. The Contractor also must provide for reviewing, testing, and adjusting the plan on an annual basis.
· Not allow the State’s Data to be loaded onto portable computing devices or portable storage components or media unless necessary to perform its obligations under this Contract properly. Even then, the Contractor may permit such only if adequate security measures are in place to ensure the integrity and security of the State Data.  Those measures must include a policy on physical security for such devices to minimize the risks of theft and unauthorized access that includes a prohibition against viewing sensitive or confidential data in public or common areas. 
· Ensure that portable computing devices must have anti-virus software, personal firewalls, and system password protection. In addition, the State’s Data must be encrypted when stored on any portable computing or storage device or media or when transmitted from them across any data network. 
· Maintain an accurate inventory of all such devices and the individuals to whom they are assigned.
1.10. [bookmark: _Toc435195000]Portable Devices, Data Transfer and Media
Any encryption requirement identified in this Supplement means encryption that complies with National Institute of Standards Federal Information Processing Standard 140-2 as demonstrated by a valid FIPS certificate number. Any sensitive State Data transmitted over a network, or taken off site via removable media must be encrypted pursuant to the State’s Data encryption standard ITS-SEC-01 Data Encryption and Cryptography.
The Contractor must have reporting requirements for lost or stolen portable computing devices authorized for use with State Data and must report any loss or theft of such to the State in writing as quickly as reasonably possible. The Contractor also must maintain an incident response capability for all security breaches involving State Data whether involving mobile devices or media or not. The Contractor must detail this capability in a written policy that defines procedures for how the Contractor will detect, evaluate, and respond to adverse events that may indicate a breach or attempt to attack or access State Data or the infrastructure associated with State Data.
To the extent the State requires the Contractor to adhere to specific processes or procedures in addition to those set forth above in order for the Contractor to comply with the managed services principles enumerated herein, those processes or procedures are set forth in this agreement.
1.11. [bookmark: _Toc435195001]Limited Use; Survival of Obligations. 
Contractor may use PII/SSI only as necessary for Contractor’s performance under or pursuant to rights granted in this Agreement and for no other purpose. Contractor’s limited right to use PII/SSI expires upon conclusion, non-renewal or termination of this Agreement for any reason. Contractor’s obligations of confidentiality and non-disclosure survive termination or expiration for any reason of this Agreement.
1.12. [bookmark: _Toc435195002]Disposal of PII/SSI. 
Upon expiration of Contractor’s limited right to use PII/SSI, Contractor must return all physical embodiments to the State or, with the State’s permission; Contractor may destroy PII/SSI. Upon the State’s request, Contractor shall provide written certification to the State that Contractor has returned, or destroyed, all such PII/SSI in Contractor’s possession. 
1.13. [bookmark: _Toc435195003]Remedies
If Contractor or any of its representatives or agents breaches the covenants set forth in these provisions, irreparable injury may result to the State or third parties entrusting PII/SSI to the State. Therefore, the State’s remedies at law may be inadequate and the State shall be entitled to seek an injunction to restrain any continuing breach. Notwithstanding any limitation on Contractor’s liability, the State shall further be entitled to any other rights or remedies that it may have in law or in equity.
1.14. [bookmark: _Toc435195004]Prohibition on Off-Shore and Unapproved Access
The Contractor shall comply in all respects with U.S. statutes, regulations, and administrative requirements regarding its relationships with non-U.S. governmental and quasi-governmental entities including, but not limited to the export control regulations of the International Traffic in Arms Regulations (“ITAR”) and the Export Administration Act (“EAA”); the anti-boycott and embargo regulations and guidelines issued under the EAA, and the regulations of the U.S. Department of the Treasury, Office of Foreign Assets Control, HIPPA Privacy Rules and other conventions as described and required in this Supplement.
The Contractor will provide resources for the work described herein with natural persons who are lawful permanent residents as defined in 8 U.S.C. 1101 (a)(20) or who are protected individuals as defined by 8 U.S.C. 1324b(a)(3). It also means any corporation, business association, partnership, society, trust, or any other entity, organization or group that is incorporated to do business in the U.S. It also includes any governmental (federal, state, local), entity.
The State specifically excludes sending, taking or making available remotely (directly or indirectly), any State information including data, software, code, intellectual property, designs and specifications, system logs, system data, personal or identifying information and related materials out of the United States in any manner, except by mere travel outside of the U.S. by a person whose personal knowledge includes technical data; or transferring registration, control, or ownership to a foreign person, whether in the U.S. or abroad, or disclosing (including oral or visual disclosure) or transferring in the United States any State article to an embassy, any agency or subdivision of a foreign government (e.g., diplomatic missions); or disclosing (including oral or visual disclosure) or transferring data to a foreign person, whether in the U.S. or abroad.
It is the responsibility of all individuals working at the State to understand and comply with the policy set forth in this document as it pertains to end-use export controls regarding State restricted information.
Where the Contractor is handling confidential employee or citizen data associated with Human Resources data, the Contractor will comply with data handling privacy requirements associated with HIPAA and as further defined by The United States Department of Health and Human Services Privacy Requirements and outlined in http://www.hhs.gov/ocr/privacysummary.pdf
It is the responsibility of all Contractor individuals working at the State to understand and comply with the policy set forth in this document as it pertains to end-use export controls regarding State restricted information.
Where the Contractor is handling confidential or sensitive State, employee, citizen or Ohio Business data associated with State data, the Contractor will comply with data handling privacy requirements associated with the data HIPAA and as further defined by The United States Department of Health and Human Services Privacy Requirements and outlined in http://www.hhs.gov/ocr/privacysummary.pdf.
1.15. [bookmark: _Toc435195005]Background Check of Contractor Personnel
Contractor agrees that (1) it will conduct 3rd party criminal background checks on Contractor personnel who will perform Sensitive Services (as defined below), and (2) no Ineligible Personnel will perform Sensitive Services under this Agreement. “Ineligible Personnel” means any person who (a) has been convicted at any time of any criminal offense involving dishonesty, a breach of trust, or money laundering, or who has entered into a pre-trial diversion or similar program in connection with a prosecution for such offense, (b) is named by the Office of Foreign Asset Control (OFAC) as a Specially Designated National, or (b) has been convicted of a felony. 
“Sensitive Services” means those services that (i) require access to Customer/Consumer Information, (ii) relate to the State’s computer networks, information systems, databases or secure facilities under circumstances that would permit modifications to such systems, or (iii) involve unsupervised access to secure facilities (“Sensitive Services”). 
Upon request, Contractor will provide written evidence that all of Contractor’s personnel providing Sensitive Services have undergone a criminal background check and are eligible to provide Sensitive Services. In the event that Contractor does not comply with the terms of this section, the State may, in its sole and absolute discretion, terminate this Contract immediately without further liability. 
[bookmark: _Toc435195006]Contractor Responsibilities Related to Reporting of Concerns, Issues and Security/Privacy Issues
1.16. [bookmark: _Toc435195007]General
If over the course of the agreement a security or privacy issue arises, whether detected by the State, a State auditor or the Contractor, that was not existing within an in-scope environment or service prior to the commencement of any Contracted service associated with this agreement, the Contractor must: 
· notify the State of the issue or acknowledge receipt of the issue within two (2) hours; 
· within forty-eight (48) hours from the initial detection or communication of the issue from the State, present an potential exposure or issue assessment document to the State Account Representative and the State Chief Information Security Officer with a high level assessment as to resolution actions and a plan; 
· within four (4) calendar days, and upon direction from the State, implement to the extent commercially reasonable measures to minimize the State’s exposure to security or privacy until such time as the issue is resolved; and 
· upon approval from the State implement a permanent repair to the identified issue at the Contractor’s cost; and
1.17. [bookmark: _Toc435195008]Actual or Attempted Access or Disclosure
If the Contractor determines that there is any actual, attempted or suspected theft of, accidental disclosure of, loss of, or inability to account for any PII/SSI by Contractor or any of its subcontractors (collectively “Disclosure”) and/or any unauthorized intrusions into Contractor’s or any of its subcontractor’s facilities or secure systems (collectively “Intrusion”), Contractor must immediately: 
· Notify the State within two (2) hours of the Contractor becoming aware of the unauthorized Disclosure or Intrusion; 
· Investigate and determine if an Intrusion and/or Disclosure has occurred;
· Fully cooperate with the State in estimating the effect of the Disclosure or Intrusion’s effect on the State and fully cooperate to mitigate the consequences of the Disclosure or Intrusion; 
· Specify corrective action to be taken; and
· Take corrective action to prevent further Disclosure and/or Intrusion. 
1.18. [bookmark: _Toc435195009]Unapproved Disclosures and Intrusions: Contractor Responsibilities
Contractor must, as soon as is reasonably practicable, make a report to the State including details of the Disclosure and/or Intrusion and the corrective action Contractor has taken to prevent further Disclosure and/or Intrusion. Contractor must, in the case of a Disclosure cooperate fully with the State to notify the effected persons as to the fact of and the circumstances of the Disclosure of the PII/SSI. Additionally, Contractor must cooperate fully with all government regulatory agencies and/or law enforcement agencies having jurisdiction to investigate a Disclosure and/or any known or suspected criminal activity. 
· Where the Contractor identifies a potential issue in maintaining an “as provided” State infrastructure element with the more stringent of an Agency level security policy (which may be Federally mandated or otherwise required by law), identifying to Agencies the nature of the issue, and if possible, potential remedies for consideration by the State agency. 
· If over the course of delivering services to the State under this Statement of Work for in-scope environments the Contractor becomes aware of an issue, or a potential issue that was not detected by security and privacy teams the Contractor is to notify the State within two (2) hour. This notification shall not minimize the more stringent Service Level Agreements pertaining to security scans and breaches contained herein, which due to the nature of an active breach shall take precedence over this notification. Dependent on the nature of the issue the State may elect to contract with the Contractor under mutually agreeable terms for those specific resolution services at that time or elect to address the issue independent of the Contractor.
1.19. [bookmark: _Toc435195010]Security Breach Reporting and Indemnification Requirements
· In case of an actual security breach that may have compromised State Data, the Contractor must notify the State in writing of the breach within two (2) hours of the Contractor becoming aware of the breach and fully cooperate with the State to mitigate the consequences of such a breach. This includes any use or disclosure of the State data that is inconsistent with the terms of this Contract and of which the Contractor becomes aware, including but not limited to, any discovery of a use or disclosure that is not consistent with this Contract by an employee, agent, or subcontractor of the Contractor.
· The Contractor must give the State full access to the details of the breach and assist the State in making any notifications to potentially affected people and organizations that the State deems are necessary or appropriate. The Contractor must document all such incidents, including its response to them, and make that documentation available to the State on request. 
· In addition to any other liability under this Contract related to the Contractor’s improper disclosure of State data, and regardless of any limitation on liability of any kind in this Contract, the Contractor will be responsible for acquiring one year’s identity theft protection service on behalf of any individual or entity whose personally identifiable information is compromised while it is in the Contractor’s possession. Such identity theft protection must provide coverage from all three major credit reporting agencies and provide immediate notice through phone or email of attempts to access the individuals' credit history through those services.
[bookmark: _Toc435195011]Security Review Services
As part of a regular Security Review process, the Contractor will include the following reporting and services to the State:
1.20. [bookmark: _Toc435195012]Hardware and Software Assets
The Contractor will support the State in defining and producing specific reports for both hardware and software assets. At a minimum this should include:
· Deviations to hardware baseline 
· Inventory of information types by hardware device
· Software inventory against licenses (State purchased)
· Software versions and then scans of versions against patches distributed and applied
1.21. [bookmark: _Toc435195013]Security Standards by Device and Access Type
The Contractor will:
· Document security standards by device type and execute regular scans against these standards to produce exception reports
· Document and implement a process for deviation from State standards
1.22. [bookmark: _Toc435195014]Boundary Defenses
The Contractor will:
· Work with the State to support the denial of communications to/from known malicious IP addresses
· Require remote login access to use two-factor authentication
· Support the State’s monitoring and management of devices remotely logging into internal network
1.23. [bookmark: _Toc435195015]Audit Log Reviews
The Contractor will:
· Work with the State to review and validate audit log settings for hardware and software
· Ensure that all systems and environments have adequate space to store logs
· Work with the State to devise and implement profiles of common events from given systems to both reduce false positives and rapidly identify active access
· Provide requirements to the State to configure operating systems to log access control events
· Design and execute bi-weekly reports to identify anomalies in system logs
· Ensure logs are written to write-only devices for all servers or a dedicated server managed by another group.
1.24. [bookmark: _Toc435195016]Application Software Security
The Contractor will:
· Perform configuration review of operating system, application and database settings
· Ensure software development personnel receive training in writing secure code
1.25. [bookmark: _Toc435195017]System Administrator Access
The Contractor will
· Inventory all administrative passwords (application, database and operating system level)
· Implement policies to change default passwords in accordance with State policies, particular following any transfer or termination of personnel (State, existing MSV or Contractor)
· Configure administrative accounts to require regular password changes
· Ensure service level accounts have cryptographically strong passwords 
· Store passwords in a hashed or encrypted format
· Ensure administrative accounts are used only for administrative activities
· Implement focused auditing of administrative privileged functions
· Configure systems to log entry and alert when administrative accounts are modified
· Segregate administrator accounts based on defined roles
1.26. [bookmark: _Toc435195018]Account Access Privileges
The Contractor will:
· Review and disable accounts not associated with a business process
· Create daily report that includes locked out accounts, disabled accounts, etc.
· Implement process for revoking system access
· Automatically log off users after a standard period of inactivity
· Monitor account usage to determine dormant accounts
· Monitor access attempts to deactivated accounts through audit logging
· Profile typical account usage and implement or maintain profiles to ensure that Security profiles are implemented correctly and consistently
1.27. [bookmark: _Toc435195019]Additional Controls and Responsibilities
The Contractor will meet with the State no less frequently than annually to:
· Review, Update and Conduct Security training for personnel, based on roles
· Review the adequacy of physical and environmental controls
· Verify the encryption of sensitive data in transit
· Review access control to information based on established roles and access profiles
· Update and review system administration documentation
· Update and review system maintenance policies
· Update and Review system and integrity policies
· Revised and Implement updates to the security plan
· Update and Implement Risk Assessment Policies and procedures
· Update and implement incident response procedures
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e 2 o1 e conticaion:
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propery, cancellaion of b, uaiiled ition program payments (nder
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4.2 The ususl ovocatlosavings | The grantortustes’
st ranior s a0 Tsted)
5. Socalled st account hatis | Theactual ouner’
ot legaorvad st i
e
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SR TTTATTR o TVDD 1-800 8264050,

Protect yourset rom suspicous emalls or phishing schemes. Prishing s the
‘Creaton 33 use of amall and webstes dodgned 1 e legenate busiass
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TIGTA st 1-500. 3684484 Yo oo fookard suapicious s o n Feeal
‘Trads Commision t spam@uca gov or contactthem & ww. e golctll o
1-877-IDTHERT (1-877438-4338,
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‘Se6 Specific Instructions on page 2.

7 T account bt e optona

Taxpayer Identification Number (TIN)

EnteryourTIN n the approprite box. The TI provided must match he name iven on i 1 1o avold
backup withhalding. Forindidual,thisis general your social secury number (SSN). However, for a
resident alien, Sole poprietor,or disregarced enty, see the Part | nstrctions on page 3. For other
enttis, s youremployer identifcaton number (. I you do not have  number, see How [0 geta
TIN on page 3.

Note. I he account s in more than e rame, see the nstructions for ine 1 and the chart on page 4 for
guideines on whose number to eter.

Certification

Under penalties of perry, | certy that

1. The number shown on this form i my correct taxpayer identification number (or | am waling for  number o be ssued to me): and

2. 1 am ol subjec o backup withholding because: (@) | am exempt rom backup withhoking, or ()1 have ot been nctifld by he Iteral Revenue
‘Senvice (RS that | am subject to backup withholding 25 a resul of a faiure toreport al interest or ividends, o (¢ the IRS has notifed me that | am
o longer ubject to backup wihalding: and

3. 1amaUSS. cizen or other U.S. person (defined below): and

4. The FATCA codels)entared on this form (1 any) indicating that | am exem from FATCA reporting s corec.

Gertifcation instructions. You must cross out am 2 above if you have been noified by the IRS tha you are currently subject to backup withholding

ecause you have failed 1 reportal nterest and didends on your ax retun. For eal estate transactions, ftem 2 does not appy. For morigage

Interest paid, acauisiton or abandonment of secursd property. canclition of debt,coniributions 1o an indidual retremen arrangement (IRA). and

generaly payments other than nterest and lvidends. you ae ot reqired tosign he certication, but you must provide your correct TIN. Ses the.

Instnictions on page 3.

Sign | signature ot
Here | US person>

General Instructions

‘Sction efrences aeto th el Revenus Code uless thenvisa .

« Fomn 1098 (oma morigagenteres), 1098-E sudent loan nere), 1008.T
ution)
« Fom 1099.0 fanceled de

Future developments. Information sbout Sevelopmen afecing Form W-9 such
2 gislson anacec e we r6ease ) s 5 w2 GOV,

Purpose of Form
A il o ey Form W requestn who s reqired o e an fomation

« Fom 1099.A acquistion or abarclonmen o secured propery)

Use Form W-9 o f you are 8 S parson (nclcinga reident sl ©
prowde your conect T

1t youdo not retum Form W-9 o th requestar with TN, you migh besubject
o backup wilding. Ses What 2 baciup mBHOLAG? o page 2

By signing e lec-out orm,you:

1oty that the I you as giving s comect o you re walting for arumber
105 ssed,

2. Cart that you a1 ot subject 0 backup witiholding, o

3. Clsm exemption from backup wihnokding i you ars & U, exargt payee.
appicate,you re o cartying hat a5 U'S. prson, your allocabl shar of

0y partnarsiip ncom from & 'S, or busincss ot subect 6 e

i Poling ax o frsan paers Srare o secly Connectes mcome. and

4. Cort that FATCA codels) etere on thisform 1 amy)incicating that you re
exemp rom the PATCA reporting, s comect See What 5 FATCA reporing? on
Page 2 fo urthr formation

Cat N, 10237
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Page 2

Note I you e U'S. person and  requestorgves you aform ofher han Form

V5 o recuestyour Tik. you st sa e recumsiec o 11 utantaly

Simiar e Fam WA

Defintion of 8 .. person. orfedera ax purposes, you are considered a US.

person fyou are:

« s o s 8 S, ciien o U, rasident e

« A parnership, corporaton company.or associton craated o orgaized i he

Ut States o under e laws of the Uried Sttes:

« i st fothe tran  forsign ssttel; o

« A domesti trst (a0 dofined In Regulations secion 31 7701-7)

‘Special s for parnerships. Parneships it conduct a rae or business

o Uniod Satosar goneraly requied o pay a wiholding ax undersecion

ks oy o e s of vl Cornected wavle ncome for
S businias Fofiar, I carai ceses whers o W-3 1 not Deen recaed,

herles under section 1446 requis & pariershp o presume tat a parter

o parson.and ey th secion 1448 whraGIng e Thesias.  you &% &

S pefson ha 1  partne In 3 pariership condcing e of Business i the

Unted Stses,provide Form -3 he parnership o esablsh your US. siais

a1 voidSection 1448 wiToldng on your hars o1 parnership ncome.

I he cases below, the folowing person must give Form W-9 0 the parinership
for purposes of sstabishing s U’ staus and avoiding wihoking o 5
alocatie share of et Income om th Patnarshp ConGUClng & e ofbusiess
e Unnad Srtes:

11 he casoof adsregardd entty with 8 US. ouns, theU'S. ownse f the
rogaraad iy and ot 0 ant.

1 e cas0of a grantor st wih 3 U'S. ranir or thr USS. owner, generally,
ne U'S. granoror othr U'S. ownerof e granio st and ot he s, and

1 he casoof 2 U st other thana ranor rus) he U, st other hana
eranor ) an ot 1 benstcianes of e st

Forolgn person. I you roaforegn parsonor e U'. branch o a forlgn bank.
nat has Secied 10 be esied 3 8 S, paron, Go ot use Form W5 ntead, use
ihe appropiate Foms W-5 & Fom 8233 fs0s Publicaton 515, Wihcidng of Tax
o Nonregdant Alns and Forsign Enes).

Nonresident allen who bacomes s resdant alien. Generly, ory  nanvsscert
e ikl may s he e o & 3 vty 1 re0uce o lmiats US. 12xon
‘Cortain ypes of income. Howsver, st axredies containa proision knoun 5
%Sauing claume " Excaptons speciiod (e saVing luse may b an
Sxcmpion from e t corinus o artan types f Rcame aven aer e payee
s cinruiss bacome a .S, reskden sen o tx PUpSee.

1fyou srs U, rssident allen o rsing on an exception cotained in the
Saving clauss of a1 reay T clam an cxempiion rom US. 1 on coan ypes
o came. o st siach & sstmant 1 For W-5 nt Spaches o {owig.
T e

1. Th ety couniry. Gensraly, i must b th same treatyunder which you
Clamad oxampion o tx 85 & Aorvesint alen

2 The teaty aricle ackiressing theincome.

3T aricl number orocaton i heta reaty that conéains he saing
claies an i g,

4T type and amount of ncome tha quaiies for the xempion fom tax.

5. Suffcient facts to sy the exemption o tax ndr the foms of th teaty
i,

~Example. Avice 20 o he U.S.-Chinaincome ta resty shows an sxemption
from o

Backup Withholding
‘Whet s backup withhokding? Persons maing

3.The S et th requeser hatyou uished an nconect TN,

4T S et you thatyou are subfect o backup withholding because you il
ot reportall your eres nd dhidends o your 1 et (ot repaiae Pierst
S Ghaenc o). o

5 You do ot cry o the requeser that you are ot subject o backup
witinicng nder 4 above o eportaic meres and didend scomunts opened
e 1823 oy,

(Cetan payees nd paymenis ae sxemp fom backup wihholing. Ses Exempt
ayee coce on page 3 an haseparas ncrcens o s Reduterof Form.
8 o o maton.

150 se0 Spacialniesfor pariersips above.

What is FATCA reporting?
Th Fodgn Account T Complance Act FATCA) requres  pariipting forogn
nancl i o reprt ol Unied Sttesaccount hgers na are epeciies
Ui St pesona. Coran payoss re exemet rom FATCA reprting. See
Exempion om FATCAreparing ode on bage 5 and he Ineieions o e
Reauestrof Fom 1 o mars miomaton:

Updating Your Information

You must rovid updated infrmation 1 any persen o whom you clamed t be
an oxemot bayee i o0 &1 70 onge an exerp payes and amicipatsreceiog
Foportabl payments s ihe e rom i paron. For e youmay ned 1
provide updated formation f you ar a G corporaton hat lecis ' boan
‘Corporaton or f you o longer e e Sxempt. I akion,you s mih a rew
Form -3 henama or I changes fo 5 ount or Sample, 150 Gramr
of a granto st s

Penalties

Fallre tofurmish TI. 1 you fl 0 frishyour comect Ti 0 a requester you are
Sibjoc 10 ponaty of 50 o oach such faurs s your e  6us 0
Festonatis e and no 10 WAt

vl penatyfo ale Information with respect t withholding.f you maks 3
e Eatament i 7 reasonais s esURe 1 1 DSCKLP VAN,
Yoo areSujct 193 S500 penay.

riminal penaty for falsitying nformation. Wil faiying cericatons or
Simatione may St Yo 19 TN penaies nclucing e andor
imprconmen:

Misuse of TINS. I i raqueser dscioses o ues Tilsn vilton offaderal
heTocuastormay s Suject 1 G and rind penais.

Specific Instructions
Line 1

You it et cn cf o lowing o s e do ot eve i e bk T
e e

1fthis Form W-91afora it account, st s, an then irce, thaname of he
person o iy whose numberyou snered i Part 1 of Form -5

. ndiidusl, Genersy, ente the e shown on your takrtu, f you have
‘changed yourlast name wihout nfring e Socil Securty Adminsiaton 554
O thsnao change anta yor 1S rarm, s nams 2 Shown on your 300l
Socury . an you o 25 e

Note. TIN applcant. Enter your inchicual name s it was ntered on you Form
VT spplcation. Ine 1a T should o 50 1 sams 3 e Aame you enrd on
he Foe 1040/1D40A/140E2 you i wi your appicaton.

. Sole propristo o single-member LLC: Entr your indhidul ame a5
i on Yout CADHOAGA/OADEZ on e . You i Ster you B, rade,
o doing Buciness 4" (DB nams on a2

. Partnersip, LLC tht s not  single-member LLC, G Corparation or S
(Corporation Enter e onify' namo a5 Shown on he iy 1 et o e |
v any busioess, rat,or DA nams on 1062

. Ot enities. Ente your name 2 shown onrequred US. fadral ax
ociments o Ine. 1. T arne 3o match he e nowr o1 e ehar o
iheregal document creatng h endy. Yo may ener any business race, or
DB rame on ine..

. Disragarded anti. or .S, fcrs o purposes, anenty tatis
cirogarded a0 an oy eperai fom 1 owrte 1 eaiod 8 8 “dregarded
eniy” Seo Roguitons section 3017701 22, Ete he owner's name on
ine 1 T name o tn ey arered on I T Shoukdnaver b & diregarded
enity Thaname onins 1 5n0ud 5 1 name show on th ncams tx et on

2. Youdo not cary your IV when requied st Pat il nsirctions o page.
3 o oty

nstea f & Fom -5 i 5 e case even s forign person s & U5, TI.




