Supplement Two: Security and Privacy
Security and Privacy Requirements
State IT Computing Policy Requirements

State Data Handling Requirements
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1. Overview and Scope

This Supplement shall apply to any and all Work, Services, Locations and Computing Elements that the Contractor
will perform, provide, occupy or utilize in conjunction with the delivery of work to the State and any access of State
resources in conjunction with delivery of work.

This scope shall specifically apply to:

= Major and Minor Projects, Upgrades, Updates, Fixes, Patches and other Software and Systems inclusive
of all State elements or elements under the Contractor’s responsibility utilized by the State;

= Any systems development, integration, operations and maintenance activities performed by the Contractor;

= Any authorized Change Orders, Change Requests, Statements of Work, extensions or Amendments to
this agreement;

= Contractor locations, equipment and personnel that access State systems, networks or data directly or
indirectly; and

= Any Contractor personnel or sub-Contracted personnel that have access to State confidential, personal,
financial, infrastructure details or sensitive data.

The terms in this Supplement are in addition to the General Terms and Conditions contained elsewhere in this
RFP. In the event of a conflict for whatever reason, the terms in this RFP shall prevail.

2. General State Security and Information Privacy Standards and Requirements

2.1. State Provided Elements: Contractor Responsibility Considerations

To the extent that Contractor accesses or utilizes State provided networks, the Contractor is responsible for
adhering to State policies and use procedures and do so in a manner as to not diminish established State
capabilities and standards.

The Contractor will be responsible for maintaining the security of information in environment elements that it
accesses, utilizes, develops or manages in accordance with the State security policies. The Contractor will
implement information security policies and capabilities, upon review and agreement by the State, based on the
Contractor’s standard service center security processes that satisfy the State’s requirements contained herein.

The Contractor’s responsibilities with respect to security services must also include the following:

= Support OIT in the implementation, maintenance and updating of statewide data security policies, including
the State information risk policies, standards and procedures.

= Supporting the State in implementation of programs to raise the awareness of End Users and staff
personnel as to the existence and importance of security policy compliance.

= Research system security problem, and

= Developing, implementing, and maintaining a set of automated and manual processes so that the State
data access rules, as they are made known by the State, are not compromised.

2.2. Periodic Security and Privacy Audits

The State shall be responsible for conducting periodic security and privacy audits and generally utilizes members
of the OIT Office of Information Security & Privacy, the OBM Office of Internal Audit and the Auditor of State,
depending on the focus area of an audit. Should an audit issue or finding be discovered the following resolution
path shall apply:

= If a security or privacy issue is determined to be pre-existing to this agreement, the State will have
responsibility to address or resolve the issue. Dependent on the nature of the issue the State may elect to
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contract with the Contractor under mutually agreeable terms for those specific resolution services at that
time or elect to address the issue independent of the Contractor.

= For in-scope environments and services, all new systems implemented or deployed by the Contractor shall
comply with State security and privacy policies.

2.3. State Network Access (VPN)

Any remote access to State systems and networks, Contractor or otherwise, must employ secure data
transmission protocols, such as IPSec, secure sockets layer (SSL) protocol and public key authentication, signing
and encryption. In addition, any remote access solution must use Secure Multipurpose Internet Mail Extensions
(S/MIME) to provide encryption and non-repudiation services through digital certificates and the provided PKI.

3. State and Federal Data Privacy Requirements

All parties to this agreement specifically agree to comply with state and federal confidentiality and information
disclosure laws, rules and regulations applicable to work associated with this RFP including but not limited to:

= United States Code 42 USC 1320d through 1320d-8 (HIPAA);

= Ohio Revised Code 1347.01 through 1347.99 and any other Ohio law as it applies to specific agencies;
= Corresponding Ohio Administrative Code Rules and Updates;

= |RS Publication 1075; and

= FBI CJIS Security Policy and Ohio LEADS Security Policy.

All Services must be performed in compliance with the National Institute of Standards and Technology (“NIST”)
800-53 Rev. 4 moderate baseline requirements (unless otherwise directed by the OIT Office of Information
Security & Privacy, and be consistent with Federal Information Security Management Act (“FISMA”) requirements,

The Contractor may be required to comply with specific security and privacy regulations or laws including but not
limited to entering into a business associate agreement if the Contractor creates, receives, maintains, transmits, or
otherwise accesses Protected Health Information (PHI) under HIPAA.

3.1. Protection of State Data

Protection of State Data. To protect State Data as described in this agreement, in addition to its other duties
regarding State Data, Contractor will:

= Maintain in confidence any Personally Identifiable Information (“PII”) and State Sensitive Information,
generally information that is not subject to disclosures under Ohio Public Records law, (“SSI”) it may
obtain, maintain, process, or otherwise receive from or through the State in the course of the Agreement;

= Use and permit its employees, officers, agents, and independent contractors to use any PII/SSI received
from the State solely for those purposes expressly contemplated by the Agreement;

= Not sell, rent, lease or disclose, or permit its employees, officers, agents, and independent contractors to
sell, rent, lease, or disclose, any such PII/SSI to any third party, except as permitted under this Agreement
or required by applicable law, regulation, or court order;

=  Give access to PII/SSI of the State only to those individual employees, officers, agents, and independent
contractors who reasonably require access to such information in connection with the performance of
Contractor’s obligations under this Agreement;

= Upon request by the State, promptly destroy or return to the State in a format designated by the State all
PII/SSI received from the State;

= Cooperate with any attempt by the State to monitor Contractor’'s compliance with the foregoing obligations
as reasonably requested by the State from time to time. The State shall be responsible for all costs
incurred by Contractor for compliance with this provision of this subsection;
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3.1.1. Disclosure
Disclosure to Third Parties. This Agreement shall not be deemed to prohibit disclosures in the following cases:

= Required by applicable law, regulation, court order or subpoena; provided that, if the Contractor or any of
its representatives are ordered or requested to disclose any information provided by the State, whether
PII/SSI or otherwise, pursuant to court or administrative order, subpoena, summons, or other legal
process, Contractor will promptly notify the State (unless prohibited from doing so by law, rule, regulation
or court order) in order that the State may have the opportunity to seek a protective order or take other
appropriate action. Contractor will also cooperate in the State’s efforts to obtain a protective order or other
reasonable assurance that confidential treatment will be accorded the information provided by the State. If,
in the absence of a protective order, Contractor is compelled as a matter of law to disclose the information
provided by the State, Contractor may disclose to the party compelling disclosure only the part of such
information as is required by law to be disclosed (in which case, prior to such disclosure, Contractor will
advise and consult with the State and its counsel as to such disclosure and the nature of wording of such
disclosure) and Contractor will use commercially reasonable efforts to obtain confidential treatment
therefore;

= To State auditors or regulators;

= To service providers and agents of either party as permitted by law, provided that such service providers
and agents are subject to binding confidentiality obligations; or

= To the professional advisors of either party, provided that such advisors are obligated to maintain the
confidentiality of the information they receive.

3.2. Contractor Access to State Networks, Systems, and Data

The Contractor must:

= Assume all State Data and information is both confidential and critical for State operations, and the
Contractor’s security policies, plans, and procedure for the handling, storage, backup, access, and, if
appropriate, destruction of that data must be commensurate to this level of sensitivity unless the State
instructs the Contractor otherwise in writing.

= Use appropriate measures to ensure that State Data is secure before transferring control of any systems
or media on which State Data is stored. The method of securing the State Data must be appropriate to the
situation and may include erasure, destruction, or encryption of the State Data before transfer of control.
The transfer of any such system or media must be reasonably necessary for the performance of the
Contractor’s obligations under this Contract.

= Not allow the State’s Data to be loaded onto portable computing devices or portable storage components
or media unless necessary to perform its obligations under this Contract properly. Even then, the
Contractor may permit such only if adequate security measures are in place to ensure the integrity and
security of the State Data. Those measures must include a policy on physical security for such devices to
minimize the risks of theft and unauthorized access that includes a prohibition against viewing sensitive or
confidential data in public or common areas.

= Ensure that portable computing devices must have anti-virus software, personal firewalls, and system
password protection. In addition, the State’s Data must be encrypted when stored on any portable
computing or storage device or media or when transmitted from them across any data network.

3.3. Portable Devices, Data Transfer and Media

Any encryption requirement identified in this Supplement means encryption that complies with National Institute of
Standards Federal Information Processing Standard 140-2 as demonstrated by a valid FIPS certificate number.
Any sensitive State Data transmitted over a network, or taken off site via removable media must be encrypted
pursuant to the State’s Data encryption standard ITS-SEC-01 Data Encryption and Cryptography.
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The Contractor must have reporting requirements for lost or stolen portable computing devices authorized for use
with State Data and must report any loss or theft of such to the State in writing within 2 hours of becoming aware of
the event.

3.4. Limited Use; Survival of Obligations.

Contractor may use PII/SSI only as necessary for Contractor’s performance under or pursuant to rights granted in
this Agreement and for no other purpose. Contractor’s limited right to use PII/SSI expires upon conclusion, non-
renewal or termination of this Agreement for any reason. Contractor’s obligations of confidentiality and non-
disclosure survive termination or expiration for any reason of this Agreement.

3.5. Disposal of PII/SSI.

Upon expiration of Contractor’s limited right to use PII/SSI, Contractor must return all physical embodiments to the
State or, with the State’s permission; Contractor may destroy PII/SSI in accordance with NIST Special Publication
800-88. Upon the State’s request, Contractor shall provide written certification to the State that Contractor has
returned, or destroyed, all such PII/SSI in Contractor’s possession.

3.6. Remedies

If Contractor or any of its representatives or agents breaches the covenants set forth in these provisions,
irreparable injury may result to the State or third parties entrusting PII/SSI to the State. Therefore, the State’s
remedies at law may be inadequate and the State shall be entitled to seek an injunction to restrain any continuing
breach. Notwithstanding any limitation on Contractor’s liability, the State shall further be entitled to any other rights
or remedies that it may have in law or in equity.

3.7. Prohibition on Off-Shore and Unapproved Access

The Contractor shall comply in all respects with U.S. statutes, regulations, and administrative requirements
regarding its relationships with non-U.S. governmental and quasi-governmental entities including, but not limited to
the export control regulations of the International Traffic in Arms Regulations (“ITAR”) and the Export
Administration Act (“EAA”"); the anti-boycott and embargo regulations and guidelines issued under the EAA, and
the regulations of the U.S. Department of the Treasury, Office of Foreign Assets Control, HIPPA Privacy Rules and
other conventions as described and required in this Supplement.

The Contractor will provide resources for the work described herein with natural persons who are lawful permanent
residents as defined in 8 U.S.C. 1101 (a)(20) or who are protected individuals as defined by 8 U.S.C. 1324b(a)(3).
It also means any corporation, business association, partnership, society, trust, or any other entity, organization or
group that is incorporated to do business in the U.S. It also includes any governmental (federal, state, local), entity.

The State specifically prohibits sending, taking or making available remotely (directly or indirectly), any State
information including data, software, code, intellectual property, designs and specifications, system logs, system
data, personal or identifying information and related materials out of the United States in any manner, except by
mere travel outside of the U.S. by a person whose personal knowledge includes technical data; or transferring
registration, control, or ownership to a foreign person, whether in the U.S. or abroad, or disclosing (including oral or
visual disclosure) or transferring in the United States any State article to an embassy, any agency or subdivision of
a foreign government (e.g., diplomatic missions); or disclosing (including oral or visual disclosure) or transferring
data to a foreign person, whether in the U.S. or abroad.

It is the responsibility of all individuals working at the State to understand and comply with the policy set forth in
this document as it pertains to end-use export controls regarding State restricted information.
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It is the responsibility of all Contractor individuals working at the State to understand and comply with the policy set
forth in this document as it pertains to end-use export controls regarding State restricted information.

Where the Contractor is handling confidential or sensitive State, employee, citizen or Ohio Business data
associated with State data, the Contractor will comply with applicable data handling privacy requirements including
but not limited to HIPAA, IRS Publication 1075, and/or FBI CJIS Security Policy.

3.8. Background Check of Contractor Personnel

Contractor agrees that (1) it will conduct third party criminal background checks at the Contractor’'s expense for
Contractor personnel who will perform Sensitive Services (as defined below), and (2) no Ineligible Personnel will
perform Sensitive Services under this Agreement. “Ineligible Personnel” means any person who (a) has been
convicted at any time of any criminal offense involving dishonesty, a breach of trust, or money laundering, or who
has entered into a pre-trial diversion or similar program in connection with a prosecution for such offense, (b) is
named by the Office of Foreign Asset Control (OFAC) as a Specially Designated National, or (b) has been
convicted of a felony.

“Sensitive Services” means those services that (i) require access to Customer/Consumer Information, (ii) relate to
the State’s computer networks, information systems, databases or secure facilities under circumstances that would
permit modifications to such systems, or (iii) involve unsupervised access to secure facilities (“Sensitive Services”).

Upon request, Contractor will provide written evidence that all of Contractor’s personnel providing Sensitive
Services have undergone a criminal background check and are eligible to provide Sensitive Services. In the event
that Contractor does not comply with the terms of this section, the State may, in its sole and absolute discretion,
terminate this Contract immediately without further liability.

4, Contractor Responsibilities Related to Reporting of Concerns, Issues and
Security/Privacy Issues

41. General

If over the course of the agreement a security or privacy issue arises, whether detected by the State, a State
auditor or the Contractor, that was not existing within an in-scope environment or service prior to the
commencement of any Contracted service associated with this agreement, the Contractor must:

= notify the State of the issue or acknowledge receipt of the issue within two (2) hours;

= within forty-eight (48) hours from the initial detection or communication of the issue from the State, present
an potential exposure or issue assessment document to the State Account Representative and the State
Chief Information Security Officer with a high level assessment as to resolution actions and a plan;

= within four (4) calendar days, and upon direction from the State, implement to the extent commercially
reasonable measures to minimize the State’s exposure to security or privacy until such time as the issue is
resolved; and

= upon approval from the State implement a permanent repair to the identified issue at the Contractor’s cost

4.2. Actual or Attempted Access or Disclosure

If the Contractor determines that there is any actual, attempted or suspected theft of, accidental disclosure of, loss
of, or inability to account for any PII/SSI by Contractor or any of its subcontractors (collectively “Disclosure™”) and/or
any unauthorized intrusions into Contractor’s or any of its subcontractor’s facilities or secure systems used for this
project (collectively “Intrusion”), Contractor must immediately:

= Notify the State within two (2) hours of the Contractor becoming aware of the unauthorized Disclosure or
Intrusion;
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= Investigate and determine if an Intrusion and/or Disclosure has occurred;

= Fully cooperate with the State in estimating the effect of the Disclosure or Intrusion’s effect on the State
and fully cooperate to mitigate the consequences of the Disclosure or Intrusion;

=  Specify corrective action to be taken; and
= Take corrective action to prevent further Disclosure and/or Intrusion.

4.3. Unapproved Disclosures and Intrusions: Contractor Responsibilities

Contractor must, as soon as is reasonably practicable, make a report to the State including details of the
Disclosure and/or Intrusion and the corrective action Contractor has taken to prevent further Disclosure and/or
Intrusion. Contractor must, in the case of a Disclosure cooperate fully with the State to notify the effected persons
as to the fact of and the circumstances of the Disclosure of the PII/SSI. Additionally, Contractor must cooperate
fully with all government regulatory agencies and/or law enforcement agencies having jurisdiction to investigate a
Disclosure and/or any known or suspected criminal activity.

=  Where the Contractor identifies a potential issue in maintaining an “as provided” State infrastructure
element with the more stringent of an Agency level security policy (which may be Federally mandated or
otherwise required by law), identifying to Agencies the nature of the issue, and if possible, potential
remedies for consideration by the State agency.

= If over the course of delivering services to the State under this Statement of Work for in-scope
environments the Contractor becomes aware of an issue, or a potential issue that was not detected by
security and privacy teams the Contractor is to notify the State within two (2) hour. This notification shall
not minimize the more stringent Service Level Agreements pertaining to security scans and breaches
contained herein, which due to the nature of an active breach shall take precedence over this notification.
Dependent on the nature of the issue the State may elect to contract with the Contractor under mutually
agreeable terms for those specific resolution services at that time or elect to address the issue
independent of the Contractor.

4.4. Security Breach Reporting and Indemnification Requirements

= In case of an actual security breach that may have compromised State Data, the Contractor must notify the
State in writing of the breach within two (2) hours of the Contractor becoming aware of the breach and fully
cooperate with the State to mitigate the consequences of such a breach. This includes any use or
disclosure of the State data that is inconsistent with the terms of this Contract and of which the Contractor
becomes aware, including but not limited to, any discovery of a use or disclosure that is not consistent with
this Contract by an employee, agent, or subcontractor of the Contractor.

= The Contractor must give the State full access to the details of the breach and assist the State in making
any notifications to potentially affected people and organizations that the State deems are necessary or
appropriate. The Contractor must document all such incidents, including its response to them, and make
that documentation available to the State on request.

= In addition to any other liability under this Contract related to the Contractor’s improper disclosure of State
data, and regardless of any limitation on liability of any kind in this Contract, the Contractor will be
responsible for acquiring one year’s identity theft protection service on behalf of any individual or entity
whose personally identifiable information is compromised while it is in the Contractor’s possession. Such
identity theft protection must provide coverage from all three major credit reporting agencies and provide
immediate notice through phone or email of attempts to access the individuals' credit history through those
services.

45. Hardware and Software Assets

The Contractor will support the State in defining and producing specific reports for both hardware and software
assets. At a minimum this should include:

= Deviations to hardware baseline
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= Inventory of information types by hardware device

=  Software inventory against licenses (State purchased)

=  Software versions and then scans of versions against patches distributed and applied
=  Security standards by device type

The Contractor shall also document and implement a process for deviation from State standards.
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