SUPPLEMENT ONE
HIPAA BUSINESS ASSOCIATE AGREEMENT 

This Health Insurance Portability and Accountability Act of 1996 (hereafter, HIPAA) Business Associate Agreement (“Agreement”) is made a part of the Contract (“Contract”) by and between the State of Ohio, Department of Administrative Services (“Agency”), and <INSERT BUSINESS ASSOCIATE NAME> (“Associate”) or (“Business Associate”), and is effective on the last date of signature below. 
The Associate performs certain services on behalf of or for the Agency pursuant to the underlying Contract that requires the exchange of information including protected health information protected by the Health Insurance Portability and Accountability Act of 1996 (“HIPAA”), as amended by the American Recovery and Reinvestment Act of 2009 (Pub.  L. No. 111-5) (the “HITECH Act”), any associated regulations and the federal regulations published at 45 CFR parts 160 and 164 (sometimes collectively referred to as “HIPAA”).  The Agency’s Health Plan is a “Covered Entity” as that term is defined in HIPAA, and the parties to the underlying Contract are entering into this Agreement to establish the responsibilities of both parties regarding HIPAA-covered information and to bring the underlying Contract into compliance with HIPAA.
Whereas, it is desirable, in order to further the continued efficient operations of Agency to disclose to its Associate certain information which may contain confidential individually identifiable health information (hereafter, Protected Health Information or PHI); and

Whereas, it is the desire of both parties that the confidentiality of the PHI disclosed hereunder be maintained and treated in accordance with all applicable laws relating to confidentiality, including the Privacy and Security Rules, the HITECH Act and its associated regulations, and the parties do agree to at all times treat the PHI and interpret this Agreement consistent with that desire.

NOW, THEREFORE, in consideration of the mutual promises herein, in the Contract, and of the exchange of PHI hereunder, the parties agree as follows:
1. Definitions.  Terms used, but not otherwise defined, in this Agreement shall have the same meaning as those terms in the Privacy and Security Rules, including the HITECH Act.

a. Breach shall mean the acquisition, access, use or disclosure of protected health information which compromises the security or privacy of such information, except as excluded in the definition of Breach in 45 CFR § 164.402.  

b. Business Associate shall have the meaning given to such term in 45 CFR § 160.103. 
c. Electronic Protected Health Information means Protected Health Information that is transmitted by Electronic Media (as defined in the Security and Privacy Rule) or maintained in Electronic Media.
d. Privacy Rule means the Standards for Privacy of Individually Identifiable Health Information found at 45 CFR Parts 160 and Part 164, Subparts A and E, as amended from time to time.
e. Personal Health Record shall mean an electronic record of identifiable health information on an individual that can be drawn from multiple sources and that is managed, shared and controlled by or primarily for the individual.
f. Protected Health Information or PHI shall have the meaning given to such term in 45 CFR § 164.501, limited to the information created, used, disclosed, or received by Associate from or on behalf of Agency. 
g. Security Incident means any known successful or unsuccessful attempt by an authorized or unauthorized individual to inappropriately use, disclose, modify, access, or destroy any information. 
h. Security Rule means the Standards for the security of Electronic Protected Health Information found at 45 CFR Parts 160 and 162, and Part 164, Subparts A and C.  The application of Security provisions Sections 164.308; 164.310, 164.312, and 164.316 of title 45, Code of Federal Regulations shall apply to Associate of Agency in the same manner that such sections apply to the Agency.
i. Unsecured PHR Identifiable Health Information is information that is not protected through the use of a technology or methodology specified by the Secretary in the guidance issued under Section 13402(h)(2) of the HITECH Act.
2. PHI Disclosures; Permitted Uses.

a. PHI Described. PHI disclosed by the Agency to the Associate, PHI created by the Associate on behalf of the Agency, and PHI received by the Associate from a third party on behalf of the Agency are disclosable under this Agreement.  The disclosable PHI is limited to the minimum necessary to complete the tasks, or to provide the services, associated with the terms of the original Contract.  

b. Purposes. Except as otherwise limited in this Agreement, Associate may use or disclose the PHI on behalf of, or to provide services to, Agency for the purposes necessary to complete the tasks, or provide the services, associated with, and required by the terms of the original Contract, if such use or disclosure of the PHI would not violate the Privacy or Security Rules or applicable state law if done by Agency or violate the minimum necessary and related Privacy and Security policies and procedures of the Agency.  

3. Obligations of Associate.

a. Stated Purposes Only. The PHI may not be used by the Associate for any purpose other than stated in this Agreement or as required or permitted by law.

b. Limited Disclosure.  The PHI is confidential and will not be disclosed by the Associate other than as stated in this Agreement or as required or permitted by law. Associate will refrain from receiving any remuneration in exchange for any individual’s PHI, unless Agency gives written approval, and the exchange is pursuant to a valid authorization (that includes a specification of whether the PHI can be further exchanged for remuneration by the entity receiving PHI of that Individual), or satisfies one of the exceptions enumerated in Section 13405(e)(2) of the HITECH Act.  Associate will refrain from marketing activities that would violate HIPAA, specifically Section 13406 of the HITECH Act. Associate will report to Agency any use or disclosure of the PHI, including any Security Incident not provided for by this Contract of which it becomes aware.
c. Safeguards. The Associate will use appropriate safeguards to prevent use or disclosure of the PHI, except as provided for in this Agreement. This shall include, but not be limited to:

   (i) Limitation of the groups of its employees or agents, otherwise known as  workforce members, to whom the PHI is disclosed to those reasonably required to accomplish the purposes stated in this Agreement, and the use and disclosure of the minimum PHI necessary;

  (ii) Appropriate notification and training of its employees or agents to whom the PHI will be disclosed in order to protect the PHI from unauthorized disclosure;

 (iii) Maintenance of a comprehensive written PHI privacy and security program that includes administrative, technical and physical safeguards appropriate to the size, nature, scope and complexity of the Associate's operations.

d. Compliance With Law. The Associate will not use or disclose the PHI in a manner in violation of existing law and specifically not in violation of laws relating to confidentiality of PHI, including but not limited to, the Privacy and Security Rules.

e. Mitigation. Associate agrees to mitigate, to the extent practicable, any harmful effect that is known to Associate of a use or disclosure of the PHI by Associate in violation of the requirements of this Agreement, and report its mitigation activity to the Agency.

f. Support of Individual Rights. 
(i) Access to PHI.  Associate shall make the PHI maintained by Associate or its agents or subcontractors in Designated Record Sets available to Agency for inspection and copying within ten (10) days of a request by Agency to enable Agency to fulfill its obligations under the Privacy Rule, including, but not limited to, 45 CFR § 164.524 and consistent with Section 13405 of the HITECH Act.
      (ii)  Amendment of PHI. Within ten (10) days of receipt of a request from Agency for an amendment of the PHI or a record about an individual contained in a Designated Record Set, Associate or its agents or subcontractors shall make such PHI available to Agency for amendment and incorporate any such amendment to enable Agency to fulfill its obligations under the Privacy Rule, including, but not limited to, 45 CFR § 164.526.

    (iii)  Accounting Rights. Within ten (10) days of notice of a request for an accounting of disclosures of the PHI, Associate and its agents or subcontractors shall make available to Agency the documentation required to provide an accounting of disclosures to enable Agency to fulfill its obligations under the Privacy Rule, including, but not limited to, 45 CFR §164.528 and consistent with Section 13405 of the HITECH Act.  Associate agrees to document disclosures of the PHI and information related to such disclosures as would be required for Agency to respond to a request by an Individual for an accounting of disclosures of PHI in accordance with 45 CFR §§ 164.528 and 164.316. This should include a process that allows for an accounting to be collected and maintained by Associate and its agents or subcontractors for at least six (6) years from the date of disclosure, or longer if required by state law.  At a minimum, such documentation shall include:

· the date of disclosure; 

· the name of the entity or person who received the PHI, and if known, the address of the entity or person; 

· a brief description of the PHI disclosed; and 

· a brief statement of purposes of the disclosure that reasonably informs the Individual of the basis for the disclosure, or a copy of the Individual’s authorization, or a copy of the written request for disclosure.

     (iv)  Request for Restriction. Under the direction of the Agency, abide by any Individual’s request to restrict the disclosure of PHI consistent with the requirements of Section 13405 of the HITECH Act and 45 CFR § 164.522.
g. Retention of PHI. Notwithstanding section 4.a. of this Agreement, Associate and its subcontractors or agents shall retain all PHI pursuant to state and federal law and shall continue to maintain the PHI required under Section 3.f. of this Addendum for a period of six (6) years after termination of the Contract, or longer if required under state law.

h. Agents, Subcontractors Compliance. The Associate will ensure that any of its agents, including any subcontractors, to whom it provides any of the PHI it receives hereunder, or to whom it provides any PHI which the Associate creates or receives on behalf of the Agency, agree in writing to the restrictions and conditions which apply to the Associate hereunder.

i. Amendments. The Associate shall make available to the specific Individual to whom it applies any PHI; make such PHI available for amendment; and make available the PHI required to provide an accounting of disclosures, all to the extent required by 45 CFR §§ 164.524, 164.526, and 164.528 respectively.

j. Federal Access. The Associate shall make its internal practices, books, and records relating to the use and disclosure of PHI received from, or created or received by the Associate on behalf of the Agency available to the U.S. Secretary of Health and Human Services consistent with 45 CFR § 164.504.

k. Security.  The Associate shall take all steps necessary to ensure the continuous security of all PHI and data systems containing PHI.  In addition, compliance with 74 FR 19006 Guidance Specifying the Technologies and Methodologies That Render PHI Unusable, Unreadable, or Indecipherable to Unauthorized Individuals for Purposes of the Breach Notification Requirements under Section 13402 of Title XIII is required.  Except with respect to Associate owned devices or equipment, if Associate chooses not to adopt such methodologies as defined in 74 FR 19006 based on its Security Risk Analysis, Associate shall document such rationale and submit it to the Agency.
l. Notification of Breach.  The Associate shall notify the Agency within 24 hours by telephone call and e-mail upon the discovery of:  (1) a Breach of security of PHI, where the use or disclosure is not provided for by this Agreement, of which it becomes aware, if the PHI was, or is reasonably believed to have been, acquired by an unauthorized person; (2) of any suspected Security Incident, intrusion or unauthorized use or disclosure of PHI in violation of the Contract and this Addendum; or (3) of potential loss of confidential data affecting this Agreement.  Notification shall be provided to the Agency HIPAA Privacy Contact listed below.
The Associate shall immediately investigate such Security Incident, Breach, or unauthorized use or disclosure or potential loss of PHI or confidential data.  Within 72 hours of the discovery, the Associate shall notify the Agency HIPAA Privacy Contact of: (a) What data elements were involved and the extent of the data involved in the Breach; (b)  A description of the unauthorized persons known or reasonably believed to have improperly used or disclosed PHI or confidential data; (c)  A description of where the PHI or confidential data is believed to have been improperly transmitted, sent, or utilized; (d)  A description of the probable causes of the improper use or disclosure; and (e)  Whether the Associate believes any federal or state laws requiring individual notifications of Breaches are triggered.

Agency will coordinate with Associate to determine additional specific actions that will be required of the Associate for mitigation of the Breach, which may include notification to the individual(s) or other authorities.

All associated costs shall be borne by the Associate.  This may include, but not be limited to costs associated with notifying affected individuals.

m. Assistance in Litigation or Administrative Proceedings.  The Associate shall make itself and any subcontractors, employees or agents assisting Associate in the performance of its obligations under this Contract, available to the Agency at no cost to the Agency to testify as witnesses, or otherwise, in the event of litigation or administrative proceedings being commenced against the Agency, its officers or employees based upon claimed violations of HIPAA, the HIPAA regulations or other laws relating to security and privacy, which involves inaction or actions by the Associate, except where Associate or its subcontractor, employee or agent is a named as an adverse party.  
4. Addendum Administration.

a. Duties at Termination/Expiration. Upon any termination or expiration of the underlying Contract, or renewal terms of the underlying agreement, the Associate shall, if feasible, return or destroy all PHI received from, or created, received or used by the Associate on behalf of the Agency that the Associate still maintains in any form and retain no copies of such PHI or, if such return or destruction is not feasible, the Associate shall extend the protections of this Agreement to the PHI and limit further uses and disclosures to the purposes that make the return or destruction of the PHI infeasible. This shall also apply to all agents and subcontractors of Associate. The duty of the Associate and its agents and subcontractors to assist the Agency with any HIPAA required accounting of disclosures survives the termination of the underlying Agreement.  

b. Termination for Cause.  Notwithstanding any term or condition in the underlying agreement, Agency may terminate the underlying Contract and this Agreement if at any time it determines that the Associate has violated a material term of this Agreement.  Agency may, at its sole discretion, allow Associate a reasonable period of time to cure the material Breach before termination.

c.
Judicial or Administrative Proceedings.  The Agency may terminate the underlying Contract if the Associate is found guilty of a criminal violation of HIPAA.  The Agency may terminate the underlying Contract if a finding or stipulation that the Associate has violated any standard or requirement of HIPAA/HITECH, or other security or privacy laws is made in any administrative or civil proceeding in which the Associate is a party or has been joined. Associate may be subject to prosecution for violations of HIPAA/HITECH and shall be responsible for any and all costs associated with prosecution.
d. Survival.  The respective rights and obligations of Associate under this Agreement shall survive the termination of the underlying Contract.

5. General Provisions/Ownership of PHI.

a. Retention of Ownership. Ownership of the PHI resides with the Agency and is to be returned on demand or destroyed at the Agency’s option.

b. Secondary PHI. Any data or PHI generated from the PHI disclosed hereunder which would permit identification of an Individual must be held confidential and is also the property of Agency.

c. Electronic Transmission. Except as permitted by law or this Agreement, the PHI or any data generated from the PHI which would permit identification of an Individual must not be transmitted to another party by electronic or other means for additional uses not authorized by this Addendum or to another contractor, or allied agency, or affiliate without prior written approval of Agency. 
d. No Sales.  Reports or data containing the PHI may not be sold without Agency's or the affected Individual's written consent.

e. No Third-Party Beneficiaries. Nothing express or implied in this Agreement is intended to confer, nor shall anything herein confer, upon any person other than Agency, Associate and their respective successors or assigns, any rights, remedies, obligations or liabilities whatsoever.

f. Interpretation and Amendment. The provisions of this Agreement shall prevail over any provisions in the Contract that may conflict or appear inconsistent with any provisions in this Addendum. The interpretation of this Agreement shall be made under the laws of the State of Ohio.  Any ambiguities in the Agreement shall be resolved in favor of an interpretation that promotes compliance with HIPAA, regulations promulgated thereunder, and ARRA.  The parties agree that any modification to those laws shall modify the obligations of the parties under this Contract, without need to amend the Agreement.  Any other amendments to this Agreement shall not be effective without the written agreement of the parties.  The parties agree that to the extent necessary to comply with changes to the applicable laws, they will further amend this Agreement.

Agency HIPAA Privacy Contact:
Greg Pawlack

Benefits Manager, State of Ohio

30 East Broad Street, 27th Floor

Columbus, Ohio 43215

Phone:  (614) 466-6205
Email:  gregory.pawlack@das.state.oh.us
IN WITNESS WHEREOF, the Parties have signed this Addendum on the date indicated below.
<INSERT BUSINESS ASSOCIATE NAME>
BY:  ________________________________


(signature)

Name: ____________________________

Title:  _____________________________

Date:  _____________________________

STATE OF OHIO, DEPARTMENT OF ADMINISTRATIVE SERVICES

BY:  ________________________________


(signature)

Name: ____________________________

Title:  _____________________________

Date:  _____________________________
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